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Abstract

Attribute-based encryption (ABE) is suitable for one-to-many encryption scenarios. In
ABE, the encryptor can perform encryption by specifying the attributes of the recipients.
However, along with the gradual increase in data encryption applications, it is required to
transform access permissions of ciphertexts in some scenarios. Therefore, how to efficiently
convert ciphertext has become an important issue. Furthermore, with the development of
quantum computers, new encryption schemes need to be resistant to quantum computer attacks.
In quantum-resistant ABE schemes, it is not easy to change the access structure of a ciphertext.
To solve those issues, we propose a ciphertext-policy attribute-based proxy re-encryption
scheme with non-interactivity from lattices. The proposed scheme combines proxy re-
encryption with ABE to enhance the convenience of sharing encrypted data in the cloud. In
addition to being able to resist quantum attacks, the proposed scheme also provides collusion-
resistance, multi-hop re-encryption, and non-interactivity to increase the practicality. Finally, we

give formal security proofs for the proposed scheme under the D-LWE problem.
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1 Introduction

Rapid technological advancements have resulted in considerable growth in information
processing requirements; thus, cloud services have been introduced to reduce the
computational and storage costs associated with these requirements. A public-key
cryptosystem is a common tool for protecting the privacy of cloud users and the
confidentiality of their data. The encryption scheme of such a system has various forms; for
example, functional encryption involves encryption with a specific function, such as identity-
based encryption and attribute-based encryption (ABE). Ciphertext-policy ABE is

particularly advantageous in an environment with a frequently changing authority.

In 1994, Shor proposed a quantum algorithm that solves mathematical problems with large
prime factors in polynomial time [17]. This algorithm threatens cryptosystems based on
mathematical problems and can destroy such systems if the computational capacity of quantum
computers improves to a certain level, which can considerably undermine data confidentiality.
Recent research on ciphertext-policy attribute-based proxy re-encryption (CP-ABPRE) has
predominantly focused on developing discrete logarithm problems for cryptography. To resist
attacks from future quantum computers, scholars have increasingly studied cryptosystems
resistant to quantum computation and have termed this area of study as Post-Quantum
Cryptography (PQC). Of all cryptosystems, researchers are particularly interested in lattice-
based cryptography because it offers various forms of functional computation and a flexible
structure. In early July 2022, the US National Institute of Standards and Technology released
the result of the third round of its PQC Standardization Process, and three of the final four
standard algorithms were lattice-based.

With advances in PQC research, various lattice-based cryptographic primitives have been
proposed for use in the establishment of PQC systems. In 1996, Ajtai proposed the first one-way
collision-resistant function based on short-integer solutions (SIS) [1]. In the following year, Ajtai
and Dwork verified that the worst-case hardness of short-integer-solution-based lattice problems
equals the average-case hardness of SIS [3]. In 2005, Regev proposed the learning with errors
(LWE) problem [16] and proved that its hardness is identical to the worst-case hardness of two
lattice problems, namely the gap shortest vector problem (GapSVP) and the shortest independent
vector problem. The LWE problem is widely considered a universal cryptographic primitive,
and several lattice-based schemes based on the LWE problem have been proposed, such as an
LWE-based, identity-based encryption scheme with a trapdoor function (proposed by Gentry et
al. in 2008) [9] and a lattice-based ABE scheme (proposed by Boneh in 2013) [4].

2



C@—AS‘A Special Issue - Post-Quantum Cryptography Communications of the CCISA
Vol. 31 No. 1 Feb. 2025

Different features can be added to ABE to adapt to the requirements of various settings. For
example, for User A to share a piece of encrypted data with User B (whose attributes do not
satisfy the access structure), User A must convert the data encrypted using their public key into
ciphertext encrypted using User B’s public key. The simplest approach for achieving this
requirement involves User A decrypting the data before encrypting them by using User B’s
public key to generate the ciphertext. To reduce computational costs, Liang ef al. combined ABE
with conventional proxy re-encryption (PRE) and proposed attribute-based PRE (ABPRE) in
2009 [12]. In ABPRE, a data owner generates a conversion key for the proxy to translate the
ciphertext such that the ciphertext is made accessible to a group of data receivers without
revealing the plaintext to the proxy or disclosing the data owner’s key. Moreover, CP-ABPRE
is suitable for managing encrypted data in a company. This scheme is particularly efficient and
practical in situations in which a supervisor must delegate an encrypted file to its secretaries
with different access levels (Figure 1) because the proxy can convert the file to a format that is
within the decryption authority of the secretaries.
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Figure 1: The CP-ABPRE Scenario

In the proposed manuscript, a CP-ABPRE scheme was developed. This scheme can be
implemented in cloud environments and achieves high efficiency in ciphertext conversion
because of its ciphertext-policy ABE and PRE components, respectively. The developed
CP-ABPRE scheme enables the convenient sharing of encrypted data and has strong
resistance to attacks by quantum algorithms because of its lattice-based structure. Although
lattice-based CP-ABPRE schemes have been proposed in the literature, the proposed scheme
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added several useful features, including collusion-resistance, noninteractivity, multi-hop
behavior, and proxy invisibility, to the proposed scheme to facilitate the generation of re-
encryption keys without the assistance of third parties. In addition, the proposed scheme
overcomes the problem of increases in error terms with increases in the number of conversions.
Finally, the size of an original ciphertext is equal to a re-encrypted ciphertext. The
proposed scheme also enables access control, which increases the flexibility and efficiency of

sharing encrypted data in a proxy server (cloud server).

1.1 Contributions

The proposed scheme is a CP-ABPRE scheme that first simultaneously achieves the

following features:

e To resist quantum attacks, the scheme is lattice-based.

e It supports multi-hop re-encryption, allowing for more than one re-encryption
operation. This feature enhances the ease of sharing encrypted data by increasing the
number of re-encryption operations.

e This scheme is non-interactive, which reduces the transmission and communication
costs in the generation of re-encryption keys.

e The proposed CP-ABPRE scheme provides AND-gate and OR-gate operations for
access control based on a tree access structure, which offers high flexibility in fine-
grained access control.

e With collusion-resistance, adversaries cannot decrypt unauthorized ciphertext
through collusion.

e The proposed scheme has proxy invisibility. A single decryption algorithm can
process the ciphertext generated directly by the data owner and the re-encrypted
ciphertext without users knowing which.

e The scheme is proved to reach indistinguishability under chosen-plaintext attack
(IND-CPA) security under the LWE assumption.

2. Related Works

This section introduces some identity-based PRE (IB-PRE) schemes, attribute-based
PRE(AB-PRE), and ciphertext-policy AB-PRE (CP-ABPRE) schemes.
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2.1. Related Works

Singh et al. proposed two IB-PRE schemes in 2020 [18]. The difference between the two
schemes lies in their transferability, with one of them (named “IB-PRE+”) being non-
transferable and allowing only the delegator to execute the algorithm for re-encryption key
generation; the other scheme lacks accuracy. In addition, the IB-PRE+ scheme uses a random
number to control the direction of re-encryption and employs two levels of ciphertext to achieve
non-transferability. To ensure non-transferability, this scheme limits the authority to execute the
re-encryption algorithm to only the delegator.

Dutta et al. proposed several IB-PRE schemes and termed the ones with unidirectionality
as “IB-uPRE” schemes. They proposed the first IB-uPRE scheme in 2020 [6] and then proposed
another one in the following year to address the first scheme’s lack of collusion safety [7], with
both schemes being unidirectional and single-hop schemes. The re-encryption key generation
structures of these schemes are similar to those of the IB-PRE schemes of Singh et a/. Moreover,
after some modifications, the re-encryption key generation structures of the schemes of Dutta et
al. do not exhibit the accuracy problem. However, although the original and re-encrypted
ciphertexts have an equal size in these schemes, the computations involved in decrypting the
two types of ciphertext are different; thus, the decryption algorithm must distinguish the type of
ciphertext before performing decryption. In addition, only one re-encryption operation is

allowed in the aforementioned schemes of Dutta et al.

2.2. AB-PRE-Schemes

In 2021, Liang et al. proposed the first attribute-based conditional PRE schemes based on
the LWE assumption [13]. They proposed two unidirectional schemes, one of which is a single-
hop scheme and the other a multi-hop scheme. The multi-hop scheme consists of a Boolean
circuit as the access structure, a fully key-homomorphic encryption algorithm, and a key-
switching algorithm. Given that each user has their public key in this scheme, the transfer of
access to a ciphertext involves the delegator designating the users to be authorized and their
access level and defining access limitations during re-encryption. Nevertheless, the lack of
master and private keys in the scheme suggests that the generation of users’ public and private
keys requires only the public parameters.

Yao et al. proposed a unidirectional, single-hop, conditional attribute-based PRE scheme
[21] and established an honest re-encryption attacks (HRA) security model for this scheme. The

aforementioned scheme is composed of two encryption algorithms, one of which generates the
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original ciphertext (first-level ciphertext) and the other of which generates the re-encrypted
ciphertext (second-level ciphertext). When the access structure and conditions are satisfied, the
re-encrypted ciphertext can be converted into the original ciphertext. Therefore, although the
proposed AB-PRE scheme is based on the ABE component of Yao et al.’s scheme, the two
schemes differ in that the second- and first-level ciphertexts are the input and output, respectively,
of the re-encryption algorithm of the scheme of Yao ef al.

In 2021, Luo et al. proposed the first key-policy attribute-based PRE scheme based on the
LWE assumption [14]. This scheme is a multi-hop scheme, exhibits unidirectionality, employs
a Boolean circuit as its access structure, and adopts a fully key-homomorphic encryption
algorithm. However, because the encryption and decryption operations require attributes and
because the input attributes of the decryption algorithm are determined by the encryptor, the
scheme requires the disclosure of user attribute sets. Moreover, the aforementioned multi-hop
scheme limits the number of re-encryption operations.

Susilo et al. proposed another key-policy attribute-based PRE scheme [19], which is a
single-hop unidirectional scheme, and established an HRA security model for this scheme. The
encryption structure of this scheme is similar to that of the scheme of Luo ef al. [14]. However,
in contrast to schemes that adopt encryption key generation algorithms, the scheme of Susilo et
al. embeds the delegator’s private key into the re-encryption key by using a switching algorithm,
which increases the size of the re-encryption key and thus increases the errors resulting from

decrypting and re-encrypting ciphertexts.

2.3. CP-ABPRE Schemes

Zhang et al. proposed a CP-ABPRE scheme in 2018 [22]. This scheme is a single-hop,
unidirectional, and non-interactive scheme and uses a linear secret-sharing scheme (LSSS) as
the access structure. However, this CP ABPRE scheme relies on a ring structure in which
commutative multiplication is performed for re-encryption and is based on a scheme developed
by Fun et al. [8]. The ciphertext structure in the CP-ABPRE scheme of Zhang et al. differs from
those in LWE-based schemes, which protect the sent message only by adding an error, in that it
multiplies the error by a public parameter. However, the ciphertext error term used in the scheme
of Zhang et al. can be eliminated by attacks designed by Chen et al. [5]; thus, this scheme is not
secure against chosen plaintext attacks.

Li et al. proposed a CP-ABPRE scheme based on the LWE assumption [10], which uses a
key-switching algorithm in conjunction with LWE problems to transfer re-encrypted keys and

employs positive and negative attributes in the access structure to facilitate AND-gate
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computation. However, because a trusted third party is required to generate re-encryption keys,
this scheme does not satisfy the fundamental requirement of noninteractivity in PRE. Moreover,
the access structure of the scheme is not embedded in the ciphertext; instead, a ciphertext is
generated in accordance with the presence or absence of each attribute, which is denoted using
a positive or negative sign, respectively. Therefore, the scheme allows for only one re-encryption
operation because a ciphertext that is re-encrypted twice is identical to the original ciphertext.

In 2022, Li et al. proposed a CP-ABPRE scheme based on ring LWE [11]. This scheme is
a single-hop and unidirectional scheme, has a threshold access structure, and facilitates the
concurrent encryption of multiple bits through its ring structure. However, the aforementioned
scheme prevents expansion to multi-hop re-encryption and involves interactive PRE because of
its requirement of collaboration between a trusted third party and the user to generate a re-
encryption key.

Jinqiu et al. proposed a CP-ABPRE based on the LWE assumption [20] in 2024. This
scheme is a multi-hop, unidirectional, and non-interactive scheme and uses an LSSS scheme as
the access structure.

It is worth noting that none of these CP-ABPRE schemes [10, 11, 20, 22] are resistant to
collusion attacks. In those schemes, users with the same attributes will obtain the same
decryption key. This would enable malicious attackers to collude to decrypt unauthorized
ciphertext. Therefore, those schemes are not suitable for environments with high security
requirements. To achieve collusion-resistance, we apply the method of Zhuang et al.’s scheme

[23] in the proposed scheme.
3. Preliminaries

This section introduces the background knowledge of the technology used in the proposed
scheme. First, the lattice and hard problems will be defined, and then the core technology used
in the proposed scheme will be introduced. Finally, the system model and security model will
be defined.

In this section, lowercase and uppercase bold letters are used to denote column vectors and
matrices, respectively. For example, a” and AT refer to the transposes of vector a and matrix
A, respectively; (a;—a,) or [A;—A,] denote two column vectors or matrices; and || a ||

represents the length of a vector. Z, represents the set of integers modulo gq.

3.1. Lattice
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Definition 3.1. A lattice A of dimension m is a set of all integer linear combinations of

linearly independent vectors a;, a,, ..., a, € Z™.

n
A 2{2 xiailxiEZ}
i=1

Among them, the integer m is the dimension of the lattice A, the integer # is the rank of the
lattice A, and the set of vectors {a;, a,, ..., a,} is the basis of the lattice A, and can also be
determined by the matrix A =[a;, a,, ..., a,] represents it.

In addition, the lattice A can satisfy gZ™ € A S Z™ under some integers g, it can be

called ¢ — ary. Two common lattice types are introduced below.
Ag(A) = {x € Z™ | Ae = 0mod q},

Ay(A) := {x € Z™ | AX = umod q}.

3.2. Discrete Gaussians

Definition 3.2. For an arbitrary positive Gaussian parameter r € R* and an arbitrary
vector ¢ € R™, the parameters and center of a discrete Gaussian distribution are defined

respectively as:

vy € R",

Prc(N) = ZPM ),

yEL

ly—cl?

pr,c(Y) = exp(—-m r2

If ¢ istheoriginor r = 1, the subscript of the parameter p, . can be omitted.
Definition 3.3. For any ¢ € R", r € R* and a lattice A of dimension n, the discrete

Gaussian distribution on the lattice is defined as follows.

Pr,c(¥Y)
Prc(A)

Vy € Rn»DL,r,c(y) =

3.3. Inhomogeneous Short Integer Solution
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The Inhomogeneous Short Integer Solution (ISIS) problem is a well-known hard problem
on lattices. No known quantum algorithm can solve the ISIS problem. It is defined as follows:

anm

Definition 3.4. Given an integer g, a random matrix A € , a target vector u € Z", and

a parameter f € R, find a non-zero vector e € Z™, such that Ae = u mod q and |l e ||

< B.
3.4. Decisional Learning with Errors

In addition to being a well-known hard problem on lattices, the Decision Learning with
Errors (D-LWE) problem is also used in many fields of cryptography. Given two oracles O
and Og, the D-LWE problem is defined as follows:

® (,: A pseudo-random sampler, outputs (a;, b;) = (aja's +x;) € Lg X Tq, where
x; is sampled from distribution y,s € Zg is a fixed secret vector among all samples,
and a; € Zg is a uniform random vector.

®  (y: A truely random sampler, outputs uniformly random (a;, b;) € Zg X Z,.

Definition 3.5. Decision Learning with Error (D-LWE). Given a prime g, a positive integer
n a distribution y, and a polynomial number of samples (a; b;) € Zg X Z; from an

unspecified oracle O, distinguish whether O is either Oy or Og.

The advantage of a polynomial-time adversary A to win the D-LWE problem is defined
as:

Definition 3.6. Advp_;5(4) = |Pr[A% = 1] — Pr[A% = 1]|

Definition 3.7. D-LWE Assumption. There is no polynomial-time adversary A that can win
the D-LWE problem with a non-negligible advantage.

3.5. Trapdoor Functions

There are two types of methods for generating trapdoors. Ajtai proposed trapdoor functions
based on anti-collision hash functions, which are type-1 trapdoor functions [2]. Their security is
built on the short integer solution problem. The type-2 trapdoor functions are proposed by Regev
[16], and their security is built on the LWE problem. Then, Micciancio and Peikert proposed
more efficient type-2 trapdoor functions [15]. The proposed scheme uses the type-2 trapdoor
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functions, and they are defined here. Before introducing the type-2 functions, a special matrix
that is used in the trapdoor functions is defined as follows, where k = [log q]

gh:=[124. 2] ez}

gT 0O - 0
G = 0 gT 0 : € annk
Sl 0 1
0O - 0 gT

Definition 3.8. GenTrap(A,H). Given a matrix A € ZZX’"' and an invertible matrix H €
Zy*" as input, randomly generate a matrix R € Z™*? from a discrete Gaussian distribution
D, and output A = (A|HG — AR) € Zy*™ , where m = m’ +d. Then, R is a trapdoor of
Aé (A), and H is a tag. At the same time, this algorithm can ensure that the Euclidean length
of R must be less than or equal to vm - d(\/log_q).

Given (A, A, H,G), the difficulty of finding a trapdoor R is equivalent to solving the ISIS
problem, which means that the attacker needs to find a small matrix Y such that AY = AR.
Definition 3.9. SampleD (R,K, H,u,0). Given a trapdoor R € Zm'Xd, a matrix A =

(A[HG — AR), an invertible matrix H € Zy™™, a target vector u € Zy and a Gaussian
parameter ¢ as input, output a small vector x € Z™ such that AX = umod q.

The details of generating the vector x is presented as follows:

® First, a Gaussian perturbation vector p € Z™ israndomly selected, where the vector

can be split into two parts:
p = [g;] ,where p; € Z™ and p, € Z%.

® Compute v by the following steps:

y:1 = A(p1 — Rpy) € 77,
Y2 = sz € Zn'

v=H'(u-y) -y,
=H '(u—Ap) €Zj.

® Choose a vector z € AY(G).
R

® Compute y = [I ]
d

® Computex = p+y € Aj(A).
10
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Definition 3.10. DelTrap(A’ = [A|A4],R,H’,0). Givenamatrix A" = [A[|A4] € Zg"™ X
Z3*%, a corresponding trapdoor R of Ag(A), an invertible matrix H' € Zp*" and a Gaussian
parameter ¢ as input. Then, by continuously executing the SampleD algorithm, the
DelTrap algorithm will output a trapdoor R’ of Az(A") suchthat AR = H'G — A;.

3.6. Access Structure

The access structure used in the proposed scheme is shown here. An access structure is
embedded into a ciphertext by the data owner during encryption. During re-encryption, a new
access structure might be selected and replaced by the data owner. In the decryption phase, data
receivers whose set of attributes satisfies the access structure can decrypt the ciphertext and
access the plaintext.

Let L be the set of all attributes in the proposed scheme, and S;p S L is the attributes set
of User ID. The proposed scheme uses a tree structure as the access structure t, in which the
leaf nodes of 7 are the attributes in the attribute set S;, and the non-leaf nodes are operands.
The term T denotes the value of the parent node, T; x, represents the value of the leaf node,
and M denotes the number of child nodes.

How to compute Ty, is as follows. First, the root nodes are used to create a unit matrix

I € {0,1}™". If the gates between node T and its child nodes are AND gates, M invertible
matrices are generated, with T, € {—1,0,1}"*", where T =%, T, - If the gates
between node T and its child nodes are OR gates, the values of all child nodes are identical to
the value of the parent node, namely T,,, = T. Subsequently, the node value T, €
{—1,0,1}™™ that corresponds to each attribute gleaned from the access structure t is embedded
into the ciphertext, and the node value is an invertible matrix. Finally, the ciphertext is decrypted

by obtaining the root node I on the basis of the node value.
3.7. System Model

There are four roles in the proposed CP-ABPRE scheme.
® Key Generation Center (KGC): Responsible for generating public parameters and
users’ public and private key pairs. KGC belongs to a trusted third party.
® Proxy Server (PS): PS can be regarded as a cloud server and assists in storing
encrypted data and re-encryption keys. PS performs re-encryption to convert the
access structure of the ciphertext and transmits the re-encrypted ciphertext to DRs. PS

is semi-trusted.

11
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Data Owner (DO): DO encrypts the file and uploads the ciphertext to PS. DO is the
owner of the original ciphertext.
Data Receiver (DR): Obtain the re-encrypted ciphertext from PS.

The data users of the system include DOs and DRs. Users in the system may have single or

multiple roles at the same time.

The proposed CP-ABPRE scheme consists of the following six algorithms:

Setup (1): Take a security parameter A as input, output the public parameter PP and
the master private key MSK.

KeyGen (PP, MSK, S;p): Take public parameters PP, master private key MSK
and an attribute set S;p as input, generate the public and private keys (PKs, , SKs, )
of the user ID.

Enc (PKs,,, 1,7, U'P): Take the public key PKg, ,the message p, a chosen access
structure 7, and the set of all users in the system U'P as input, output a ciphertext
C.

Re - KeyGen (PKs,  ,PKs,  ,SKs,  ,7,7'): Take (PKs,, ,SKs,,.), PKs, , , the
original access structure 7, and a new access structures 7' as input, output a re-
encryption key RK; ., .

Re-Enc (RK,_, C;): Take a re-encryption key RK,_,,, and C, as input, output the
re-encrypted ciphertext Cy, .

Dec (SKs,,, C): Take the private key SKg,, and a ciphertext C as input, output the

plaintext message u.

The correctness of the proposed scheme must meet the following two conditions:

1.

If the attribute set S;p, satisfies the access structure 7, Dec (SKs,,,C;) = u, where
C, « Enc (PKs,,,u,7,U'P).

If the attribute set S;p, satisfies the access structure 7', Dec (SKs,,,,Cr) = L,
where C;, < Re — Enc (RK,,;,C;) and C; « Enc (PKs,,,u,7,U'™P).

3.8. Security Model of CP-ABPRE

The security model of the proposed CP-ABPRE scheme is defined here.

Definition 3.11. The proposed CP-ABPRE scheme achieves indistinguishability under the
Selective Access Structure and Chosen Plaintext Attack (IND-sAS-CPA), if no polynomial time

attacker has a non-negligible advantage in successfully winning the following IND-sAS-CPA

game.

Suppose there is a polynomial time attacker A4 and a challenger C, where C simulate the

12
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IND-sAS-CPA game as follows.
® Jnitialization: A selects a target access structure t° and the target user [D*.
Then A sendsthemto C.
® Setup: C executes Setup(A) and sends the public parameters PP to A.
® (Queryphase 1: A can query the following oracle O polynomial times.
— KeyGen oracle Ogeygen: A sends (ID,S;p) to C,where Sjp is the attribute
setof ID.If ID = ID*, C only returns the public key PKg;p+ to A.Otherwise,
C executes KeyGen(PP, MSK, S;p) and returns the public key PKg,, and the
private key SK,, to A.
— Re - KeyGen oracle Oge_geygen: A sends (ID,Sip,PKs, . ,7,7') to C,
where 7 is the original access structure and 7’ is a new access structure. If ID =
ID* , then C returns 1 to A . Otherwise, C executes Re -
KeyGen(KeyGen(PP,MSK,S;p), PKgp, ,T,T') and returens the re-encryption
key RK; . to A.
® Challenge query: A sends two different messages (ug, ;) € {0,1}2 to C.
Then C randomly selects b € {0,1} and uses t* to generate the corresponding
ciphertext Cj. Finally, C returns Cp to A.
® (Queryphase 2: A may continue the queries as in Query phase 1.
® Guess: Finally, A sends b’ € {0,1} to C,if b’ = b then A win the game.
The advantage of a polynomial-time adversary A to win the IND-sAS-CPA game is
defined as:
1

Adviyp_sas—cpa(A) = |Pr[b = b'] — 2

4. Construction

This section introduces the proposed CP-ABPRE scheme, which contains four roles and
consists of six algorithms. The six algorithms are Setup, KeyGen, Enc, Re-KeyGen, Re-Enc,
and Dec. The process of the proposed scheme is shown in Figure 2. First, the system is initialized
through KGC, and KGC generates the users’ public and private key pairs. Then, DO generates
ciphertext and uploads it to PS. If DO wants to delegate data permissions to some DRs, DO
needs to generate the re-encryption keys and send them to PS. Then, PS performs ciphertext re-
encryption so that DRs can decrypt the re-encrypted ciphertext. Table 1 lists the symbols used

in the proposed scheme. Finally, the correctness of the algorithms will be verified.
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Figure 2: The System Architecture
4.1 Setup
(P P,MSK) « Setup (1):
KGC performs the following steps to generate system public parameters PP and master private

key MSK:

1. Based on a security parameter A, choose a Gaussian distribution y, a Gaussian

parameter g, a prime number g, and three integers (n,m,d), and set m' = m — d.

Table 1: The Notations

Notation Meaning

A a security parameter
o a Gaussian parameter
X a Gaussian distribution

Xi the i-th attribute

ID user ID

y'o the set of all users in the system U'P= {IDy,..., 1Dy}
L the set of all attributes in the system L = {x4,..., %}
T an access structure

14
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Sip the set of all attributes of ID, Sip = {xi|x; € L} € L
) the set of all attributes of 7, S = {xilx; EL} € L
PKs,, the public key related to Sip
SKs,p the private key related to Sip
C; a ciphertext related to ¢
RK,_, a re-encryption key used to convert T to 7'of a ciphertext
H, a hash function
u a one-bit message

Choose a random matrix A, € Zg*™ and an invertible matrix H, € Z 7"

Execute GenTrap(A,, H,) (defined in section 3.5), to generate a matrix A =
[Ao] — AgRy + H(G] € ZZ*™ and a trapdoor Ry of Az (A).

N o o bk

Set the set of all attributes L = {xq,..., x|L|}.

Randomly select a vector u € Zg .

Select a hash function H;:{0,1}" —» Z 7" .

Publish public parameters PP = (A,u,n,m,q,d, o, y, H;) and store the master key

4.2 KeyGen

(PKs,, ,SKs,, ) < KeyGen(PP,MSK,Sp):

According to the user’s attribute set S;p, KGC performs the following steps to generate the

user’s public key PKg,  and private key SKg,

1. Generate private key

Vx; € Sip:

(a) Select a random matrix Ay, € Zﬁ}x‘i and compute the invertible matrix
Hppy, = Hi(ID||x;) € Zg™™.

(b) Execute DelTrap(A'jp,, = [AlAy, ], Ro,Hjpy,0) (defined in section
3.5), to generate a trapdoor R’ jp .. of A7 (A'jp ).

(c) Set the public key A’jp, and private key R’jp, corresponding to this
attribute.

Vxi € Sip:

(a) Select a random matrix B € Z§*?.

(b) Set the public key A'jp,, = [A|B] corresponding to this attribute.
15
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2. Set the public key PKs, = {A'py }xe. and private key SK;, =

{R,ID,xi }xiESID '
3. Publish PKg, andsend SKg, to user ID

4.3 Enc

(C;) < Enc (PKs,, ,u,7,UP):
DO encrypts a one-bit message p € {0, 1} with a chosen access structure T by executing the
following steps:

1. Select a noise value e, €.

2. VID € U'P: Select a secret vector s € Z 7§ ,and set the partial ciphertext
cP =uls + u[%] + e, € Z,.

3. Rely on the access structure 7 to obtain a node value corresponding to each
attribute T, € {—1,0,1} ™™ (defined in section 3.6).

4. VID € U'P: Select the noise values e;; € x m+d and compute the ciphertex
1. Vvx; € S;::
1y = Aoy, Trx, s + € € Z7H
5. Set the ciphertextas C; = {{c{gi xies, » P, 1t = (T tx;xest Jipeyt> and
upload C; to PS.
Note: For users with the same attributes, the public and private keys are different, so malicious
adversaries cannot crack the ciphertext by sharing the decryption keys. Therefore, the

proposed scheme is collusion-resistant.
4.4 Re-KeyGen

(RK, 7)) < Re-KeyGen(PKSIDl,PKSIDZ,SKSID1 ,T,T):
DO ID; selects a new access structure 7' and a DR’s PKs,, . Then DO performs the

following steps to generate the re-encryption key RK,_,:
1. Foreach T,,, compute T, ™.

2. Rely on the access structure 7’ to obtain a node value corresponding to each
attribute T, € {—1,0,1}™".
3. Vxi € (Sp, N Sy):

@ vx e S,
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i. Compute A'jp, " - Trry, - Try ™

ii. Set:

(all;---;a,m+d) = AIIDz,xl-T ) Trr,xl- : Tr,xl-_l
iii. Execute SampleD (R'jp, ., A'ip, r,H,, a';,0) (defined in section 3.5)
toget Ry, suchthatR' iz, " A'lp " = Alipe” * Tox - Tox™
iv. Set Ry, = R’ .

(b) vxi¢ S;:Set R, toazeromatrix.

4. Send the re-encryption key RK;;, = {Ry, }x,es, t0PS.

Note: If R, is a zero matrix, there is no need to send R, to PS.
4.5 Re-Enc

(Cy’) « Re-Enc(RK;.;,C):
PS uses the re-encryption key RK,_,, to perform the following steps to generate the re-
encrypted ciphertext C:

1. Vx; € §;: Compute

D’ T ID
C1x; RK: oz, " Cix;
/ . /
If ¢f%, =0, discard ci5..
2. Set c? =P

3. Set Cy = {{011%1 }xiES ) ,(;IZD LT = {TT’.xi}xiEST’ }IDEUID
4. Send the re-encrypted ciphertext ¢, to DR ID,.

Note: As shown in 4.7, the format of C,, is similar to the format of C, , where e'y,; =
R, ,,xl.T ey ;. Through appropriate parameter selection, the error term can be controlled within an
acceptable range, and the ciphertext can undergo multiple re-encryption operations. Therefore, the
proposed scheme supports multi-hop re-encryption.

4.6 Dec
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(u) < Dec(SKs,,,C):
The data user ID can decrypt an original ciphertext or a re-encrypted ciphertext by performing

the following steps to retrieve the plaintext message L
1. vVx; € SID:

(a) Execute SampleD (R'jp ., Ajpy,, Hy,u,0) to generate X ,, € Z™*% such that
AIID,xi Xxi = u
(b) Store the private key for decryption SK,s, = {Xy}xes,, € Z™%

2. According to the access structure t, compute
b' = CéD - ZSKZ’I:SID C{gﬁ'
3. If|p' — | ;]| < ; thenset u = 1.0n the contrary, set u = 0.

4. OQutput the plaintext message u.

4.7 Correctness

The correctness of the decryption is presented, and the process is divided into two parts. One is
decrypting an original ciphertext, and the other is decrypting a re-encrypted ciphertext.
* [f the ciphertext is an original ciphertext C;, then

bl

ID T ID
C" — Z SKZ,SID Cl,xi

q ’

=u's + ul EJ + ez — ZxxiT (A ID,xl-TT‘L'.xi s+ ep)
=u's + Ul %J + e; — ZuT Tr,xl-s + XxiTel.i)
=u's + u| %J + e, —u's +Y x,."e;;)

q
= u| 2|+ - % xTern)
To ensure the correctness of the decryption, the error term must meet the following restriction
q

|ez — Z XxiTel,il < Z

Therefore, if |b" — [%“ < %, then b = 1, otherwise b = 0.
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« If the ciphertext is a re-encrypted ciphertext C,, then
- in € (ST N S’L”):

ID' _ T ID
C,i — RKT—>T’ : Cl,xi

= R’T—rrl,xiT (A’IDl,xiT Tr,xi s + el,i)

= A,IDZ,xiT T; X 'I“L',xi_1 (Tr,xi s) + R’r—rn,xiT €1
= A,IDZ,xiT T; ;S T R,T—rrl,xiT €1,i

= AIIDZ,xiT Trl,xi s + ell,i

! _ ! T
,where e'1; = R'; ..~ ey;. Then, compute

1 _ .ID' T ID’
b - CZ - Z SKZ,SIDZ Cl,xi

q ' /
=u's + pu| EJ +e = XNx, (A IDz,xiT Ty s + €'11)
T q T T of
= WS+ ulg ]+ e = T (Toys) + xTe
— T q T T &!
—us+u[EJ + e —us —Yyx, ey
q T
=ulg ]+ e — Xxg el
To ensure the correctness of the decryption, the error term must meet the following restriction
i q
le2 = X x el <5

Therefore, if |b" — [%“ < %, then b = 1, otherwise b = 0.

5 Security Proof

The proposed scheme is IND-sAS-CPA safe under the D-LWE assumption defined in
section 3.4. Proof by contradiction will be used to prove the security of the proposed scheme.
The simulation process is shown in Figure 3. The security model is defined in section 3.8.
Theorem 1. If there is a polynomial time attacker <A that has a non-negligible advantage to
successfully win the IND-sAS-CPA game, then the challenger C will have a non-negligible
advantage to solve the D-LWE problem:

* Initialization:
1. A selects an access structure 7° = {Ti*}iesr* and a target user ID* and
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sends them to C.
2. D-LWE oracle (defined in section 3.4) sends a set of samples (a;, b;) €

(Zg X Zg) to C, where the samples are as follows:

{ag, bo}, {(al;,bly), ... (@754 b7 )} {(al 2 blo), -, (TS, DTS, ...
{(a%,st*’ b%,st*)» e (afsifbfstf )}

Setup: C generates public parameters PP by executing the algorithm Setup
defined in section 4.1 and sends PP to A.

" (}Zg X Zq) samples
PP ‘ Setup ‘
Phase 1
Queries/Response ||| KeyGen |
|Re — KeyGen |
Mo, g
Crp ‘ Challenge ‘ D-LWE
Phase 2
Queries/Response || |___KeyGen |
| Re — KeyGen |
b=0orb=1 0 or Oy
‘ Guess ‘
C

Figure 3: The IND-sAS-CPA Game

Query phase 1. A may send the following queries.

OkeyGen: A sends (ID, S;p) to C. If ID = ID", then C sets a public key for
each attribute Ag ;= ([aj;...,a7;%]" - T;™)T such that ATy T/ =
[al;...,al"*]" and sends the public keys to A. On the contrary, C executes the
algorithm KeyGen defined in section 4.2 to generate the private key and transmits
the public key PKg,, and the private key SKg, to A.

ORe-KeyGen: A sends (ID, S;p, PKSIDZ,T,T’) to C. If ID = ID*, then C
returns | to A. On the contrary, C executes the algorithm Re-KeyGen
defined in section 4.4 to generate the re-encryption key RK,_;,and sends it to A.
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*  Challenge query: A sends two different messages (uo, 1) € {0,1}>. Then C

randomly selects b € {0,1} and uses 7* to perform the following steps to
encrypt the message p,.

1. For each attribute ;j in the access structure ", set bp; =
1 +d

(bij,---, bID).

2. Set ciphertext:

q
C2=b0+ﬂblzj € Z,

3. Generate ciphertext
¢1j = bypj € Lt
4. Get the ciphertext
Cop = ({c1}jes . C2)
5. C sends the ciphertext C;+ ) as a challenge to A.
*  Query phase 2: A may send more queries as in Query phase 1.
*  Guess: Finally, A guesses b’ € {0,1}. If b’ = b, then C outputs O; to D-
LWE oracle. On the contrary, C outputs Oy to D-LWE oracle.

If the sample obtained by D-LWE oracle is sampled from O, then the structure of the
ciphertext will be the same as the proposed scheme:

N[

c2 = by + pup| = |

= als + x +u l%]e Zq
C1,j = bID*,j

= (bij..., bI?

=[a};]... [a]}"s + xy;

= ATS,D*,j T's + x,; € Z7*?
Coop = ({Cl,j}jESTwCZ)

Because A has a non-negligible advantage & successfully winning the IND-sAS-CPA

game, the probability for C to correctly guess D-LWE oracle is 1;+ €.

On the contrary, if the sample is randomly sampled from Og, then the ciphertext C;, is a

uniform random value. In this case, the probability for C to correctly guess D-LWE oracle is
1
>
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Therefore, for C, the advantage of solving the D-LWE problem is

1 1
|PT[COS = 1] — Pr[60$ = 1]| = E +E _EZE
Therefore, if a polynomial time attacker A has a non-negligible advantage €
successfully wins the IND-sAS-CPA game, then C has a non-negligible advantage € to solve

the D-LWE problem.
6 Comparison

This section provides a comparison between the proposed CP-ABPRE scheme and the PRE
schemes discussed in Section 2 with reference to their properties, ciphertext lengths, and

performance.

6.1 Properties Comparison

The proposed CP-ABPRE scheme exhibits multi-hop behavior, noninteractivity, proxy
invisibility, and collusion-resistance under the LWE assumption, thereby serving as a functional
scheme with safety assurance. Table 2 presents a comparison between the properties of the
proposed scheme and other related schemes. All previous CP-ABPRE schemes do not provide

collusion-resistance.

Table 2: The Properties Comparison
CP- multi- Non- Proxy Collusion-] Hard

Scheme ABPRE| access structure | hop | interactivity | invisibility| resistance | problem
Singh et al. [18] x x x v’ x v’ LWE
Dutta et al. [7] x x x v’ x v’ LWE
Liang et al. [13] x Boolean Circuit v v v v LWE
Yao et al. [21] x t-CNF x v x v LWE
Luo et al. [14] x Boolean Circuit v v’ x v’ LWE
Susilo et al. [19] x Boolean Circuit x v x v LWE
Zhang et al. [22] v LSSS x v v x R-LWE

Li et al. [11] v Threshold x x x x R-LWE
Li et al. [10] v AND x x x x LWE
Jingiu et al. [20]] v LSSS v v v x LWE
CP-ABPRE v AND, OR v v v v LWE

Furthermore, the multi-hop feature of the proposed CP-ABPRE scheme facilitates the
decryption of a given re-encrypted ciphertext C;, through SK 251D, ,where the set of

attributes Sp, satisfies the access structure 7. Moreover, SampleD(R's,, A’ ,H,a’;,0)
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can be used to generate the reencryption key R, suchthat A’ Sipy Ryse =A ; the re-

’5102
encryption key R;,_, and re-encrypted ciphertext C;, can then be used in computation to
acquire a new re-encrypted ciphertext C,, . This new ciphertext can be decrypted using the
private key SK 25D, > where the set of attributes S;p, satisfies the access structure 7"
Therefore, the proposed scheme uses the aforementioned process to achieve multi-hop re-

encryption, with the number of re-encryption operations being limited by the selected value g.
6.2 Ciphertext Comparison

This subsection provides a comparison of the transmission costs of ABPRE schemes.
Considering that a scheme might require only one key to be generated, the transmission cost
comparison was conducted on the basis of the ciphertext length. Table 3 presents the parameter
settings employed in the comparison; L and u denote the total numbers of attributes and users in

the scheme, respectively.

Table 3: Parameters

Notation Description Value
n security parameter 284
m basis dimension 13812
d increased basis dimension 6816
q module 224
L the number of all attributes in the system 50
S the number of attributes of an access structure 5
u the number of users 10/50/100

Table 4 presents the lengths of original ciphertexts in the schemes. The comparison reveals
that the schemes of Liang ef al., Luo et al., and Susilo ef al. produce ciphertexts with a length
that approximates the number of attributes. The use of multiple algorithms in the scheme of Yao
et al. results in the creation of a ciphertext structure that differs from those of the other schemes.
The ring structure in the scheme of Zhang et al. resulted in shorter cyphertexts than those in the
other schemes. Both schemes of Li ef al. generate ciphertexts with a length that is twice the
number of attributes. In the present study’s scheme, the length of ciphertexts is equal to the
number of attributes in the access structure. However, the ciphertexts are multiplied by the
number of users u and extended by d dimensions, which are the costs incurred for preventing

collusion and for obviating the need to involve a key generation center in re-encryption key
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generation, respectively. Table 4 also presents the final lengths of ciphertexts after their

multiplication by different numbers of users.

Table 4: Comparison

Scheme Ciphertext length

Liang et al. [13] (L +2) * ZF ~ 1.867 x 107 (bits)

Yao et al. [21] g{H Mg alv2n oy g 4+ (L +2) + 2097 ~ 1.798 x 107 (bits)
Luo et al. [14] (L + 2) * ZFF ~ 1.867 x 107 (bits)
Susilo et al. [19] (L +2) * Z7 ~ 1.867 x 107 (bits)
Zhang et al. [22] (L +1) * R, = 1.224 x 103 (bits)

Li et al. [11] (L + ;L) « R + 2 x R, ~ 3.867 x 107 (bits)

Li et al. [10] 2% L+ I + Z, ~ 3.591 x 107 (bits)
Jingiu et al. [20] S * ZZ" + Zy ~ 3.593 x 10° (bits)

CP-ABPRE u * (S * Zg”d + Zy) = u * (2.682 x 10°) (hits)

u=10 u=>50 u = 100

CP-ABPRE ~2.682 x 107 (bits ~ 1.341 x 10°(bits) ~2.682 x 10° (bits)

6.3 Computation Cost

The computational cost of the proposed scheme was also compared with those of the other
ABPRE schemes. Table 3 presents the parameter settings used for the comparison. The Numpy
1.22.4 library in Python 3.10.2 was used to run matrix and ring-structure computations on a
macOS Monterey 12.4 AppleSilicon M1 computer with a 3.2-GHz (eight-core) processor with
16 GB of random-access memory and a 1-TB solid-state drive. Table 5 presents the variables

used in the computation and the corresponding computational costs.

Table 5: Operation Cost

Notation Operation Computation cost
Taad1 (Z gxm +Z gxm) 10.817 (ms)
Tty (Z "™ + 73 6.368 (ms)
Tonul, (ZZ"+ 7™ 5.388 (ms)
T, (Z (1;‘” +Z ’L}Xl) 0.643 (ms)
Truir, (Rg X Ry X Ry X Ry) 0.007 (ms)
Truir, (Rqg X Ry X Ry) 0.006 (ms)
Tnuir, (Ry* X Ry) 0.041 (ms)
Trnuir, (Rqg X Ry) 0.001 (ms)
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Trmut, (Z O g x 7 <) 1015.777 (ms)
T (Z 2™ x 7. 2m2™) 5334.267 (ms)
Tmul6 (z ‘(11><((n+1)[log ql+2n+m)) N/ ((](n+1)[log ¢ﬂ+2n+m)x1) 0.107 (ms)
T, 7, X2m 5 7 2mx1 898.175 (ms)
mul, q q
Tinutrs (Rg“™ x Ry™h) 0.149 (ms)
Tonutg (Z g™ <L) 0.098 (ms)
Tt (Z <D x g DXy 0.141 (ms)
Tinuly, (L™ x L3 7.705 (ms)

For the comparison of computational cost, Table 6 presents the encryption and decryption
times of each scheme. The proposed scheme’s computational cost during encryption is
increased by the d-dimensional extension of the public key; the cost attributable to multiplying
the ciphertext by the number of users u is also shown in Table 6. Regarding decryption, the
proposed scheme facilitates the selection of specific private keys that have attributes relevant
to the access structure for decryption, which results in this scheme having a shorter
computational time compared with the other schemes.

Moreover, in contrast to the other LWE-assumption-based schemes, which use the
GenTrap trapdoor function for parameter setting, the proposed scheme employs the
TrapGen trapdoor function for parameter setting. The numbers of dimensions required by
these two functions are m = énlogqand m = 2nlogq, respectively; therefore, to ensure a
fair comparison, the parameter requirement of the GenTrap trapdoor function was employed to
set the parameters. Given that dimension constitutes a crucial part of cost calculation, the

proposed scheme might have produced an even better result than that shown in Table 6.

Table 6: Computation Cost

Scheme Encryption Decryption
Liang et al. [13] L * Tagqr + (L + 2) * Tpyy, =~ 871.978 (ms) T, = 5334.267 (ms)
Yao et al. [21] |(L + 1) * Ty, + (2 + L [log q) * T, = 1048.066 (mns) L [log ql * Thw, =

128.853 (ms)

Luo et al. [14] L+ Taqqn + (L + 2) * Ty, = 871.978 (ms) T~ 898.175 (ms)
Susilo et al. [19] L Tagqn + (L + 2) * Ty, =~ 871.978 (ms)) T, = 898.175 (ms)
Zhang et al. [22] L * Trur, + Tmur, = 0.377 (ms) S * Tpur, + Tnur, =

0.076 (ms)
Li et al. [11] (S + 1) * Tour, + 2 * Tyur, ~ 1.06 (ms) (§ L + 1) % Typup, =
2.626 (ms)
Li et al. [10] (2L = S) * Ty, + Tu,= 478.213 (ms) L * Tmuis = 4.888 (mms)
Jingiu et al. S * Tty + T, = 39.168 (ms) S * T, = 0.488 (ms)
[20]
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CP-ABPRE u x (S * T, + T, )= u * 8.603 (ms) S * T, = 0.703 (ms)
Encryption u=10 u=>50 u = 100
CP-ABPRE ~ 86.03 (ms) ~ 430.15 (ms) ~ 860.3 (ms)

7 Conclusions

Although lattice-based CP-ABPRE schemes exist, the proposed CP-ABPRENI scheme has
some more features than these schemes. The proposed scheme provides multi-hop re-encryption
operations for the easier sharing of encrypted data, has a non-interactive design that reduces
KGC’s load and reduces the transmission costs involved in an interaction, uses an invisible proxy
that facilitates the decryption process for users, supports collision-resistance to prevent
adversaries from colluding in decryption, and embeds AND-gate and OR-gate access structures
into the ciphertexts. In addition, the proposed scheme reaches the IND-CPA security under the
decision LWE assumption. However, this scheme does not surpass all the other schemes
considered for comparison in terms of transmission and computational costs. An increase in
ciphertext complexity increases the encryption costs and ciphertext length.

Overall, the proposed scheme is suitable for data-sharing environments, such as companies
or schools, in which a higher-level data owner with more attributes might need to transfer its
authority to access encrypted data to a lower-level user with fewer attributes. The encrypted data
can be stored in the proxy server in advance. When the data owner wants to share the data with
others, it simply sends the re-encryption keys to the proxy server. The proxy server can then
share the re-encrypted data with other users by re-encrypting the original encrypted data.

Despite the additional features of the proposed scheme, it still requires improvements in its
encryption costs and access structure. Therefore, future works will attempt to enhance the
efficiency and flexibility of this scheme, particularly by reducing the computational and
transmission costs for ciphertexts. Alternatively, attempts may be made to extend ciphertexts
into multibit messages to enhance the proposed scheme’s practicality. Another possible direction
for future research involves investigating the proposed scheme’s security against chosen-

ciphertext attacks.
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