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Abstract

In recent years, with the advancement of technology, including the development of 5G
networks and cloud services, enterprise network structure has transformed. To facilitate user
convenience, corporate resources must be made accessible, leading to a thinner boundary in
the company's network infrastructure.This increased accessibility, however, exposes
vulnerabilities in identity authentication, providing opportunities for hackers to exploit and
carry out cyberattacks. Information security defense has become an urgent priority with the
proliferation of diverse attack strategies.

This study proposes an automated firewall rule generation method to effectively prevent
network intrusion incidents. This method leverages existing resources within the enterprise
environment without increasing the corporate budget, aiming to strengthen defenses against
network attacks. It primarily involves analyzing event logs such as Windows Event Log and
Palo Alto Next-Generation Firewall Log. Upon detecting critical security threats, this method
promptly identifies the source IP under attack and automatically adds rules in the firewall to
block network access from that IP.

This framework system architecture continuously monitors event logs. Once any
detection algorithm detects signs of intrusion, such as attempted access to system files or
brute-force login attempts, it immediately extracts relevant event information. Analyzing the
event records before and after the incident identifies the event's origin and captures pertinent
network information, such as destination IP addresses and port numbers. Ultimately, the
system automatically configures firewall rules to block threatening IPs, ensuring proactive
defense. Compared to traditional approaches requiring manual analysis of event logs to add
firewall rules, this automated method significantly reduces the risk caused by human
operational delays, enhances response efficiency, and saves on operational costs for
enterprises. Moving forward, this framework system can be integrated with various log
systems and utilize diverse detection algorithms to continually improve algorithms and
enhance event detection and rule generation accuracy, thereby constructing a more robust

network protection mechanism.

Keywords: Network Security, Event Log Analysis, Intrusion Detection, Proactive

Defense
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2.2 Endpoint log analysis and anomaly detection[13]
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2.3 Zero Trust Architecture[15]
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Elastic Agent will be installed at C:\Program Files\Elastic\Agent and will run as a service. Do you want to continue?
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Blz : Windows Server HOST Add agent
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drwxr-s--- 2 root logstash 4096 ;< 20 13:49 ./
drwxr-s--- 4 root logstash 4096 py 17 2023

ool
-w-

1 root logstash 852 py 13 2023
root@hqelkOl:/etc/logstash/conf.d# vim

Bl : Elastic Stack i * logstash conf 4§

1nput {
udp {
port =>
type => paloalto

}
}

filter {
1f [type] ==
mutate {
replace => {
grok {
match => {

output {
elasticsearch {
hosts => [
index =>

ssl_certificate verification =>

Bl - : Palo Alto logstash conf 3k ¥ #% ;% 75
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FoR®d CSV 4 > Logstash AIF Ap$techfed » L &4 5 = B 1 £ %4 > input ~
filter ~ output :

Input : & * elasticsearch plugin % % ﬁs?] » o v dp Tk & 3| Elasticsearch 2%
192.168 X X:port =14+ T index logs-system* % 3l » il i query f#f 4y L7 - B
Elasticsearch # 34 > 3% 434 %= Elasticsearch # {3 7 &2 15 S 4P & 4 e T
B EIPRRT O BREY RFERREEAE T C LR BERRE
ssl_enabled ® % 5 true> iz & mkc* 7 SSL ik o 4oBl4 #7o7 ¢
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B4 :input fie ¥ < 425545

Filter : date filter # * %k & #7438 i £ & ¢ @timestamp F £ » #-H 3k 5 &
"ISO8601" ;% ep HpFfF 3 1 8 > timezone X ¥ 7 "Asia/Taipei" » #-F & chpF FF R
i oM PR PR o ruby filter * Y3 @timestamp F ELOPF R B 4 8 ] PF (1
Frad i) o AT CSV @die i e B NPT pREFER R 50
BRI RpHM IR > 27 REH4 8 B> nER BT - R o
Yo Bl L oo

B~ : Filter fic & < i 475\ 5§
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Output : & * csv output & i #1516 fJL hE 2 %J 213 CSV = 2 o fields fie &

CSV = i#¥ enz B » g F R & &7 @timestamp ~ [event][code] ~ [host][hostname] ‘fr
[event][created] » path 45 7 ﬁg?] Hen CSV 2 i i > 1y p B ¢ 2 gt%)‘f%fg;t 1
% Lo ip B AR * 2t Elasticsearch ¥ #34 4F R PR B 0P sREchy 0 £ATH G
fried ip iy 0 L #-H U CSV RV G5 TRALY o doBl- - 7on

Bt - : Output fic & ~ i 42;% 5

fe B2 R OE B MR R HNF o IR OERISE AN LA
output-% {+YYYY-MM-dd}.csv & & * P > B {74 % kg o Ao Bl = Fror

tash --path.settings

exp. 3
L- UNNAME[\ add export! d-
a L- UHM\MED

ons took 45 ms to scan 1 urls, producing 132 key
] Pipeline ‘main’ is configured with ‘pipe compatibility: v8' setting. All plugins in ti eline ef: ecs_compa unless explicitly configured othe

"pipeline.sourc

4bled encryption but DISABLE! e verification, to mal rification mode = full
patibility is enabled but “target’ option not specified. This may elds t 1 f nt where they are likely to clash with the E
void potential schema conflicts (if your data is ECS compliant or non-conflicting, f
ain] Pipeline startej {"p i

INFO ][logstash. ipel.
INFO ][log h.outpu dln][m‘dulhdﬁchdllf
INFO ][ 1o .outy ain] [042dalbd9chy
INFO ][ 1o Louty
[mam] Pipeline termina
registry] Removed pipeline from re
1 Logstash shu n.
root@elk

B-L=- gl
3.6 FpP-4p M T
FEAA A3 R E oA Y R R v G R e

BB - BT S KA
fra® & f4k (v @ ¥ VBB E Bt e g et iy RAMA A TE L E FE

|HrPA 2 5 FEAH Sog LT iR BT A ‘fu? il
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3.6.1 3 ¥ ¥ i

AFTy @ APEHE R % Python ¥ B %A o Python £- BET 5 awriE:

IS R T A 2R @ AR R AR S {0 AP
g1 P i jidy 2 CSV + # ¢ S By o AR IR RUE 2 4k e Ve s
fed frg @ > ig@Y AR * 7 Pandas X d® CSV 2 i #icdy > Pandas & Python # #* 3¢
B R fom 1605 S b2 = B ARIED G S AL T R R e T
Behp st o £ % % 7 subprocess[24] HE k#: * &4 (71 > subprocess i€ Python
Bk Bk ecine @ NRE G £ ﬁFmWE’w*uJMMnﬁEﬂé*%mﬁ
A2 i%#%i‘]ﬂ@?]»ﬁ%]:’!iﬁ , iﬁéﬁﬁx_@&mszw«ﬁH CipBREE G BT R A
Python # g2k stfh & {71 £ &8 6 42 A €72 3 P¥ o bl psexec[25] fr netsh[26] > i&
B 1 4 Windows ¥ N H FEARA L Arfe kB OVRBALR] o 1 E T L B kg o

'&\'—"Zﬂ:\' = ’:’Li'74]'~ .

. Z%
B R

|

ho iHERAL L A

BrA 1 B it [ 4 gL
PowerShell 1.PowerShell & — B it 5 ~ 7| L4305~ % = % 3> PowerShell

WAFT  RFFINEDRL | FET bgw Batch < i*4f 2.—
Forh i o S RIRIF S A FR AR | B o
By dliEiE o 2.7 &
2.7+ Windows % st & H v | 2 &

Microsoft & &% & 24+ o

Batch ~ i l.Batch = 2 eniZ 2 4p4 i 8 > | 1.Batch = 2 s sifp=r, %
ThEE o H A RJ2 A e N Y g g
2.8 Bk eh Windows i SR B | I3 TTRF > T a0 € 8 3] o
FiEapE -

Python 1Python ¥ - BEsT Scgra |L4o% p 15 4 1 2§ % %
Fr oA gk iE Python’,ﬁﬁﬁﬁi;’b—? % Python
b EF e E ARSI | BB N

Fo i S 43 @ o 2. 4 ¥  Batch < i Jr
2.Python #73 K = h# /& & f- | PowerShell > Python + i ¢ 7%
AL E S TR E S o | a2 G k- e

362 &4 R i LBl

BEpF LI & command Jp e T R T AR AR HEAL S RERE &
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» i%# command ¥
AR

"R &L

# 7%~ (Command Prompt)
. PsExec ~ netsh advfirewall ~ RSAT #t

Bt ATy P A * PsExec fr netsh advfirewall .7 Beh1 & 5 & pdes 7

ﬁﬁﬁ’?wu@#%%ZFﬁﬂw@,gg@ﬂw?wu
BT 4
Windows [# !

netsh advfirewall & 4 > ufe ¥

%’;,‘5&%_

%%@%Eﬁv'
netsh advfirewall # * H%‘ )
/b LI R

: PsExec ¥ 1 fiigrd ok st
;I%ymw” v — Ao 2=

FREIBRET PR

#- PsExec {r netsh advfirewall

A2 % 32 d
# 74 > @ netsh advfirewall B|-E_*

v 113 38 PsExec ik koAb H T

B2z PRk ALenfp L :r%,w

® :PsExec jLiF* 204k SLME 2 TR

* ~ Windows % se#H 7 & 45
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B KA Ll o dod 2 90T
2z @M ERE1IEA
Command Tool [0 i gk
PowerShell 1L.3#% &2 % 0 cmdlet % ¢ 12 % & PowerShell @ frip & h
PAUBRR O FUREFL SR cmdlet & * Fat oo
BT o 2HEEAFREV ARE 0 T R EfEe
2.7 LA R E fei i | FY PowerShell 2 et g
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R + 2 itq*if %#A#frﬁ*?fi#%ﬂﬁ SUEAR 0 A B e (TR FRES R B I
AR R A b R AP ALY Y RE N DRD AR A
LA RIA S A §E’~CSV;}§}%‘*t S ER AR E R A TR TE S LR

4.1 #B2 CSV H %
f gt 3 L d Elastic Stack % 1) LOG #1 7_& 4% ¢ j& 42 B~ 18 CSV #% > FILE PATH =

"E:\\csv\\elk data xxxxcsv" > # » & B i ok T B TR E T - B BHck T2
BRSSP RAY s g [P R LA R o AoBl S 2

l\t

pandas pd

subprocess

FILE_PATH =
IP_RULE =
ALLOWED _IP
USERNAME
PASSWORD

Bz R
# B CSV ik ehandie - & S BGT 8 pandas iPread csv ok of Body TR
FICSV AR Z ek~ 27 3 & g 757 41 FileNotFoundError > ¥ & o7 4p & e45 3531 4, -
B v gt AR RS BT AR AL o doRl S T

4-@

(file_path):

data = pd.read_csv(file_ path, encoding=
data
FileNotFoundExrror:

print(

Exception

print(

BlLw B CSV %k andidic
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4.2 & &y AR ER

6 1E WPy hdo i 15 B S Bl S Rh#ichp B (7 6 3E - @ % pandas #h DataFrame ¢h
strstartswith() SicF 45 1+ £ 45 L [P R DFH > Py & o 'GPT-attack' 7| g %
'yes' e bk dp L L3 3 b § BEom 1) KeyError o X AT AR 0 S L o de Bl T

Sl

def filter data(data, ip rule):

filtered data - data[data[ 'Source Address (src)'].str.startswith(ip rule) & (data['GPT-attack'] == 'yes')]

filtered data
KeyError:
print(

Bl 7 ¢ & E B Ae s

4.3 f ## 17 Python %@ f2.5¢

PRS2 Sfieid * PsExec 1 E R 7 5 B netsh 4 o B P IP & UDP -~
ICMP = TCP Gt & » Fe P de b VG ARR] R 3F 5 R iusr TP i idp TengF e r @ 4
Wige ARy R P37 Python #25% » F M7 B ¥reffh R HF fovt > 7 1 pk
PR %T BB B L g e TCP (1-65535) ~ UDP (1-65535) ~ ICMP & » ri2xhs o Bt & 3

E R -] R N R e AL o

2 e

\\

0

N Q
NS Py B a7 By K i port @
python Script % e
P42 B

34



e Regular Paper

Communications of the CCISA
Vol. 30 No. 1 Feb. 2024

def execute

ip

3

filtered_ips:

udp_command (
fr E:\SysinternalsSuite\psexec.exe "
{ip} -i -u {username} -p {password} -h *
fr“netsh advfirewall firewall add rule name=disable-UDP-inbound dir=in action=block protocol=UDP localport=1-65535"
)
subprocess. run(udp_command, LL=True, check=True)
)7 B {ip} #) vDOP FAE"

icmp_command - (
Fr E:\SysinternalsSuite\psexec.exe "
f {ip} -i -u {username} -p {password} -h "
frnetsh advfirewall firewall add rule name=disable-ICMP-inbound dir=in action=block protocol=ICMPv4"
)
subprocess.run(icmp_command,
BAFA {ip} Ry ICMP

tcp_command (
fr E:\SysinternalsSuite\psexec.exe “
{ip} -i -u {username} -p {password} -h "
frUnetsh advfirewall firewall add rule name=disable-TCP-inbound dir=in action=block protocol=TCP localport=1-65535"
)
subprocess.run(tcp_command, s
print(F"ERNRE {ip} /Y TCP

L

— TITITT

B~ g B B L 48 TCP ~ UDP ~ ICMP

35



Communications of the CCISA
C@_'SA Regular Paper
Vol. 30 No. 1 Feb. 2024

' MEiEREE 2158 Windows B5 X8
ABF  BEe AV EEH
dmep H _':*_'| = H (=0)
LR ey
E ne"ki'.!. : E'E - .'1.'_ = o
2 ) = '

B Aamoean
p G B

Bl 1 : Windows [ V2P| 4 =&

7 4 X4z * Elastic Stack 5 p 3&jcf h bt 2 K2 7 Hidpic B oA 47
e o R B B R TR A 0 AR A R ARE B S A B
¥R g 2R BSEFEER o B w R o PR R OBk SR
ISRERET TS B PRI

B ASIEE S FY s AP AHES T - BRI EEFE E
FETEN IR > AR R L EREE AR TR O FRET R RN B LD
R R o AP TEFEREADS D P A HT YT 5 VR
Pl & A g i b G 0 R TR R RE 2R BB BT P
ﬁﬁW?WB:ﬂ%@%&ii—fmbfﬁ’ﬁﬁﬁﬁﬂ‘lJWﬂﬁ@ﬁ$*ﬁ&%°

B R R ATR YR BE AR M R A RS P e B AD
PES G IMER TR E’i’“’f‘"ﬂ Bl w R A PR - RS R 21 RIERE
R F Nk AL S BT IRE B *H s Syslog % /i & o gk e,k S * BT
G EATNE 2 G ﬂa;k:’mara’* » B iRk s (IDS) R 4 s 2
WA ETA - hR AT > AEE ﬁ*“ﬁf&*‘i% SRR SRR LR
ﬁ—l y A ,ya;:z.;}f‘gﬂgw »EWGRIEND E S TG ik R PR it KB E
AR P AR R M R A g Bt R I S ERE N B4 o RIRE 2
B s gl R end IR Y R R B F

‘-@j

542 e

[1] J.-H. Cho et al., "Toward proactive, adaptive defense: A survey on moving target

36



Communications of the CCISA

C@_’SA Regular Paper

Vol. 30 No. 1 Feb. 2024

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

defense," in IEEE Communications Surveys & Tutorials, vol. 22, no. 1, pp. 709-745,
2020.

G. Gonzélez-Granadillo, S. Gonzalez-Zarzosa, and R. Diaz, "Security information and
event management (SIEM): Analysis, trends, and usage in critical infrastructures,"
Sensors, vol. 21, no. 14, p. 4759, 2021.

H.-J. Liao et al., "Intrusion detection system: A comprehensive review," Journal of
Network and Computer Applications, vol. 36, no. 1, pp. 16-24, 2013.

A.P. Veiga, "Applications of artificial intelligence to network security,"
arXiv:1803.09992, 2018.

G. Dupont et al., "Similarity-Based Clustering For IoT Device Classification," in 2021
IEEE International Conference on Omni-Layer Intelligent Systems (COINS), pp. 1-7,
2021.

Asia  Spam-message Research Center (ASRC), "ASRC," Available at:
https://www.asrc-global.com/insights.html?nid=1106.

F. Salahdine and N. Kaabouch, "Social engineering attacks: A survey," Future Internet,
vol. 11, no. 4, p. 89, 2019.

Elasticsearch, "Elastic Stack: Elasticsearch, Kibana, Beats & Logstash," Available at:
https://www.elastic.co/elastic-stack/.

S. He et al., "Experience report: System log analysis for anomaly detection," in 2016
IEEE 27th International Symposium on Software Reliability Engineering (ISSRE),
2016, IEEE.

J. Kim et al.,, "A Model for Illegal File Access Tracking Using Windows Logs and
Elastic Stack," Journal of Information Processing Systems, vol. 17, no. 4, 2021.

K. Subramanian and W. Meng, "Threat Hunting Using Elastic Stack: An Evaluation," in
2021 IEEE International Conference on Service Operations and Logistics, and
Informatics (SOLI), pp. 1-6, 2021.

Kali, "Kali Linux | Penetration Testing and Ethical Hacking Linux Distribution,"
Available at: https://www.kali.org/.

C.-C. Yeh, "Endpoint log analysis and anomaly detection," NTU Theses and
Dissertations Repository, 2017.

OSSEC, "OSSEC - World's Most Widely Used Host Intrusion Detection System -
HIDS," Available at: http://ossec.github.io/index.html.

37



Communications of the CCISA
Vol. 30 No. 1 Feb. 2024

C@_’SA Regular Paper

[15] V. Stafford, "Zero trust architecture," NIST Special Publication, 800: p. 207, 2020.

[16] Elasticsearch, "Csv output plugin | Logstash Reference [8.11] | Elastic,” Available at:
https://www.elastic.co/guide/en/logstash/current/plugins-outputs-csv.html.

[17] M. Learn, "Active Directory Overview of Domain Services," Available at:
https://learn.microsoft.com/zh-tw/windows-server/identity/ad-ds/get-started/virtual-dc/a

ctive-directory-domain-services-overview.

[18] Palo Alto Networks, "Leader in Cybersecurity Protection & Software for the Modern
Enterprises - Palo Alto Networks," Available at:
https://www.paloaltonetworks.tw/resources/datasheets/firewall-feature-overview-datash

eet.

[19] M. Meijerink, "Anomaly-based detection of lateral movement in a microsoft windows
environment," University of Twente, 2019.

[20] M. Polese et al., "A survey on recent advances in transport layer protocols," in IEEE
Communications Surveys & Tutorials, vol. 21, no. 4, pp. 3584-3608, 2019.

[21] DARPA, ‘"Internet Control Message Protocol - Wikipedia," Available at:
https://en.wikipedia.org/wiki/Internet Control Message Protocol.

[22] M. Learn, "Appendix L - Events to monitor | Microsoft LearnWindows EventLog,"
Available at:

https://learn.microsoft.com/zh-tw/windows-server/identity/ad-ds/plan/appendix-1--event

s-to-monitor.

[23] P. Stockle, B. Grobauer, and A. Pretschner, "Automated implementation of
windows-related security-configuration guides," in Proceedings of the 35th [IEEE/ACM

International Conference on Automated Software Engineering, 2020.

[24] Python  Software Foundation, "Subprocess management," Available at:
https://docs.python.org/zh-tw/3/library/subprocess.html.

[25] M. O'Leary and M. O’Leary, "Firewalls," in Cyber Operations: Building, Defending,
and Attacking Modern Computer Networks, pp. 521-563, 2015.

[26] V.O. Kayhan, M. Agrawal, and S. Shivendu, "Cyber threat detection: Unsupervised
hunting of anomalous commands (UHAC)," Decision Support Systems, vol. 168, p.
113928, 2023.

38



