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Abstract

With the rise of digital advertising, it is common to place advertisements on websites and
mobile applications to gain profit or obtain user information. To counteract this, a variety of ad-
blocking software has emerged on the market. In this paper, we discuss the risks and challenges
of implementing a system-wide ad-blocking mechanism on Android. We discuss system-wide
ad-blocking solutions' privacy and security issues and point out three significant challenges:
domain name encryption, domain-name only blocking effectiveness, and blocking efficiency.

We first discuss the emerging development of DNS over HTTPS (DoH), which encrypts
domain names and could significantly impair ad-blocking functions. We then provide a proof-
of-concept to counteract this. Second, we analyze the effectiveness of ad-blocking using URL-
based or Domain-based blacklist. Our evaluation results show that the difference between the
two is not significant (domain-based is less 9.8 ~ 17% lower than URL-based). Therefore, even
if it not feasible to check the URL paths at the application layer, it would be sufficient to perform
ad-blocking based only on DNS requests. Finally, we implement our proposed approach as a
VPN service in Android, which balances the security (no content decryption in the middle) and
blocking effectiveness (domain-based blocking with more than 80% accuracy) for system-wide

ad-blocking.
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Length: 120 Type: DATA (@)

Type: HEADERS (1) v Flags: oxel

> Flags: ex2a L, 1 = End Stream: True

Quvs suss ssas sees saae ases seas aees = Reserved: 0x@ v... ©... = Padded: False

.00 0000 0RO ©GOe PP 0PAG 0BR@ 1111 = Stream Identi 0000 .00. = Unused: Ox00

[Pad Length: B] Buivr tere veee e eeae s . = Reserved: 0x0

.000 00RO POPO 0PPR 00D PPRE 0P 1111 = Stream Identit
[Pad Length: @]

Data: ©00001000001000000000001076578616d706C6503636T6d...

v Domain Name System (query)

Transaction ID: ©x0000
Flags: exe1ee Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
Queries
v example.com: type NS, class IN
Name: example,com
[Name Length: 11]
[Label Count: 2]
Type: NS (authoritative Name Server) (2)
Class: IN (©xe001)

: HTTP2 12 2 DoH #f ¢ iflm F 3

Wi

B] v

e H ):’-jﬁy’

* kL% E_F 7 DoH Fallback 7 &

fit Bemkte o Bl A

Fallback Bl:# %k 5 >
PSS PR B e ¥

® Use Wireshark to check if there are
> DNS packets

> DoH server IP on TLS packets

® Set firewall rules to block DoH server

S sudo iptables -A FORWARD -d mozilla.cloudflare-dns.com -j DROP

Bl v

*F

: DoH Fallback B|:#%%k 5

e AP & Pl;igg'i [ERT -
B P PR B b B Fx Wireshark
N 7NN
§ W # DoH f2 47 B i 2

v

2

-
-

29

7] 235 1§ iptables 45 4
tofe v

> (Winl0 ~ Linux - Android)
fekr X dG 7 sc o Wireshark
kZ A P FEd L DoH
#73 7| 2L %t Domain
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2 L H A AR L IR R EiE DoH 4] bk G BT SR EY S B
A DoH 347 B [P+ 7 208 0 e Lff 0 VRS AL TP e f 44 F 8
#-¢ %7 BT 5 (Winl0 ~ Linux ~ Android) ™ 2 P i & &r® 5 £ 3% DoH # ¢ e 48
% 2 #A_E 387 Fallback ##1

Src IP

Src Port

Dst IP + APPS

Dst Port <770 + RULES

ACCEPT - Use AdBlock List
Use AdBlock and DoH List
VIEW
B I :androidPF 4 & : IP/Port #LR|K T4 % 3 4v B 2 FE4E# it

3.4 & B 4 HE# a2 androidPF APP

F_

2.2 & #% 3| androidPF € - B3¢ g E APP > w v X fZ47 IP *2 %2 Port > I 2
FAYE (B* K) 2 f217 DNS & - Flpt AP 4T R Ao A8 T e I RSB R
2, 11 % DoH #p M et @ ’—r’]‘#mzzﬁlocalVPN A (KR ) Eipite o BT
1z AT H R IP & Port SHRLAIR T @ + > A28 hd B 5 A0 P ATH a0 ay o
HAWLZEFE1EFDH (H-F FE’:}%DOT) L A ‘%“m/P'Jpé o BLiFH P 2

T GNP E R Web BIRE T A3 Domain ePPLIE & o F R PR 53 0
He P B 17 37 L 3 Po5£2 50 Domain » F T 5 & ¢ T ﬁoq\ﬂ »Hop ey [P g AR
e e 3 127.0.0.1 > M IEFEE DNS 4f¢ o

23 F 353 Domain 0] £ FEFEH0R 4P v 0 4oL 3 3k 3| 9 DNS66 ~ personal DNSfilter
2 Adaway > 7 - $: & _local VPN ch41] » & ¥ 5 DNS 3¢ » Hépdte ¥ 7 § Ko
VPN > 8228 )L 8 %72 s i > 2 AR e ffn ™ ;12,_3,1 EIEFER 2 > bl4e 75 DoH # it

chfis* 4258 (4 Firefox) it 2 #&4p L DoH f#15 B IP - F]¢ sr& & * HDNSIP 2 @

253" Domain =g 2 J‘E’J}%@?"'ﬂ 1235 DoH/DoT 347 B > F|pt» & F e 2 - & B
androidPF » 73 #f¢ FE.d I VPN > BERE g2 ehin g+ - e T f A A= B
BT PF T ﬂ: K ’ﬁ e gk o BT o 518 andr01dPF’ ELRIL T L
DoH IP+Port 443 &% &_fe 3% DoT Port 853 °
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B2 TR 2
4.1 %182 Android } R Lg%

BA RN ERDRE 2 APM O URL/Domain § F - TAAT Gehkimal 4 5t
AP LR LR K AT PR R A G R RS FIEE L
¥ 54 5 3% A URL o6 B £ > Domaine % - &% BeiE5| 4 & o] &4 52 Android
T 5 bR A ek o AR b 2 E AP _Alexa F P17 2020 £ 3 &8 5,000 { e
F* 4 xk (Domain) @ % (T » Bh» A W] 4L 417 Baesbi@ TR F B 43 BF 23204 B
RERgeR o B3] 32 F & WP hef p B TR 23,294 BRT 0 X EETF AL
O HTTP 3 #4257 URL « & % = 7] 5 URL &k (bl4rf k8 F £ 5 2,907,173 ) fr
2 €471 0 URL #E (1,436,784 ) - & ¥4 o"2 £47"5 URL (L #41 = a &
1,436,784 f ; Android } % %W § 1,430,960 %) % (€~ - A ulai 11 BREFFAA
Domain_Combine All ¥~ URL Combine All 4" % & 3 #75 A ** Domain/URL [Ei§ 7] 4 &
Ak o d A ¢ BBpBET 0 TG HTTP A2 93 25%~45%4AR 5 R & 40 b cg
Feo ¥ = 2 G > B2t A Domain eh2 % H 5|40 AN URL eh2 2 H 7 & e df eniic B 42
$12¥ % > 4v Domain_StevenBlack » Domain Combine All o %4 T &k ehE &§42 ¢ P v P
FEdR 0 TR N B TR B AL G RO

Fo— FBREIEINE L W AL BE Android T 5 EIRAE L gk

Entry points  (domains) * 5,000

© B 9P e 2 Sl 23,294

HTTP 3+/% £ 4F e URL sk 2,907,173 / 1,436,784 2,297,715/ 1,430,960

Wik % (Desktop) FEdi#cE (Android) FE##E

Domain AdGuard DNS Filter 486822 (33.9%) | 503818 (35.2%)
domains domains

Domain_StevenBlack 567095 (39.5%) | 552717 (38.6%)
domains domains

Domain AdAway 471393 (32.8%) | 448161 (31.3%)
domains domains

Domain_Someonewhocares 331224 (23.1%) | 295443 (20.6%)
domains domains

Domain_Peter Lowe List 445566 (31.0%) | 431378 (30.1%)
domains domains

Domain_EasylistChina+Easylist | 389533 (27.1%) | 365546 (25.5%)
domains domains
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Domain_Combine All 655572 (45.6%) | 643614 (45.0%)
domains domains
EasylistChina+Easylist 365489 (25.4%) urls 357810 (25.0%) wurls
AdGuard Base Filter Opt. 356570 (24.8%) urls 347990 (24.3%) urls
Easylist 338145 (23.5%) wurls 331239 (23.1%) urls
URL Combine All 384624 (26.8%) urls 375644 (26.3%) urls

A A4 ¥ Android F A % EL": P L 25 st (¥ Domain Combine All
P EAEHNEE REFLT) c HHBERBAPAIKE "ﬁ'—‘vu—— kihi oA &
A VAR < S Tf“ﬁffd_ﬁ AP IR AAPME RN BEFAPLASI BT SF
EFEL L B AR AL R e 586 fAfer MM Android X (&% 3
696 f& o Am > KiEHRALFRE X 9ﬂtm»~=}¥—i£‘°"”‘7r P E -T2 2 RxHFLER
PRAFZT A P RN PRABIT AR AR P o F T A N AT SR iEALY o R ek iy RS
7 l,LEFRﬁZ-; “'ﬁ |~ E PP LT oo

Fd PG HTEF DR LG RAEA BT ST RS AR F 0T
R L ERT ARG o 3 w“fr*ﬁ%%iié%‘ﬁé%%%’.j APP AP 2 0§ ®
K m}% EPRA2Ee R 243 ]‘\mﬁ.:{\‘ﬁ (HTML £ CSS) —Q#‘éﬁ P A
APP N 4t R £ R %38 Ads SDK » B & I 5™ 425542 > r0ed v Java S feih™ SR
SR 2

iP5 _AppBrain #:E[37]% & 20 %~ #& & Ads SDK {7 # B £ % (Mobile Ad
Network) - 14 Google 5? AdMob » APP B 3 ¥4 ¥ o Ads SDK # &3+ 425042 » %
% KT APP BF 0 M-§ BB A6 FIFEA L FRT R 0 A & HITP jdeind g
L TH R 2 i * admob.com o Fpt o BB FEIRGU ,T‘usb g 2 o Jfﬁﬁ RN 'S
FE R R NI AN PR R A Domain FEFEF A AL 0 T4 HH I A FRA D
ﬁz‘w}%?‘.w; (T0%) "2 F " i I T T PR Bl B AP S gk o] & A
FoRIERRAT et AR R £ o

'5’>

4.2 URL Fe3§ 5] 4 iB g % % 4 % Domain FE3§ 7] £

- HF wFITET 0 A% URL 457 4 B % % &% 4% Domain FE35 7]
o MR H LR 2% 5 Android T 5 ¢ oenficdy 0 FIA P B S AEF TN 0 &
PREADLWRDE SR F - PR T 3B A URLFESEZ| & 9riBip d e 2 e h g
LIRS < S IAE R R I ﬁa?] AR AT T 8 B ALY Domain SFEFEF| A o F
45?1 Domain_StevenBlack ~ Domain_EasylistChina+Easylist fv# & & & 5] & (B 2 123
APP H I ik l4) 3 8 S 3] O & dmt F BT URL Ak7 4 s % o 2 A%
Domain i i 5 % B2 25 & ;2 (> URL iR 7| & ‘mf B & 1 & bt = eh i (2 iv 5

ppiu)
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A4 e B A A o

#7T % AP A5 Domain FEHEF| & B AR £ 5 o & URL_Combine_All 7
FIEEenig %42 (375,644 1) > £ 5 35,735 B 1% Domain_Combine All 71| % #7i}l /A
o BodAlH BRI F 891 46 o 2 B 5 Android T 5 b e % o B LB S iT
A LA LR eanig k owm 2 LR 5 www.google.com fr www.google.com.tw >
R 2 feqbd 5] 5 ° https://www.google.com.tw/ads/ga-audiences?v=1... » & j* "/ e E %2
o BEZR AT Domain [R5 A EiF e F 0 R v I FHEE (375644) 7 F (4
Bl 5 3.87%2 3.68%) 0 &P HU R (% 3~10 %) 5hFES ‘Fﬁﬁ}% AP e r 2 L
EP2 g3 MA-FIA 1 hq 0 Feda™ 10 BRE A % 10 208 2Ly
i (0.03% 1 F) » EEAT & .

4= A URL 367 4 i8R ch.% % 48 2% Domain 23§ 7] %

URL P35 7] % g 0 2 e nl Sl 357,810 347,990 331,239
R4 Domain/URL [ 3§ 7] % URL_EasylistC | URL_AdGu | URL_Ea
APP hina+Easylist | ard_Base... sylist
AdGuard, (Domain) EasylistChina + 308489 312853 296304
AdClear | Easylist + AdGuard DNS (86.2%) (89.9%) (89.5%)

filter (#40962)

personalDN | AdAway + Peter Lowe 296205 296046 289061
Sfilter (#15284) (82.8%) (85.1%) (87.3%)
AdAway | AdAway + Peter Lowe + 305931 306285 298725
Steven Blacks ~ (#57498) (85.5%) (88.0%) | (99.2%)

PiHole, Steven Blacks (#57463) 305917 306271 298711
DNS66 (85.5%) (88.0%) (90.2%)
Blokada | AdGuard DNS filter 275717 283576 266357
(#366406) (77.1%) (81.5%) (80.4%)

- (Domain) EasylistChina + 301180 298677 289086
Easylist  (#24595) (84.2%) (85.8%) (87.3%)

- AdAway (#120606) 263635 260999 256503
(73.7%) (75.0%) (77.4%)

- Peter Lowe (#3489) 265589 271649 264824
(74.2%) (78.1%) (79.9%)

4.3 Domain Fe.3§ 7] £ B R 8 % 4% URL re5) 4

B4 GenP AR E o At s #-2A Domain L35 7] & B iR hid & 46 A URL
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FEdgF 4 0 — R F A8 Android T 5 Foendicdy (2 LRSS BRAPIT) o drk = o F

- 5|& 7 7 B > Domain [E4§ 7] % #7800 2
%Eﬁ%ﬁ@ﬁ%?m%ﬁ%ima%”%”uT4®A*TRLWW$4%

ﬁkﬁﬁ'{i s M Ltﬁ'{%jxﬁ’y\*" ,
o S g

B F et 3 rAIRN (“/T‘ 7 Domain_ EasylistChinat+Easylist 78— 1 3 80%)4 ) » 7]

v "
3 +
5 1L |

~

g A% URL 37 & 5

URL _AdGuard Base Filter Opt.&& 7% k ;'lﬁr % AdGuard = @
SIBPED IR RN - R

¥tk 0k B (Eyeo GmbH = @
~2 > et ¥ £ URL Easylist

# =1 #3" Domain FE3§ 7] & g g % A% 23T URL 235 %

o

Domain FEJ§ 7] % | 503,818 552,717 448,161 | 295,443 | 431,378 365,546 643,614
g e B A
URL/Domain AdGuard | StevenBlack | AdAway | Someone | Peter | EasylistChina | Combine_
18 I3 whocares | Lowe + Easylist All
URL Easylist 275392 305629 258272 | 209082 | 265430 300575 321674
China+Easylist (54.7%) (55.3%) (70.8%) (82.2%) (50.0%)
(57.6%) (61.5%)
URL AdGuard 283216 305977 255637 | 210892 | 271483 293981 326117
Base Filter Opt. (56.2%) (55.4%) (71.4%) (80.4%) (50.7%)
(57.0%) (62.9%)
URL Easylist 265970 298424 251141 204480 | 264665 288500 309499
(52.8%) (54.0%) (69.2%) (78.9%) (48.1%)
(56.0%) (61.4%)
URL Combine All | 292837 314249 263313 | 215692 | 272847 306884 339251
(58.1%) (56.9%) (73.0%) (84.0%) (52.7%)
(58.8%) (63.3%)
Hepw FMah FlF 5 B 0 A3 Domain J‘H‘{%’*J - FRRLLE R DIV

;}g_ ’

AT A F SR 2R i URL 24

HEX imﬁ&ixﬁdﬁﬁ AT &

FLdfs ¥ - R T A URL B df sl 4 5 BE Gredhit R 2 49 B 5340 2 @ 2% Domain

FEFg 74 3 Fdept o R0 7 4
Ffed BAFTHR) - ELer A v%Wﬁ&_ EE

BT Rk APEF 7 URL FE‘#%?'J % 3
e Fpenid R 4L (643,614 B) 0 &

e AT 10 LA RIGL e
FEBSLRES CBEFIR LM T - SEPRESE C BYEE NS

A SR E o FIAS URL AR50 R 55 - 2R £ RApM dhient > 9«

BikR L

34

p
?]Eloé.‘

% 304,363 i %1% URL Combine All 7|
BT B gAR B 0 B 3 B N

AP R iR R AR B g E R B (Y

Domain_Combine All 7|
2 ik R
A N T W

Z
4
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LRI M S A L

4.4 DoH Fallback § 3% % %

b

T e
"F'?F’ ’Q_J‘&ﬁ’é

E “"%*“%’

s A2
gl
'+ 3 BEcDoH # &

P Y Bl

R fz
@ % BIDNSP v @iy -
* 33 F &2 Blw & 7| o Fallback B4 0 F g S 40k
%&fr Android % & Hif| fo F 14 2 curl 4 £
5%~ fr Fallback .
s "NA" % 1 &2 AT E 0 Fl5 &% & DoH FRIF o AT 5 "NA"d R F]E 82 &
v e 4e> 12 2r F] Android 5* 4] & 72 3K T_DoH W PR B ek 5 5t
% %% = 1 Z"DNS Changer" > it * = 7 ¥ & gp ¢t %
2 osg H AR e B Fallback ©

A e RS o

1% 78 42 B Ex"Private DNS" 52
U7 E 5 Fallback #4]

n

% 0 "yes" % T

% DoH it 1 & # it ifl B > wichiz # % £ ¥ & Winl0
Bk x4 ”Lrp & A7 3h ‘]5'31 i% i HTTPS “c % @ﬁeﬁ] DNS /£ [38]° ¥ # 7
P a Android9Pie %= &~ 12 F & f %!

% # DoH
i+ Android

serp N 22 DOT # it » & & & 3% DoH[24] - # *

X ¥ 2 % DoT ﬁ;_’ﬁ BBk it 2 fﬁ_’ e Private

E vI%\"Automatlc"%s—;\ cER A N EGE g TER R
r),f%ﬁﬁ ISP “r%LFj T DNS PPREBEAE L DoT» & & > ,Tk»g

ST o SR Ak

cH P F e Y ARTIE L 52 Android }

Fallback = # ; "no"# - i & & Fallback %

Bl AR
P>

- BHZ BT A28 ¢ F DNS

% v : DoH Fallback 27 F & * 4258 F eh P s 2 %
L - Desktop / L/ N Fallback ? #3x
) i X Android
Firefox Desktop / 74.0 / yes/yes | % %_DoH : “about:preferences”
Android 68.6.0 2 “about:config”
Chrome Desktop / | 86.0.4240.183 / yes/yes | Desktop @ 7 & itz e TCP/IPv4
Android 86.0.4240.185 ¥ =12 := DNS IP
Brave Desktop / 1.8.56/ yes/NA | Desktop @ & %,k stz 1 TCP/IPv4
Android 1.5.5 ¥ =12 := DNS IP
Opera Desktop/ | 67.0.3575.115/ yes/NA | Desktop @ & %% stz 1 TCP/IPv4
Android | 57.1.2830.52480 ## 12 2= DNS IP
Vivaldi Desktop / 2.11.1811.49/ yes/NA | Desktop @ & %,k siz 1 TCP/IPv4
Android 2.11.1813.18 ## 12 2= DNS IP
Edge Desktop / 80.0.361.69 / yes/NA | Desktop @ & %,k stz 1 TCP/IPv4
Android 77.0.3865.116 ## 12 2= DNS IP
Bromite Android 81.0.4044.76 no -
curl Desktop 7.62+ no $ curl -dohurl https://cloudflaredns.
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com/dnsquery https://example.com/

d

AFHEMELTBERP > K 2018 £ E KT S > DoH B AP HIFE - & F 3% 5 7
Z2ELE ARk Aok R ﬁi;‘ 2% ALrE G K B DoH f#47 Bengent » AP L A7
7% Domain eh2 ¢ H g5 % > @ 2 57 AL > DoH i ¥ 7 Fallback 4] - & A +
PR RE A A 2 i DoH B A 2 5 4rk B @ % DoH 215 Ben P Rl E
55 443 {o IP F2 g -

E Jewel Hunter Lost Temple

Source Destination Protoco Le Info

10.1.10.1 |127.0.0.1 DNS .. Standard query 0x1873| A config.uca.cloud.unity3d.com

10.1.10.1 |127.0.0.1 DNS .. Standard query ox41f6| A launches.appsflyer.com

10.1.10.1 |127.0.0.1 DNS .. Standard query ex1aef|A ms.applovin.com

10.1.10.1 |127.0.0.1 DNS .. Standard query @x10c3| AAAA d.applovin.com

10.1.10.1 |127.0.0.1 DNS .. Standard query 0x6518]| AAAA rt.applovin.com

10.1.10.1 |127.0.0.1 DNS .. Standard query 0x2264| AAAA mads.amazon-adsystem.com

10.1.10.1 |127.0.0.1 DNS .. Standard query 0x3b59| A reports.crashlytics.com

10.1.10.1 |127.0.0.1 DNS .. Standard query 0x3e04| AAAA cdn2.inner-active.mobi

10.1.10.1 |127.0.0.1 DNS .. Standard query ox482c|A i16-tb.isnssdk.com

10.1.10.1 |127.0.0.1 DNS .. Standard query @x3b58| AAAA adc3-launch.adcolony.com

10.1.10.1 1127.0.0.1 DNS .. Standard query @x24de| AAAA config.unityads.unity3d.com|

10.1.10.1 |127.0.0.1 DNS .. Standard query 0x025e| AAAA init.supersonicads.com

10.1.10.1 |127.0.0.1 DNS .. Standard query ©0x7bla] AAAA ads.api.vungle.com

10.1.10.1 |127.0.0.1 DNS .. Standard query ox6bb8| AAAA googleads.g.doubleclick.net
B> ¢ R dhesit APP AL 4 4 5 DNS 42 £ )

4.5 R RIR £ 232 DoH/DoT Fallback

B34 F & EmP Ao B4 LIS L T androidPF > ]} > AR F R TS FF
Boerip|zE o RIER Y L #5085 5 HTC UPlay > Android 6.0 ° % — FAE - H W RIER 2
FEdgr it (& DoH Z&3) &% F#g| e APP 1+ o 4Bl T #75 » i i 2% "Use AdBlock
List" » § &2 e Web HPRET {1874 > 7R * ¢h5] & 5 Domain_AdAway +
Domain_Peter Lowe Liste ¢t & & 7| & e B & > (15,284 ) > £ ¥ 235 Bikw 20
LEER AR ME A FE%RP EANURL A B L 12 ~ 17% o 3V £ & 3)
% % Chrome ~ 2%% Jewel Hunter Lost Temple ﬂfr ¥ A1 E CUMO Note » i i a0 14
B £z androidPF (7 VPN K ¥y fedg R 2 sk > 0 5 = B T v & F @ * APPe

# AL EEEY APP AZ N 42 R £ <0 DNS #f ¢ ﬁ%lfm > #1753 MR 9 DNS o
P hg 3R AL 5 127.0.0.1 °
% - PP AR 2 124f i DoH/DoT =3k 3 ™ pl3& ¢ 2 i & Firefox - Chrome 4 %%

LN

D |
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B % F f2 47 ® ! Cloudflare (https://mozilla.cloudflare-dns.com/dns-query) 1 %
CleanBrowsing (https://doh.cleanbrowsing.org/doh/family-filter/) o i% i Wireshark #2332
i R AT Bengest > FL 2 (54 S FLIEP 2 ODNS B 2 R EE F b e o
"DoT" Fallback iR|:E P # & &% s iz DoT R B e FF % * £ % ¥_Android 6.0

& Android 9 14 F A G A 4% Flpt A e HRE (API30, Android 11.0) Rl o 41 *
VPN ehfid > ¢ & * avﬁx addDnsServer (8.8.8.8) * 3 :x#% % ¥ A DNS % ¥ » ¢t DoT ¢h
'Ammmwﬁ\gégﬁw‘@M$m@4%$ﬁﬁm)°ﬂ8%8xﬁDﬁ’%%

B LA 2 g > ST F B8 androidPF ot ac (BT ) K EARA LIRS
Port 853 » BIzEcn¥sEk APP | s "EJIIEIE R 2 o

Ve 5-}_%
1 ~ g

AFETHEFRP DX AR L EBEH AT Fe vt £ &3 ER & 2 forna o
FIH R iFRE P AU S VPNFE T 5P 2 P F e 5 Pt f & DNS 3
ﬁ*EgIHHSﬂWﬂRLWW{é*“%W%”“W A EHRA P AL (MITM)
2 %% HTTPS > k& 3| { Fraenfidg=rce BN PR - Ep st fTef nd
EAHTTP/S 5> £25d 2 I KA £ Eig I R £ ApM D foipld - Ai2F %
RO EE LT > AP F A R LRI L 2 A URL EiRFIE 0 A F R
PR S E £ 98%~17% M A E LHERIIZEALZZ PR R AR F
gdic o e % UAF P A T o

¥- 26 > d 3T B EHFh DoH $jF 0 i 1714518 HTTPS 4¢ % 9 DNS 38> &
EHGP Y el LR RIERA o F AR - iﬁﬁkﬁ%D&mmmwﬁﬁ
% W8 14 DoH 7 PR B ehife 38t 5t L%ﬁEMm’wM@Lﬂwémmm@4¢.ﬂW%

M-

DoH/R £ Fedg# st B & 3 47 % % g F androidPF + M ZEP F # Android % % +F A_
T fF o
4
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