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Constructing Vehicle Network Information Security Transmission
System Based on Cloud Technology

Abstract

This paper is mainly to design a cloud security mechanism for cloud applications in
VANETSs. At present, cloud computing is one of the key points for the government to promote
industrial development. In this paper, we divide the cloud into public clouds, private clouds and
hybrid clouds. Vehicles or passengers can use public ownership. Cloud access to road
conditions or mass transit information, private cloud part of the mass transit can access the
current driving record, users can access the relevant information of the enterprise, hybrid cloud
is the combination of public cloud and private cloud, whether in the cloud computing or
VANETs All need cyber and information security protection. At present, many VANETSs
security research only deals with information communication. There is no information storage
part. The cloud computing security research only focuses on information protection, and does
not target user privacy and anonymity. This paper designs a network. It is confidential, certified,
undeniable, conditional, and untrackable.

This article mainly needs to achieve 1. ldentity verification mechanism, passengers and
vehicles can verify each other's identity, and can be verified with a single check-in, 2. Keep the
vehicle or user's privacy and anonymity, need to be able to change vehicles or use Anonymous
ID and related parameters, 3. Private communication mechanism, any vehicle or user can
conduct private communication, 4. Information security encryption method, allowing data to
keep ciphertext on the cloud server, avoiding internal personnel or hackers Capture data.

Keywords: Internet of Vehicle ~ Cloud ~ Network security
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3. Background
3.1 Bilinear Pairings and Hard Problems
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pairsin G, xG, to the identity in Go.

3. Computable: There exists an efficient algorithm to compute é(P,Q) forall P,QeG,.
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