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NVI Algorithm: Network Virtualization for the Whole Lifecycle of a Virtual Machine
INPUT: A tenant T who has initialized the tenant entry in the DB of a VI,
OUTPUT: A VM over the VI, which is rented by T with a unique IPv6 address registered in
the DB of the VI, where the IPv6 address is always mapped to an ephemeral physical network
address
1) Upon T request to create a VM, NVI chooses a resource available hypervisor H; let H
create VM with a globally uniquely identifiable id, let V6 denote this id;
2) Let H create in DB a new entry=V6 for the newly created VM; this V6 entry is added
to the tenant entry;
3) Let H record in DB by adding the current network address of VM over H to the V6
entry; (let Physical-1P denote the current network physical address of the VM over H)
4) (The cryptographic functions in following steps are optional for providing
cryptographic protection to the VM ID) Applying public-key cryptography, let H
create a PKI certificate Cert(\V6) and a digital signature Sign(V6, Physical-1P) for VM
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in such a manner that the correctness of the mapping (V6, Physical-IP) can be
cryptographically verified by any entity using Cert(\V6) and Sign(V6, Physical-IP);

5) Let H record in DB by adding Cert(V6), Sign(V6, Physical-1P) to the V6 entry;

6) Upon motion of VM (live or static migration), let a destination hypervisor DH in NVI
take over the DB maintenance job for VM; let Physical-IP’ denote the new network
address for VM over DH; let DH update Sign(V6, Physical-IP’) in the V6 entry to
replace Sign(V6, Physical-IP);

End of NVI Algorithm.
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SDN Algorithm 1 (Sender’s Protocol): Cloud Tenant’s Network and Firewall Definition
INPUT: Let VM1 of ipv6-address=SRC on hypervisor SH be a communication source to
establish a communication session with VM2 of ipv6-address=DST on hypervisor DH; Let DB
contain a tenant’s firewall policy P;

OUTPUT: VML is inside/outside the tenant’s firewall according to the policy P;

1) Let SH intercept a network packet of source from VM1, let SH use the destination ip
address DST in the packet to search in DB for the mapping physical address of the
destination;

2) Let DB use DST to find Cert(DST), Sign(DST, Physical-DIP); let DB also use SRC to
find and the tenant’s communication policy for SRC; let DB return the search result to
SH;
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3) Let SH verify the correctness of Cert(DST), Sign(DST, Physical-DIP); if the
verification returns NO, SH terminates service (unplug at the sender’s end);

4) (The signature verification in Step 3 returned YES) Let SH verify the tenant’s
communication policy P for SRC; if P contains “SRC, DST: Unplug”, then SH
terminates service (unplug at the sender’s end);

5) (P contains “SRC, DST: Plug”) Let SH plug the unicast cable for SRC;

6) (The cryptographic description in the following steps are optional for providing
cryptographic protection on the network traffic) Let SH initiate a cryptographic
protocol (e.g., IPsec) with DH to provide a cryptographic protection on application
layer data in the network packet;

End of SDN Algorithm 1.
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SDN Algorithm 2 (Recever’s Protocol): Cloud Tenant’s Network and Firewall Definition
INPUT: Let VM2 of ipv6-address=DST on hypervisor DH be a communication destination to
respond to a communication session initiated by VM1 of ipv6-address=SRC on hypervisor SH;
Let DB contain a tenant’s firewall policy P;

OUTPUT: VM2 is inside/outside the tenant’s firewall according to the policy P;

1) Let DH intercept the network packet of destination to VM2; let DH use the source ip
address SRC to search in DB for the mapping physical address of the source;

2) Let DB find Cert(SRC), Sign(SRC, Physical-SIP), and the tenant’s communication
policy; let DB return the search result to DH;

3) Let DH verify the correctness of Cert(SRC), Sign(SRC, Physical-SIP); if the
verification returns NO, DH terminates service (unplug at the receiver’s end);

4) (The signature verification in Step 3 returned YES) Let DH verify the tenant’s
communication policy P; if P contains “SRC, DST: Unplug”, then DH terminates
service (unplug at the receiver’s end);

5) (P contains “SRC, DST: Plug”) Let DH plug the unicast cable for DST;

6) (The cryptographic description in the following steps are optional for providing
cryptographic protection on the network traffic) Let DH respond the cryptographic
protocol (e.g., IPsec) to DH to provide a cryptographic protection on application layer
data in the network packet;

End of SDN Algorithm 2.
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