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Abstract

This paper focuses on the online RFID (Radio Frequency Identification) ownership
transfer protocol, in which the tag owners (including the old tag owner and the new tag owner)
and the tag cooperate to perform mutual authentication, key agreement, and ownership
transfer via the online backend system. Furthermore, we consider some issues about
commodities management, group authentication, and group relationship between commodities
in supply chains. Based on the proposed online group-oriented RFID ownership transfer
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protocol, the tag owners and the tags cooperate to perform mutual authentication, key
agreement, and ownership transfer via the online backend system, and the tags have no need
to store any group information. Both of the proposed protocols provide an auditing
mechanism for creating tamper-proof logs to detect cheaters in supply chains.

Keywords: RFID, ownership transfer, mutual authentication, key agreement
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