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Abstract
With rapid development of varied internet services, users can access resources and

services from different internet service providers via internet. Such internet service providers
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generally provide user authentication protocols to ensure only the authorized users can access
resources and services, and further provide secure communication protocols. Hence, users
generally use their passwords to login servers for authenticating their legitimacy. However,
such solutions might face password management problems and some potential attacks. For
multi-server environments, we propose a password-based authentication protocol using smart
cards for the cross domains. The proposed protocol not only solve password management
problems, but also withstand some potential passive and active attacks, and achieve three-party
and four party end-to-end user authentication and key agreement for the same domain and the
cross domains without the assistance of a trusted registration center.

Keywords : Multi-server ~ Password ~ Two-factor authentication ~ Mutual authentication ~
Key exchange protocol
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