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Abstract

There will be more than 50 billion connected devices in 2020, It means each one person
will have average of more than 6 devices. However, more than 80% of 10T devices using
weakness password and more than 70% of devices transfer unencrypted data which could
disclosure account information easily. It shows that traditional identity authentication
mechanisms are not sufficient for huge 10T applications. Therefore the FIDO(Fast IDentity
Online) Alliance plans to change the nature of authentication by developing specifications that
define an open, scalable, interoperable set of mechanisms that supplant reliance on passwords
to securely authenticate users of online services. The new authentication standards based on
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biometric will widely used in finance, health care, smart home and enterprise management.
That drives the biometric market grows fast and will reach 14.9 billion in 2024. In this paper,
we proposed our implementation of a strong security authentication architecture based on
FIDO standards. It has been deploy into 10T application field such as health care and mobile
payment to show the adaptability and technology readiness of FIDO.

Keywords: FIDO, biometric authentication, 10T
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