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Abstract

Cloud outsource storage has many advantages that attract many business organizations and
individuals to store their data in a remote cloud storage. The cloud users transfer large amounts
of data and maintenance workloads to cloud servers, and to use seemingly unlimited resources.
There are sensitive data stored in the outsource storage. To protect the privacy of the stored
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data and to ensure the confidentiality of the processing will be the key to the success of cloud
computing services. Data encryption and then upload to the cloud storage is the most
fundamental protection of data privacy. This paper designs and studies the security
technology of the data stored in the cloud storage. The proposed mechanism provides: (1)
Data privacy and completeness of data upload and download processes. (2) Protect the privacy
and integrity of the data stored in the cloud storage. (3) To detect and recover the error data
blocks efficiently. The data owners perform the proposed protection processes (software) and
upload the protected data to cloud outsource storage. The entire security processes are
operated by the owner himself on his mobile platform. The extent to which stored data is
protected is within the control of the data owner.  This strategy minimizes the damage or loss

caused by security problems. The research results will promote the cloud storage application
services.

Keywords: Cloud computing, Cloud storage, Data security
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