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Abstract

Prevention and treatment are the two major ways of disease handling; the security protection

of information system is also the same. In particular, prior prevention can reduce the workload
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of protecting the system against the happening attacks. This study proposes a novel threat
modeling method, named TMER, by leveraging the features of software engineering method
and risk assessment mechanism. The TMER can help identify information security threats in a
systematical and modularized fashion in the progress of system design; accordingly, to ensure
the reliability of system design and the theoretical availability of system operations. In order to
introduce the operation process of the proposed TMER, this paper takes an application of smart
grid (SG) as an example to demonstrate the works of TMER. Firstly, to confirm the functional
components of SG that covers the traditional power system, supervisory control and data
acquisition (SCADA), and advanced metering infrastructure (AMI). And then, a selected SG
application is analyzed through the tools of use case diagram, data flow diagram, the proposed
STRIDE+p threat classification table, and risk assessment mechanism to build a probabilistic
threat model. The proposed TMER considers the functional components of system, adopts
software engineering methods, as well as invokes the security threat types and risk assessment
mechanism, so that indicates a considerable research direction of systematic threat modeling.
Besides, the demonstrated practice towards application of SG also provides a valuable and

practical reference for information security design on SG applications.

Keywords: Threat Model, Software Engineering, Risk Assessment, Smart Grid
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