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Abstract

Conventionally, it takes lots of time and human resources to analyze malware to extract its
byte signature and malicious behavior. Usually, such analysis process relies on years of
experience of malware analysis by the cybersecurity domain experts. They usually classify the
unseen malware sample into a known malware family by checking against known behavior

characteristics. However, nowadays the number of new malware is too large for human experts
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to manually analyze them. To face such cybersecurity challenge, the purpose of this paper is to
provide a method to automatically classify malware by using convolution neural network (CNN)
and generate behavior characteristics with the help of CNN. Unlike previous research works,
we firstly perform dynamic analysis on malware sample and produce its high-level Windows
API call sequences as its behavior profile. Then, the API call sequences are fed into the
convolution neural network as input to generate the malware family classification result. We
also use the learning result of the convolution neural network to explain the behavior
characteristics of the malware families. In our experiments, we use the malware samples
collected from the real world by the National Center for High-Performance Computing (Taiwan)
to generate malware profiles and perform supervised training and validation. The family
classification accuracy is over 99%. Our experiments also show that we can use a limited
number of Windows API call sequences to perform malware classification; in this case, our

result can be used in an intrusion prevention system for early malware detection.

Keywords: Malware, dynamic analysis, convolution neural network, behavior
classification
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creationDisposition="OPEN_EXISTING” Return="SUCCESS” Time="461060000" />

F- 6541 RS (88

Ml EEEAITRIB AR L0 Am R RIBAAF L RHAS - B
Windows API ¥ v 32 {7 S ff o 7 L4 8- TR E > 325 % - B Windows APT ¥ ¢ 2 % f#
NI e B FR R o HP R 2 0B ok S A0 0 0 ehbe fi A 15 ] B K % 0 API v e
Motk IR O B ATHAS S AR B2 ) B T APL S B A5 0.0 3 1.0 2

EfA SRR o A - SR TR ERBE > T ANIS S APL Ssd o
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%2 D APLEAS & (&4F)

API Ig & kY

CreateProcess 89 0.0015223303627935618
CreateProcessInternal 125 0.002138104442125789
DeleteFile 143 0.0024459914817919026
ExitProcess 144 0.002463096317328909
RegDeleteKey 252 0.004310418555325591
CreateThread 262 0.004481466910695653
RegEnumValue 344 0.005884063424730171
OpenProcess 1,210 0.02069685099977764
RegSetValue 1,471 0.025161213074936285
RegCreateKey 1,806 0.0308913329798334
LoadLibrary 4,449 0.07609941330414108
RegQueryValue 16,955 0.290012486529942
CreateFile 24,462 0.4184184869062484

U 2B AR B E L B B B Windows API v et B S| H-F 370G S - B
) Bz 7] 1 [0.4184184869062484, 0.07609941330414108, 0.290012486529942,
0.290012486529942, 0.290012486529942, 0.4184184869062484] -

FH#— E R G 642 WindowsAPI v v B 7| (kB4 - 2 %5 ¥ 8- £ B 5 64 2.
7o A2 B GO E Vi o H T ATED (grey) B A (viridis) ¥ F T B =
z_ARE CBlAl o WindowsAPI et ed B 50d 2 3 R kB TR AR2ZgEI TP
2. APL Sk o I A FE A 5 6 2 22 Fd A5 2 8B A 20 5 ek 2 Bicid
PRELAG NS BLELEN 0 REES AR 2 kE o A E ¢ LBt 2k
B¢ S SEE od ptAP T U ARE a3 B TR R AL R L AR
@A R AR T AT AR T i e pEN R * o Windows APT #E e A g 7 A B

WMEF LB SR TS o
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A3 $* Google Tensorflow 2. 2 H3& 3 & fi# ‘p e e 4 * 82 3 & X L FA
@&&a?’%@:o%¥ﬁi%ﬂ?f%ﬁ%@ﬁ;ﬁ»@,ﬁxiagénf—ﬁ
B (L fbG 8x8 ey WAL L pER Y ) T - BFEE (C)
FTKIBERE 5- BERES ] ERAFI2-FL A XfF R APR paddlng
$7 T F - B API & (TH I éﬁ@kﬁﬁﬂﬁ Az o Crfshs it
(pooling) £ (S1) 0 &f7 subsamphngfh i*> H pooling =] &R P> HEBAR L Do

P E-ERE (C) AT K BERE i@ﬂ%w«’ i ER Fr2 - aEtt
’safié] Fﬁﬁ iz * padding $ 77 - Cz {65 # & (S2)> # pooling =] 5 Py HEB & 5 Dyo
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inout feature feature  feature feature output
P maps maps maps  maps
ol — — — _— — — — — — — _— v _— — —
NN N\

'?bé T/ S
F\\ ||

A NN
N
N \ fully
convolution subsampling  convolution subsampling connected
\ ___________ ; — —_— —_— \
Feature Extraction Classification

W= - SAA SRR

b EEFAGIE 2R AH T BEE Y AM A3k (Rectified Linear Unit,
ReLU) 1% 5 i S (activation function) PR "f fBceniE e 50 B U iEE (overfitting)
IR % o il K W 4~ dropout & o 3% dropout & 0 g B g mmﬁg] dreb s 4
§ B B ¥~ € 4 scaling > dropout rate & DR o fdh {2 ehfi 1 & » 4R ¥ softmax £
=% o H ERE e oss function i cross entropy with logits » # 123t 8 2 SgFE R E L2 A
T2 2B Hoh 385 B 1t cross entropy © Bl 3 Aim¥ @ % 2 LA G RE2
Tensorflow % 3+ > 42N G2 R Bcdee 2§ &5 k2. f¥c o

import tensorflow as tf
x = tf.placeholder(tf.float32, shape=[None, 1*n])
y_ = tf.placeholder(tf.float32, shape=[None, n2])

# First Convolutional Layer

W_convl = weight variable([1, F1, 1, K1])

b _convl = bias_variable([K1])

x_image = tf.reshape(x, [-1, 1, n, 1])

output_convl = tf.nn.conv2d(x, W_convl, strides=[1, 1, 1, 1],
padding="SAME')+b_convl

h convl = tf.nn.relu(output convl)

h pooll = tf.nn.max_pool(h _convl, [1, 1, K1, 1], [1, 1, D1, 1], padding='SAME")

# Second Convolutional Layer
W_conv2 = weight variable([1, F2, K1, K2])
b _conv2 = bias_variable([K2])
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output _conv2 = tf.nn.conv2d(pooll, W _conv2, [1, 1, 1, 1], padding='SAME')+b conv2
h conv2 = tf.nn.relu(output conv2)
h pool2 = tf.nn.max_pool(h conv2, [1, 1, K2, 1], [1, 1, D2, 1], padding='SAME")

# Connected Layer

s=n/D1/D2

W_fcl = weight variable([s * K2, n1])

b _fcl =bias variable([n2])

h pool2 flat = tf.reshape(h_pool2, [-1, s*K2])

h fcl = tfnn.relu(tf.matmul(h_pool2 flat, W fcl) +b fcl)

# Dropout
keep prob = tf.placeholder(tf.float32)
h fcl drop = tf.nn.dropout(h_fcl, DR)

# Readout Layer

W_fc2 = weight_variable([nl, n2])

b _fc2 =bias_variable([n2])

y_conv = tf.matmul(h_fcl drop, W_fc2) +b _fc2

# Train and Evaluate

cross_entropy = tf.reduce _mean(tf.nn.softmax cross_entropy with_logits(labels=y ,
logits=y conv))

train_step = tf.train. AdamOptimizer(1e-4).minimize(cross_entropy)

correct_prediction = tf.equal(tf.argmax(y conv, 1), tf.argmax(y , 1))

accuracy = tf.reduce_mean(tf.cast(correct prediction, tf.float32))
Bz : Tensorflow 2- ¥ Ff4¢ 45 e a3k 3+

B R BT S B - AR BT - LB S
Rk B A el B Y 0] MBIA A S S o BB (T Tt AR e
e Windows APLef e B 7R & AR L i B0t 7 ] BR B (R ALE 4 1)
KpBFY BRSO EFTRINE A ALY IE BRSNS DE L AR I API
eEvd 2 VR R %ﬁ%ﬁMrPE o 3R R A e ) > BEAREGT APLRF R RARAR G - B8 BE
PR AP o2 v B AR BE MR 3E o FIM A X fFie (T enE g ¢ o F - BAEARG R
2D APIE T BT v P RBFERBEFT AR ATT o RE L FAY
(# 1“ ) #himaa Lxsdek > Q7 1EF 2B D AP R o
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