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Abstract

As artificial intelligence technology advances, highly realistic phishing emails generated
by Large Language Models (LLMs) have become a severe cybersecurity challenge. To counter
this threat, this study proposes and implements a phishing email detection system based on
LLMs. The core methodology of this research lies in adopting a resource-efficient "Prompt
Engineering" strategy, leveraging the models' intrinsic classification capabilities through zero-
shot learning without the need for fine-tuning. We extract multi-dimensional features from
emails—including text, URLs, Optical Character Recognition (OCR) from images, and
attachment filenames—to construct structured prompts that guide the model's judgment. This
study specifically conducts a comparative performance analysis of two prominent open-source,
lightweight models: Mistral-7B and LLaMA3-8B. Experimental results demonstrate that
Mistral-7B significantly outperforms LLaMA3-8B across all metrics, including accuracy,
precision, recall, and F1-score. We further analyze that this performance disparity may stem
from Mistral-7B's streamlined, efficiency-oriented architecture, which allows for more stable
performance in well-defined classification tasks. In contrast, the architectural complexity and
larger vocabulary of LLaMA3-8B might lead to an over-interpretation of features in a zero-shot
context, resulting in a higher false positive rate. This research not only validates the feasibility
of using prompt engineering for phishing detection but also provides concrete empirical

evidence and insights for model selection in specific cybersecurity application scenarios.

Keywords: Phishing Email, Large Language Models (LLMs), Prompt Engineering,
Cybersecurity, Mistral-7B, LLaMA3-8B
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2024 2025 2026 2027 2028
Worldwide Email Users* (M) 4,481 4,594 4,730 4,849 4,970
% Growth 3% 3% 3% 3% 3%
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You are a cybersecurity analyst specializing in email security.
Your task is to *e,a*“‘we whether a given email is a phishing email or legitimate.

Bz : Prompt % & T3
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Analyze

Review the subject, sender address, headers, body, links, and attachments.

Identify suspicious signs like urgent language, spoofed addresses, misleading URLs, or malicious files.

Identify Brand:

If th o itimate domain.
Email data:

Sender: {email_data['sender'] if email_data[ "sender'] else None}

Receiver: {email_data['receiver’] if email_data[ 'receiver’] else None} (1)
Subject: {email_data[ 'subject’'] if email_data['subject'] else None}

Body: {email_data['body’'] if email_data['body'] else None}

Links' info (url, is redirect or not): (2)
{'\n".join(email_data["links info']) if email_data['links info'] else None}

images' text (text):

{'\n'.join(email_data[ 'images text']) if email_data['images text'] else None} (3)

Conclude:
Decide if the email is phishing or legitimate.
Clearly explain your reasoning, highlighting key suspicious elements. If uncertain, label as "unknown."

Submit Findings:
Provide your findings in JSON format with the following keys:

phishing_score: An integer indicating the phishing risk on a scale of @ to 10.

brand: The identified brand name, or “None" if not applicable.

phishing: A boolean value indicating whether the email is a phishing email (true) or a legitimate email (false).
reasoning: A detailed explanation describing the key factors and evidence that led to your conclusion.

B Promptﬁg?] il 2

A - AR KRR LR 2> B9 5 R &L (Confusion Matrix)
AR eI R R B L AT R A = v 5 > ¢ §& True Positive (TP) ~ False Positive
(FP) ~ False Negative (FN) {r True Negative (TN) » # ¥ i¢ * gt ~ Z 355 I3 = R 4y
# (Model Evaluation Index) [7] ¥ & 78 45 Hfde ™

Precision — TP
recision = - TP
Recall = L
= TP EN
TP + TN
Accuracy =

TP + TN + FP + FN
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Fo A Precision Recall F1-Score Accuracy
Mistral-7B 82.2% 88.9% 85.4% 84.9%
LLaMA3-8B 75.7% 85.1% 80.1% 78.9%
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