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Abstract

With the rapid adoption of 5G and the proliferation of IoT applications, microcontroller-
based devices are increasingly entrusted with sensitive data. However, traditional public-key
cryptography is insufficient against emerging quantum computing threats. To address this, the
National Institute of Standards and Technology (NIST) introduced the Module Lattice Key
Encapsulation Mechanism (ML-KEM) as part of its Post-quantum Cryptography (PQC)
standards, offering both efficiency and quantum resistance for embedded systems. Despite its
theoretical resilience, practical ML-KEM implementations remain susceptible to side-channel
analysis (SCA).

In this work, we propose a deep learning-based power analysis framework to evaluate the
side-channel vulnerability of ML-KEM. Using the ChipWhisperer CW308 platform with an
STM32F415-RGT6 Cortex-M4 microcontroller, we capture power traces with a Picoscope
5244B oscilloscope and train neural networks on a Graphics Processing Unit (GPU) platform.
Our experiments achieve 100% validation accuracy and a 99.98% attack success rate,
recovering a 32-byte encapsulation key from a single power trace.

These results highlight the high risk of deep learning-based SCA against ML-KEM on
microcontrollers, underscoring the need for robust physical-layer countermeasures to secure

future PQC implementations.

Keywords: 5G, Internet of Thing, Side-channel Analysis, ML-KEM, Microcontroller,
Post-quantum Cryptography, Deep Learning
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Algorithm 1 ML-KEM.CPAPKE.Enc(pk, m,r) (Simplified)

1: AT € XOF(seed,) € RE*k

r e Bu(RGT); €1 < Bu(RGV 7)€z < Bu(RysT)

7 =NTT(r) € RE!

u=NTT (AT o ) + e; € REX?

v =NTT'(i" o #) + Decompress,(Decode;(m),1) + e, € R,
¢; = Encodey (Compress,(u,d,))

¢, = Encodey (Compress,(v,d,))

S A A T

return c := (cq]|c3)

Algorithm 2 ML-KEM.CCAKEM.Dec(c, skigy) (Simplified)

m' = ML-KEM.CPAPKE.Dec(sk, c)
(K',v") = G(m'|[H(pk))

¢’ = ML-KEM.CPAPKE.Enc(pk,m’,r")
if ¢ = ¢’ then

return K = KDF(K||H(c))

else

return K = KDF(z||H(c))

end if
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=

(1)

ML-KEM &7 % 2857 8 A48 %2 chE B £ 7 48k o 9% ML-KEM-512>
HELME R S 800Byte 2% 2 4%E A 5 1632Byte %2 £ & % 768Byte > @ & 3
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WHEE O PR WFFRILE R B LA SR o Sl 3 4 S Dropout
Rate ~ ifit B ~ #4=x + ] ~ D' uhfic (Epoch) % ¥ F » & M # B x5 (Validation
Accuracy) 15 #-3 B% FnEfdpth o I HUS R AT o Bl K 245 B R R 0 AR

P 43
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A5 2048 4o 512 & AR R @ B R A S5 RS 2560 Rk E B Byte
2. 256 #F i (B o A S A S Sl § 0 ¥ ReLU 4o GeLU 4 » § 5% %% M7
”ﬁ%?ﬁ%] >R AerE K @ 7 ReLU 1% 5 s Sk s % B id ﬁ%l J & R+ Softmax 1Y
AAPFAT T ERE AP FHBIFRE o f 42 3Bz * L2 F (Cross Entropy) » F1#
WE WA - B BEHS Adam> TR EHF Y F 500001 3 7 KU EHESE
AFE Y B BUEEA 1840 ~ BatchNormalization & #{* = Dropout ’ I ¥ ¥y 5% & & hif
A ilprk oo pbek > Fed 1l 4 b Epoch # > % % &1 150 i Epochs & 17z ac®
EEET Y 3@ A > FREELE S Epoch ¥ kB & b e 8 0 & Sl iy
FRAoA - 970 o BB HCR E S SR ok = APT e

- hAlAe S

Hyperparameter Attempted Value Optimal Value
Number of Layers [3, 4] 4
Outputs Size of [512, 1024, 2048] [4808, 2048, 512, 256]
Layers
o ) ReLU(Other Layers)
Activation Function [ReLU, GeLU]
Softmax(Output Layer)
Loss Function [Crossentropy, MSE] Crossentropy
Optimizer [Adam, RMSprop] Adam
Epochs [100, 150, 300, 1000] 150
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- I MLP 3%

Layer Output Shape Parameter
dense (None, 2048) 9,846,784
batch normalization (None, 2048) 8,192
activation (None, 2048) 0
dropout (None, 2048) 0
dense 1 (None, 512) 1,048,576
batch normalization 1 (None, 512) 2,048
activation 1 (None, 512) 0
dropout 1 (None, 512) 0
dense 2 (None, 256) 131,328
N E T2

4.1 FHRBRRE

AP ORRBERY VAR E T c FRAF Y IR Y DR HIEE
CUDA 12.3 ~ TensorFlow 2.16.1 £ Python 3.10.15 » 1/ fx i% B 2} k32 H = (Graphics
Processing Unit, GPU) i& & chjp 7 122 4& 244 - $or 3 REE S STM32F415 MCU »
Hp g 3k 2 5 737 MHz > 4% -03 Saidd &t MRS RIT R E R DR o
HAREE 3o > 95T o2d 43 #(REE) - GPU FE @R E - Picoscope 5244B -+
B B2 % ChipWhisperer T 5 s o B¢ 5 ¥=4]3 # (Controller PC, Virtual Machine) i&
+ Ubuntu22.044LTS F% %% » 5 Intel(R) Core(TM)i7-12700 ASLE » ¥ fed 20
GB DDR5 4800 MHz =48 -

SHRAEAIRE S EF > AT TR Y 2 GPU 8 @ Pﬁi%fé'ﬁ“ Ubuntu
22044 LTS % %% > A4S ¢ 5 Intel(R) Core(TM) i7-13700 AL E ~ #id i
DDR4 3200 MHz 32 GB iz la48ti-®e » 12 2 NVIDIA GeForce RTX 3090 Ti %1+ » £
B2 FREYELENS c AFEPRERE S FRIAEB A 0 Ad AR
(Controller PC) % i UART i 3 @i « & {4 & 4 2 32 Bytes # % 4 1
ChipWhisperer CW308 T = #r#5 §*2 STM32F415-RGT6 feir#41 % « 32 MCU i {7 4
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ML-KEM #t%7% 52 » e 2 F Z@/ @3t meXE 7 of BRY 34 - iy
EHEHEF ;ﬁd Plcoscope5244B rsﬁ”#'?—r/ﬁ‘ﬂgsérr?r’ﬂfﬁ LR R 0 T I b fE B
PH-EE 2 X /ﬂ %iwﬁ»’? M M IMP T REHEG > v BT AT N W
@3 GPU 5 PIRE 1 Mxpﬂm;:*H ERE Y A SR R ) s
e o FEREN ﬁiﬁ’lﬁ-ﬂiﬁ CREFET LR - R ot 2V RH 2 s HT -

B~ :SCA %45

42 #ERRR LER

k% & B 74 STM32F41SMCU # * k%%~ # 0 eh 2 @ (7 503 e 00 B4 &
BoA o e b o BRSO 4 2
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1.0 1

0.8 1

Accuracy

=}
B
i

0.2 1

0.0 1

1000Traces_POI_Dataset0
1000Traces_POI_Datasetl
1000Traces_POI_Dataset2
1000Traces_POI_Dataset3
1000Traces_POI_Dataset4

——
——
——
——

*

40

80
Epoch
B4 : 1000 iE 7 & #pn20 = %

100 120 140

: STM32F415 & 2 F L E % %

Number of Traces

1000 Traces

Dataset0
Datasetl
Dataset2
Dataset3
Dataset4

99.41%
98.87%
98.64%
99.45%
98.94%

4.3 HARPEFF R

AF TN @ P L g2 H 2 (Central Processing Unit, CPU) f= GPU
BAIDRPER > dod w977 o KA RES P FROHNELE TR HOREY > AP

AL 7ouig r CPU k== DV Rpr i

G s e BN 0 4 %eg % SCA-

pLoh s HN R 5 33 ¢ enfy it > AT 3 % Byte-by-byte 7 3% ¥F 32 Bytes 45 4
TR R mdek 4 ¥ Bit-by-bit = ;4 32Bytes ¥ chE - Bt TR R 0 H A

SHLEEIEE UM S o L RETVRBER -
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Zw @ STM32F415 & 2 FA4L & RpF v 4 (mins)

Number of Traces 1000 Traces
Platform CPU GPU
Dataset( 12.31 1.43
Datasetl 12.3 1.37
Dataset2 12.22 1.38
Dataset3 12.25 1.34
Dataset4 12.28 1.37

4.4 = %

It OB Y BT F A B AR K2 32 Bytes ML 0 &2 A i
APl Flea v a‘rrmn*?ﬁnﬁﬁ PR Pol B o A4 R
Profiling X #% » #&3e & A k20 2000 iET R S B TR R E Pol =
BT n%mww 'J )R S 2 R Bl S~ C DR e LR
Roo dede I 9T e

237 CERHZARELESE
Device Type Correct Count Total Count Success Rate
DO Byte 15997 16000 99.9813%
(Profiling) Message 497 500 99.4%
L~ %%

AELEHEES RAE A EBIHRE MLKEM At r R b g 53
rHEREFF é-‘f »E* Cortex-M4 7842 STM32F415 #eir#l B = A% o 0 %
% i if & 17 (Side-Channel Analysis, SCA) I 2 LR R & ¥ A LB Fe BB =L - F %
BEHFSETRINLFREY FHREFAWADRE VLS 100% P ERT
M B 99.98% iz BEr Ao Ao H 3 ML-KEM 3 pe g P #r 4 4 ermg s 4
L EF B RS o FERFHREET v ML-KEM ARFH AT 2 ehf iFivi
AL EFTABBOELLYE ARFL V- HIEBEI P FEEFBEER (4
STM32F303 ~ STM32F407 %) 115z rc #F §4) 2 i T “%% PR B ALY E N IS
HAGEE SR FFEZ DT X 2 PR A TR TR -

34 2
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