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Abstract:

Current Advanced Persistent Threats (APTs) are predominantly presented in unstructured
text formats, making it difficult to effectively correlate with vulnerability information. This
results in risk assessments lacking scientific models that integrate attack characteristics,
attacker groups, and actual exploitation behaviors. This study proposes an APT attack
intelligence analysis framework that combines topology theory and Artificial Intelligence (Al).
Using Active Directory (AD) attacks as a case study, we collected five years of cyber threat
intelligence relevant to Taiwan’s cybersecurity defense ecosystem. We constructed topological
graphs and applied PageRank, TrustRank, and RST to quantitatively assess risk. Additionally,
LoRA fine-tuning of LLaMA 3.1 was used to predict CVSS metrics. The results demonstrate
that this approach effectively identifies behavioral characteristics of APT families and
constructs dynamic risk scores, thereby improving the accuracy of remediation decision-

making.

Keywords: Cyber Threat Intelligence, Active Directory Attacks, Topology Theory, APT
Families
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Availability: ITeighi
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_F i, 153,53%

SESJE fitevssL (7] JslE A ftteweb L {31

JRARIL, 123, —
43.01% _Ffwlfir, 163, 2R mw:, 133,
. 56.99% 47%
T —

LEEL VAL b S ST A w G = e

Bl = : Windows AD i 3% TR F A #% & CVSS 4 #c2 CWE H st i)

"cve": "CVE-2025-21242", "description": "Windows Kerberos Information Disclosure
Vulnerability"}
[SYSTEM]Windows[/SYSTEM] [AUTH _METHOD]Kerberos[/AUTH _METHOD]
[VULNERABILITY_ TYPE]Information Disclosure
Vulnerability[/ VULNERABILITY TYPE]
"cve": "CVE-2025-21218", "description": "Windows Kerberos Denial of Service
Vulnerability"}
[OS]Windows[/OS] [AUTH _METHOD]Kerberos[/AUTH _METHOD]
[VULNERABILITY TYPE]Denial of Service Vulnerability[/ VULNERABILITY TYPE]
"cve": "CVE-2025-21217", "description": "Windows NTLM Spoofing Vulnerability" }
[OS]Windows[/OS] [AUTH_METHODINTLM[/AUTH_METHOD]
[ATTACK TYPE]Spoofing[/ATTACK TYPE] Vulnerability
"cve": "CVE-2024-49127", "description": "Windows Lightweight Directory Access
Protocol (LDAP) Remote Code Execution Vulnerability"}
[SYSTEM]Windows[/SYSTEM] [PROTOCOL]Lightweight Directory Access Protocol
(LDAP)[/PROTOCOL] Remote Code Execution Vulnerability
"cve": "CVE-2024-49124", "description": "Lightweight Directory Access Protocol
(LDAP) Client Remote Code Execution Vulnerability"}
[PROTOCOL]Lightweight Directory Access Protocol (LDAP)[/PROTOCOL] Client
[VULNERABILITY]Remote Code Execution Vulnerability[/VULNERABILITY]

Bl = T S eikk
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#3 B CVE RiFh'gELR Y AlLSFHRKF A

Rl i B

lateral movement 130 44%
privilege escalation 59 20%
initial access 54 18%
credential access 40 13%
defense evasion 14 5%

i ~ %3 (Conclusion)

A7 2 Windows AD WIREZHF Z R0 %RFEBRLGAF LT EHFTREY &
B Rl s % F MITREATT&CK {22 % & PageRank ki’ TrustRank ;& &
EaF RN RIEA B OAPT FIETHFHS - B AF 0 51 LLaMA-3.1 #3232 LoRA &
Pk & 7 R e i p f"ﬁﬁ' % CVSS ~ = a‘ﬁﬂ"—’ T & & EPSS £ 33 CVSS #=4>
HEH G G AIH] e TR SHT S EHE? TR BFN YRR ER 2 S £
XRFBA BLER i—%f\#’t L AT S

T2 APT RERF 3 AP HEFLHENLE AP UG L A# > =9 ERA
T FPE R R ARV E- BJFEFTHE KA EF FF 5~ F L S (40 Linux &
347 B)APT HF > M2 A s i v a4 o b Far g g SIEM
EDR F & ¢ R R 51~ pERF B 5447 > g 2430 T i de fi { 27 APT FOER o ¥
AR o A2 2 kg o 2R E O~ B A 5 % (Graphic Neural Network, GNN) 3 it &
LAHEY > DR FATE Y Mg R PR RS R G IR B ot E o 8- 0 1538
Li‘f#i'%“ﬁﬁ%é’f’lﬁ B ARAR ) B ERREF R 2 > TS APT HE A7 e
TREL S A PR G E o PSR EaT s #H
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