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Abstract

With the rapid development of internet technologies these days, people start relying on the
internet more and more. As a result, websites have become essential platforms for information
dissemination and service delivery in daily life. However, while they bring convenience to
people, they have also become primary targets for malicious actors which lead to a sharp
increase in cybersecurity incidents. Therefore, this study proposes a machine learning-based
approach to classify attacks in Apache weblogs in order to effectively identify and detect
malicious network attacks. A balanced training dataset consisting of four attack categories was
also constructed. Additionally, eight potential features were extracted, and Gini Feature
Importance was used as an evaluation metric to conduct ablation studies on different feature
combinations.

With regard to the experimental results, they demonstrate that the proposed method can
reach a prediction accuracy up to 99.49% and with precision, recall, and F1-score all exceeding
99%. Based on the experiment results, the proposed approach can be used to build a more
reliable attack classifier and verify the potential of combining machine learning with log feature

analysis in the field of cybersecurity.

Keywords: Intrusion Detection System (IDS), Machine Learning (ML), Apache Web Log,
Random Forest Algorithm, Feature Importance
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& %k ' A G # ' G G
T3 (2,3 D) (2) 3) 12 | @2,3) | (1,3)
Hx
‘RS 1099378 | 0.9923 | 0.9906 | 0.9939 | 0.9949 | 0.9909 | 0.9926 | 0.9945
MAFEZF | 09975 |0.99225 | 0.993 | 0.99375 | 0.99475 | 0.99075 | 0.9945 | 0.99225
ZwF 10.99375]0.99225 | 0.9905 | 0.994 0.995 | 0.99075 | 0.9945 | 0.99275
F1 4 #c | 0.99375 | 0.99225 | 0.9905 | 0.99375 | 0.99475 | 0.91575 | 0.9945 | 0.9925
Il S il
& * G 55 G G G # Y5 #
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BrEF | 0.9886 | 0.9882 | 0.9857 | 0.9887 | 0.9906 | 0.9857 | 0.9903 | 0.9883
FFES | 0.98025 | 0.98025 | 0.978 | 0.98075 | 0.9815 | 0.97775 | 0.98225 | 0.98
Z % 3 10.98975 | 0.98725 | 0.987 0.99 0.991 0.987 | 0.98875 | 0.9895
F1 ~ 0.985 | 0.9835 | 0.98275 | 0.9855 | 0.98625 | 0.9825 | 0.9855 | 0.98475
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The proposed | Hadda et al.’s | Saleem et al.’s
method method [3] method [9]
B F 5 99.49% 98.8% 98%
Normal 99.8% 95.6%
. SQL Injection (SQL1) 99.3% 98.1% 97%
Cross-Site Scripting (XSS) 99.1% 99.1%
Directory Traverse (DS) 99.7% 99.3%
Normal 99.9% 99%
7w 5 SQL Injection (SQLi) 99.3% 98.6% 98%
Cross-Site Scripting (XSS) 99.2% 98.9%
Directory Traverse (DS) 99.6% 99.1%
Normal 99.9% 97.3%
F1 A #ic SQL Injection (SQL1) 99.3% 98.3% 08%
Cross-Site Scripting (XSS) 99.1% 99%
Directory Traverse (DS) 99.6% 99.2%
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