C@_AS‘_A_ Communications of the CCISA
-——== Regular Paper
Vol. 31 No. 2 May 2025

A TR L AF T HAUL AT RRIER

LR SRR S AR 1 F Y o
PRz B AFF R RS
1138583172@gmail.com - 2yitingliao2003@gmail.com 3 mr.47discord@gmail.com ~
4 tonymhwang@gmail.com

AT RN - BEL A AET A (LLM) 243 T 2 32 (MCP) s £ 4§
TRl B RS z.pw 1l AT R R TR BTk B i R L
v F o B L& MCP #ﬁ Agent ¥ A #3 * ¢b 3R p_&l—?— "*iﬁ AR EpE
FE AL o AR KPP 5 A PEERE MR
55 b GITRE 0 F o *wvﬁ%ﬁ&% FE R E Ay

AEGEG T RE (D) PAETREAG RN F T Q) B
@ﬂﬁ%,ﬁmm%ﬁ%%@mﬁﬁ»@)ﬁ&%ﬁﬂf%%gﬁw»ﬁﬁﬁ’ﬁﬂﬁ
Iy

AR (4) e .L%my} 53 MCP & S T2 « B% 4P > A%EHT
LES 0 ?f'”“?.‘ & R AR SFHh F AR o F A PPERE 2 UL G R
ek éﬁmu.{ﬂ-’iﬁ:é’uﬁﬁ% b &m0 - W BRI DT 2PEET R

M WA TR FTIIERT 238 A FE S pR T IRIERE

T £ (Corresponding author.)

32


mailto:j38583172@gmail.com
mailto:yitingliao2003@gmail.com
mailto:tonymhwang@gmail.com

C@_AS‘_A_ Communications of the CCISA
-——== Regular Paper
Vol. 31 No. 2 May 2025

Automated Cybersecurity Detection Framework Based on Model
Context Protocol and Large Language Models

Wei-Jie Chen!, Yi-Ting Liao?, Sih-Cin Huang?, Ming-Hung Wang**
1234Computer Science and Information Engineering, National Chung Cheng University
1138583172@gmail.com, ? yitingliao2003@gmail.com, > mr.47discord@gmail.com,
*tonymhwang@gmail.com

Abstract

This study presents an intelligent cybersecurity detection framework that integrates Large
Language Models (LLMs) with the Model Context Protocol (MCP) to reduce the operational
complexity of traditional tools and enhance automation. The proposed system enables agents
to invoke external security tools, perform threat detection, and generate structured, readable
analysis reports. A two-stage security assessment mechanism, powered by LLMs, conducts
multi-dimensional risk evaluations to block high-risk or malicious commands, ensuring system
safety. Key features include a natural language interface, real-time automated detection,
structured reporting for improved decision-making, and modular extensibility via MCP
integration. Experimental results show that the framework effectively automates security
workflows and enhances both usability and system reliability.

Keywords: Model Context Protocol, cybersecurity tool applications, generative artificial
intelligence, automated operational framework
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