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Abstract

Reversible Data Hiding in Encrypted Images (RDHEI) not only enables complete
restoration of the original image but also ensures the security of the stego image. Wang et al.
proposed a block prediction method to preserve space in 2022. This paper improves upon Wang
et al.’s approach by employing inter-pixel group coding and compression techniques to reserve
more space for data hiding. The proposed method first generates a prediction image and divides
it into non-overlapping groups. Based on the range of prediction errors, Huffman coding is used
to label each group type. Groups with smaller prediction error ranges require fewer bits for
representation, resulting in increased space for data hiding. Subsequently, the image is
encrypted using a secret key, and the encrypted secret message is embedded into the reserved
space within the encrypted image. In the experiments, various group sizes were tested for both
special and regular groups. The results show that incorporating special group processing, even
with the need to record identifiers L and S, can still yield more space overall while the combined
size of L and S is smaller than the additional space generated. Furthermore, comparisons with

related methods indicate that the proposed approach achieves superior performance.
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3 I8P RGP ET TR

dxcd 3x3- 2X2-
4x4 ket |0 ok | 2X2 FrRF
Je 32 S
Airplane | 3.5501 3.7474 3.7018 3.8363 3.7762 3.8319
Baboon | 1.4503 1.6244 1.5808 1.7035 1.6373 1.6693
Barbara | 2.5532 2.7088 2.6544 2.7940 2.6320 2.6535
Boat 2.5337 2.7036 2.6943 2.8011 2.7882 2.8047
Couple | 2.7450 2.9580 2.9304 3.0653 3.0402 3.0807
Lena | 3.1450 3.3213 3.2868 3.3997 3.3635 3.3979
Peppers | 2.7114 2.8668 2.8641 2.9607 2.9432 2.9548
Sailboat | 2.2924 2.4623 24132 2.5442 2.4936 2.5191
Average | 2.6227 2.7991 2.7657 2.8881 2.8343 2.8565

22 G AP P REIB T AR R B }EJ& [2,9,11-13,18,19]
o RO R R 0 A PSS E TR Bt F Ry { SRR 2
P FREE LAY rx’!?},}tL [17] 2 #chp > 5 0 H 44t~ £ Wang ‘i%%"ﬁ%’s—locaﬁon
map L :&ﬁ@‘fﬁ o e H APy o L0 H B D E g > AP @‘{*ﬁL
R Ao 2

For AP R {,?J%[Z,9,11—13,18,19]ﬁ’1§';{ ALY 3

EANN
[9] [2] [12] | (18] (191 | [13] |[11] |[19] |e&=» =
=

Airplane | 1.2577 | 1.3672 | 0.9831 | 2.2524 | 3.0045 | 2.1543 | 2.7871 | 3.5719 | 3.8363
Baboon | 0.3865 | 0.4523 | 0.8383 | 1.3406 | 1.0679 | 0.8623 | 1.1973 | 1.7349 | 1.7035
Barbara | 0.6713 | 0.8453 | 0.9734 | 1.8435 | 1.8064 | 1.1853 | 1.9895 | 2.5979 | 2.7940
Boat 0.6586 | 0.9108 | 0.9632 | 1.7423 | 2.1323 | 1.6751 | 2.1617 | 2.7945 | 2.8011
Couple | 0.6673 | 0.9594 | 0.9768 | 1.6284 | 2.3851 | 1.6018 | 2.0454 | 2.7507 | 3.0653
Lena 0.9507 | 0.7421 | 0.9774 | 2.0864 | 2.5771 | 1.8533 | 2.5968 | 3.3557 | 3.3997
Peppers | 0.6603 | 0.7248 | 0.9762 | 2.1471 | 2.1774 | 1.8909 | 2.5463 | 3.2045 | 2.9607
Sailboat | 0.6386 | 0.8011 | 0.979 | 1.9716 | 2.0551 | 1.7375 | 2.2598 | 2.8830 | 2.5442
Average | 0.7032 | 0.8527 | 0.9621 | 1.8996 | 2.1131 | 1.5933 | 2.1916 | 2.8534 | 2.8881
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