C@—AS‘A Special Issue - Post-Quantum Cryptography Communications of the CCISA
Vol. 31 No. 1 Feb. 2025

EREGES R (PQC) R#45)

okt 2’
MRz TAEE
1110753501 @nccu.edu.tw ~ *raylin@cs.nccu.edu.tw

B3 T e E B ERHEF IR EE VIR ER T A PHT R B3 E
B A TG TR PR FFETRE B E A R f?f""f ) *ﬂiﬁi
BRI o 3 H Y - WRAR S FE A L o BAFE AR RARZ PIPR > £ F KL
AR S B A AR E i 4 o BlAeI S T eE > kY 0 » 'I\gkq* Flen
RE T B R B 5 41994 & pF o Peter Shor # I 7 — &7 * At A Bk g 3R
FEOBREFERE U ES NEE R FOBRFEZ NIRRT IR
x> Zg;{mi’f OB BT T LA & 45 RSA eirRle 2% 45 (Elliptic Curve
Cryptography) > 7 §/ - F £+ R # QW Nk > FFRa yabjry J 2 R e
ALK %mﬁﬂm’*”“W*QﬁW§%ﬁiﬁﬂ7mﬁﬁmﬁ%ﬂﬁ% 7
B¥E T BB rBEALYf » 2R NIST £.2024 £ 87 13 p 2% 1 frig 8 £ Ienfs
T HmE (PQC) B > H ¢ 3 (AT 20 2 AJLHEE (FIPS) > 4 ] £_FIPS 203 ~ FIPS
204 22 FIPS 205 % 4 i PQC 38 3% 2024 & At 1) o Fpt 222 4% (4 £ F %45 (PQC)
kg Flcfpens 24 2 B EF /BB E e 372 F¥aa iF

Y o

- )

PlART 2 BEIRAE LR RBEB R

*ig 31 v (Corresponding author.)
45



C@—AS‘A Special Issue - Post-Quantum Cryptography Communications of the CCISA
Vol. 31 No. 1 Feb. 2025

Post-Quantum Cryptography (PQC) Migration Guide for
Financial Institutions

Yi-Shan Lee!, Raylin Tso*"
I 2Department of Computer Science, National Chengchi University
1110753501 @nccu.edu.tw, “raylin@cs.nccu.edu.tw

Abstract

The development of quantum computers has become a hot topic in the technology world.
The emergence of quantum computers has subverted our imagination of computers. Quantum
computing is also expected to solve some of the challenges facing our planet, including the
environment, agriculture, health, energy, climate, and materials science. For some of these
problems, with the growth of the system, traditional computing is increasingly challenged.
Quantum systems will have capabilities beyond today's most powerful supercomputers. For
example, in today's computer security systems, encryption and digital signature technologies
must be used. As early as 1994, Peter Shor discovered a quantum algorithm that can be used for
integer decomposition. Its execution speed will be exponentially faster than the best known
traditional algorithms, and it can crack many public key cryptography systems that are the basis
of today's e-commerce security, including RSA and Elliptic Curve Cryptography. Once a
quantum computer is successfully manufactured, attackers will be able to crack the main public
key cryptography systems used in the world today. Therefore, we need to prepare in advance to
avoid the destructive impact on current cryptography. In order to deal with the potential threat
of quantum cracking, the US NIST announced the Post-Quantum Cryptography (PQC) standard
selected after 8 years on August 13, 2024, including 3 new Federal Information Processing
Standards (FIPS), which are FIPS 203, FIPS 204 and FIPS 205 respectively. The 4th PQC
standard will be launched at the end of 2024. Therefore, evaluating the adoption of Post-
Quantum Cryptography (PQC) to ensure data security, and the migration plan of Post-Quantum
Cryptography is an urgent task.
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