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Abstract

The advent of fifth-generation mobile communication (5G) technology has facilitated the
proliferation of Internet of Things (IoT) applications, which have become pervasive across
diverse settings, enhancing efficiency and quality of life. However, in open and unprotected
environment, these devices often carry sensitive personal data, rendering them susceptible to
significant risks posed by side-channel attacks (SCA). It is possible that microcontrollers which
are performing encryption operations may unintentionally emit characteristic electromagnetic
signals. Should these signals be intercepted and analyzed by an unauthorized third party, the
encryption keys they contain could be compromised, resulting in the leakage of sensitive
information. To address this issue, we propose a lightweight AES-128 encryption key protection
mechanism that can be effectively implemented on IoT microcontrollers, thereby enhancing
their resistance to side-channel attacks. In this study, we developed a smart access control Radio
Frequency Identification (RFID) management system equipped with wireless communication
capabilities, utilizing a Wi-Fi module and Arduino UNO. This system simulates scenarios in
which identity theft occurs during the RFID card sensing process. By designing a dynamic key-
hopping mechanism, our solution enables the encryption key to be periodically updated,
effectively resisting power analysis-based side-channel attacks and ensuring the security of the
encryption key. The experimental results demonstrate that our mechanism significantly
improves the security of IoT devices within smart application systems, thereby reducing the
risk of potential data leakage.

Keywords: 5G, Internet of Things, Side-channel attacks, AES-128, Wi-Fi, Arduino UNO,
Radio Frequency Identification
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Plain text : Hello world
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