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Abstract

With the rapid advancement of automotive technology, the demand for diverse
connectivity in vehicles has increased significantly, leading to security and privacy concerns
such as network intrusions. In-Vehicle Networks (IVN) currently employ the Controller Area
Network (CAN) bus system to facilitate communication between various Electronic Control
Units (ECUs). However, ECUs may have security vulnerabilities, and the attack methods on
CAN systems differ from traditional internet communication. Conventional Intrusion
Detection Systems (IDS) may struggle to identify and defend against threats in in-vehicle
networks effectively. This research focuses on the development of intrusion detection models
based on deep learning. The study uses the 2021 dataset from the Korean Hacking and
Countermeasure Research Lab (HCRL) for in-vehicle network attacks, including
eavesdropping (Sniffer), Denial of Service (DoS), Fuzzy attacks, Spoofing Gear, RPM, and
Temperature attacks. To conduct in-vehicle network security experiments, the study addresses
the lack of a practical environment for generating attack message and conducting intrusion
detection analysis and verification in the domestic context. Thus, the research utilizes physical
in-vehicle network hardware to establish a CAN security experimental platform, which
generates six real attack scenarios. These scenarios are then used for attack behavior feature
learning and recognition using the VGG-16 convolutional neural network where VGG-16, as
an efficient CNN architecture, has demonstrated excellent performance in multiple
classification missions. The experimental results demonstrate that the VGG-16 intrusion
detection model achieves 100% accuracy in binary classification and 99% accuracy in
six-class classification tests. The CAN intrusion detection model, with the help of behavior
feature learning, assists defenders in identifying relevant threats in in-vehicle networks,

facilitating the development of protective measures.

Keywords: Deep Learning, In-Vehicle Network, Intrusion Detection, VGG-16,
Convolutional Neural Network
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> ERPIEAZERBEN T IE B et o NREHFL T R WP E A ol
BER Lt o 5 BRI PR FQt 0 A R D ﬁikwp'*%a Al 2 — TR
v E PR R T R R0~ BRI VGG B 0 X aiCR AAL # Sl
.éé—*f#xif—r TR MR B i\-%ﬁ{;m)\ EH R o

VGG #7229 Simonyan ef al. (2014) [13] 2 DeepMind 2 # £ | £ 4 &> 3 1295 &
7§ % % Visual Geometry Group % 7o % # 0 32i0A 22014 £ ILSVRC # ¥ &7 7
AP g S e AP ahg - Lo T A VGG HEA] e 3

Fﬁ:]f%\é‘f”fﬁ:]”wfﬁ_%[ﬂﬁ 0 3] 255 > Tt peptdichps BT IR f%%[ﬁ]fﬁ:#’r’é_OE'J 255
I S S U I E S VAR S P IR (min-max) FAR T fos el AR
?Wﬁﬁ%%%k&%mﬁﬁaka#@o?a,&J AR g AR B
e Pa RS FlBdp Al iR e e FlYt 0 AT TERT A il R
(Hussain et al. 2020) [21] % &d® CAN & F fer 4 > 5- 2 02 A ad2imsd EPFR 5 {8

X o Fmp R 2R 4= o
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*Z 0 h Pl R
= 2 fo i 3
- BRI I F .
Bol Eho A B ;o ﬁ%z E“iifi“**i g | AT
. X; —min 6 T Rt 0 R R e
(MinMax % s *ﬂ'a‘:* o B2
_ max’/ —min A HCE 32 B e :
normalisation) A0, 1] (outlier)
AN i FRERM R 2P & g
- =+ B
(Quantile inf{x ER:p>F()} | Bt Frgpggs|
T
normalisation) & Hepk BT AP e e fiz o

A 2. F 2 VGG A A~ %
VGG # i 845 » 5 224x224 sPRGB Wl &
PREH L Eenk BT 1L KT 19K -
Bl EFP(Ix 1 fo3x3)fed ] # (3 x3)
@A KA AR 4096 ehx iRk 0 02 1000 BAY S A2 A ERTA

A E A Aok ow 9T o

1

2.
3.
4

dr : VGG B2l 1R R Sk

Ry
A A-LRN B C D E
RER [1LRER | 13HEAR | 1LHEEE | 1Lk |11 LA
i ~ B % (224 x 224 RGB)
conv3-64 conv3-64 conv3-64 conv3-64 conv3-64
conv3-64
LRN conv3-64 conv3-64 conv3-64 conv3-64
Bk p i
conv3-128 conv3-128 conv3-128 | conv3-128
conv3-128 conv3-128
conv3-128 conv3-128 conv3-128 | conv3-128
N
conv3-256
conv3-256 conv3-256
conv3-256 conv3-256 conv3-256 conv3-256
conv3-256 conv3-256
conv3-256 conv3-256 conv3-256 conv3-256
conv3-256 conv3-256
conv3-256
N
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conv3-512
conv3-512 conv3-512
conv3-512 conv3-512 conv3-512 conv3-512
conv3-512 conv3-512
conv3-512 conv3-512 conv3-512 conv3-512
conv3-512 conv3-512
conv3-512
Boks b R
conv3-512
conv3-512 conv3-512
conv3-512 conv3-512 conv3-512 conv3-512
conv3-512 conv3-512
conv3-512 conv3-512 conv3-512 conv3-512
conv3-512 conv3-512
conv3-512
Bk St
FC-4096
FC-4096
FC-1000
Softmax

F L kR (Simonyan, K., Zisserman, 2014) [13]

% 3 3. VGG Al $H0k

%% CNNHEZHE 2 amt B 16 0 57 K F & $H0308 7 S8t Ufoa 41t e 3 03
SRR o
1. 4F 4 Jndc:

A SBH T EH R T EoF v 8457 5 2 (Back Propagation, BP) k3 A 7]
ﬁ&”&wﬂﬁ4’ﬁm&%ﬁbcm?ﬁﬁgw@ﬁ@@%ﬁﬁéﬁﬁﬁggﬁ,@
FHRTHEFEEDEANGRREOBREE (BH) e A AR R T 0 A IR E e
ERER TG AR LR FI T RYVRECE] BB ESE - KR E ik R
| B BTEFEE > vEFI B R - AT ER T L (cross-entropy ) ¥ 44
%hﬂ"ﬁi’ FENNAT (1) Y yA T EFHRRE gL THFRE -

f3.9) = = ) ylog(®) (M

Ap SRRy & B S S RETkp b - & A é';um’]fg'é‘@/?] A= f"t’,‘lﬁ\@?])x » FR
oo B EBELT - K o ied B2 Bkl id - B SBAL G d SR o F A K
2 Rt ol S B o AR S REHCT] 0 WA TR S o SR
4 20 o ol Sl 2 3 B 2R F R 0 BECAIA ST E R So#c o

bl R F e BIREARY R e fodfid Sl FRP A 4 (Vanishing Gradlent)
o B BF (Exploding Gradients) % B 32 > # %] £ A3 SUF R A SRELPF - 50 B 4
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B R AE 0 ONN oA gk F @ % 2 2 54+ 8 & (ReLU) i¥ 3 ficd e - ReLU
P E G E > R g e fr o Hr 5 4eT (2):

X, x>0
Relu = {0, x<0 (2)
3.3 i &Rl
H i R4 1
B RN ERE Y BE T IR A (Accuracy ) ~ #F 8 5 (Precision ) ~

¥ & (Recall) v F1 & (Fl-score) - iz g iR ¥ BHF ¥ ¢ ALk * » £ H iy
PJL 7 Bagw A P BERFEAGFERN A FiRT o

1. ¥r & (Accuracy) :
HRRA- B RFTE A FRIIFH ML dgik 0 38 28 4eT (3)

ACR = — 2N 3)
TP+FP+FN+TN
H e 5 B (True Positive, TP) S & TR 2 M2 2 LB a% 6| ZH % (False
Positive, FP) it 4 ?E B R ERELIEE S 0 K (False Negative, FN) & £
TER AR B L% b0 EIEM (True Negative, TN) S A FpR| 5 140 F %

Ik .

2. ## % % (Precision) :
HESGEE A A FRIGBEORE? > FEIBEILE > P E 4T
TP

P - 4
Precision TP+ FP 4)

3. zw % (Recall):
T Es fLEBESF vHFERAI AT FEBEE Y A MR F o B

L

Recall = — % (5)
N

4.F1 & (F1-Score) :
Fl B8 T FmFfrl v 5 * T fres ﬂ\ﬁ&ﬁ"b‘.s‘i o % AR H ik AEcE
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LB FL % KRR i o 35 40T

Precision X Recall

F1-S =2X 6
oure Precision + Recall ©)

RO R GV R DT E T L 0 e R ER4R 5 (False Negative, FN) fr
:%3F % (False Positive, FP) c A BRPINFATRET RS B ES > G R
AR F NI BT R B e B4 35 (Crossover Error Rate, CER ) »
Yo Bl P e

Y Er e

RE SR E

AR AR B

J%]’L : )\l/\%ﬁ/ﬂ E‘é’%v;ﬂ
S kR © k= £(2012) [22]

NN BT T VT

PS

41CAN FX 9% T 42 91t

» 7 fz CAN & ?kv FRELIPPEFH AT EEFRET CAN 2 {15
B i WL FIL - BAY CANeh» B pl i aF%? K52 =37k
foenf o K s %P%%&T% AEE R Ao L AT o TE R T 47 ok CAN
»%%ﬁiéu;ﬁu&F g0 FABF L D R VGG-16 shiER) o B8 TR B it

HHhrd I - CAN FEFHRT 47 )»#i%f”@if% Lo RARIE R TR 3
= VGG-16 #3415 II? ALfer ¥ o HE PR PR ETAFaE R o
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B+ :CANFx 9% T %2 7R

7 R CAN FX %L 42 iAWk
® o & g2 % (Central Processing
Unit, CPU)
%E 15 75 P2z (B i (Random-
access memory , RAM)
8]} 2@ % (Graphics Processing

Intel i5-12500 [6 +%/12 %] 3.0GHz(4.6G)

64GB

NVIDIA RTX3050 GAMING OC 8G %+ —+

Unit, GPU)

T % % ¥y (Operating System, OS) | Windows 10 % #ix

DL =2t Tensorflow 2.5.0 ~ Scikit-learn
Python % i# Opencv ~ Numpy ~ Scipy * Pandas

4.2 » &R A ¥

A e T e 32 B+ 1P (DB AL & > QB3R & - QA% #
Fo b 4ol - 477 o
EAFHERBEER > AL R RICF D CAN Bt 44 kp HCRLT 8 2 E T e
L8] AF R LR RA EIEHA40~50 A4 CAN L 5 X 95 300 ~400
FiEMEL > Aok A oo
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/T B T =
I \ I \ I ‘I
I I I I l J :
I I . BEn I ks
| | I : | HEAE I
| I I | I I
I 321 I I A I I R I
| CAN Bus$i# I | BE I I e E |
I : I | é{\\ ! | :
I # # Type I | | I |
I I I H a4 ] I I |
I I I I |
I ! I I I | '
| B | | X , | |
L przeme| — oW : | |
I ' I I g: I || :
I $8 I I 3 I |
I a7 I} I szﬂ Pl BEAE L% :
I I I I l
| |
!‘ (MEREERK : PaEHsERER \ OER DGR H : : ()RR BRErE & |
~ U — - / \ [ R ——— - ’ h L i — - ,
M- @ * CNNiEiFd §r &kl
22 D CAN 24 3¢
3 LA f it
1 CAN ID CAN 25 4 (ex. 545)
2 DLC B 7}‘J“§»’ B
3 DATA[0-7] L R
4 Flag TE&R-THEEZZ  REATF
5 label &4 (ex. 0 =DoS, 1 = Fuzzy)
6 Type # 4] (ex. DoS, Fuzzy)
7 Attack bE ! Sl

WAL 32 % ¢ 5T B FE A for ¥ #dy 0 DoS sT# - Fuzzy 5o -
Temperature s # ~ Spoofing Gear / RPM sc# ot ¥ #kp & > %= B CSV = 2 f %
& B > WE 24,000,000 FEI L 0 G Al K TP AL A ITEF > B TIHFM > ok -

BT o
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- %R

s ¥ %77 ¥ e g A~ e 4 #ic B e L
N 4,000,000 - 4,000,000
DoS ¢ # 2,000,000 2,000,000 4,000,000
Fuzzy st # 2,000,000 2,000,000 4,000,000
Spoofing Gear sz # 2,000,000 2,000,000 4,000,000
RPM sz # 2,000,000 2,000,000 4,000,000
Temperature rc ¥ 2,000,000 2,000,000 4,000,000

# I 1R A AT

F7 f€ + A =#ici # (Quantile Transformer, QT)#5 fie Scikit-Learn & ;% & #-rz 2 4,
kS B2 0 QT ik - a2t iy 3 0 > 7 s & g@;&\ i i 5 A
Tl s GELF A BETA G EAT)) ) TR ERERE LT A GBS A
AR M R RHEAAS G EA G I LTI E T DA B e 1 A
SHH P ERITY B SAABF B 5 L sueho Bh B AR EEREET R
s P R Ry oo W R A b 0 F1R v 9 BELFA(CAN ID o
DATA[O]-DATA[7] ) » & B £ § 9 B¥aeen 27 Bl 4% cin (27 x 9= 243 Sk
B 5 0 B0, 9,3) 0 Bt o K B G B Gm L 2 A B 2 B (ke
AN B 2l i I R

Normal Fuzzy GEAR

WL - 1A e AR T B F )

B2 AT RIB 1B
AR E # % VGG #3140 VGG-16 » FliZi3eh? > 2877 18 %5 VGG-16 F H:8 (7
e m ﬂx—ﬁﬁ‘xe‘.ﬁﬁ; fLfore @ > drd AT o A B G 4T
L9 & u@w‘ii AR R X A - R R HE
>~BRE R 5(150x150% 3) °
2R EBEHN SHE Dip -
3. 4t » Dropout = Dense & -
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4. F B pEa- iy § S A F Al e LR ¥ A a] Tt VGG-16 il 1) & # 4
SBAEA(ZEF)e

¢ * softmax = CNN X @5 &~ #g i3] $-dic ~ % i & (optimizers) @ * £_Adam - ¥

W5 0% 5 0 %3 A S # 4o weight 'L s batchsize s batches per epoch

fo i ST AEN o

5.

—\

# o~ L igT VGG-16

L Wi B#E WRE S PB4 =
) 150 x 150 x 64
¥4 K Cix2 64 3x3x3
150 x 150 x 64
# itk P 1 2x2 75x75x 64
¥k Cx2 128 3x 3 x 64 XX
; X
ik G woR 75x 75 x 128
# ik P 1 2x2 37x37x 128
) 37x37x256
X4 K C3x3 256 3x3x128
37x37x256
# itk Ps 1 2x2 18 x 18 x 256
, 18x 18 x 512
L4 K Cax3 512 3x3x256
18 x 18 x 512
# ik Py 1 2x2 9x9x512
L4k Csx3 512 3x3x512 x9x 312
; x 3 X
i Cs 9x9x 512
# i k& Ps 1 2x2 4x4x512
B s YK P 1 2x2 2x2x512
Dropout
- - 256
(rate=0.5)
Dense % - - 256
% % (Softmax) - - 6 ~ %

#H R 3. WA ET A
» e ) B FE S (Accuracy)3t B B A A B B I FE DT R TR B AT B A TRRI T 0 B o
pLeb s RFT e @ o 2 5 (Precision) ~ Z % & (Recall)f= F1 & (F1-score) k & {7 4 /P
RS

F %

: = 7 % % (Binary classification)
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TR AT 0 - SR Y A E 4,000,000 3 0 K- FEEF A PRI S 80%Fr 20%

W=

* VGG-16 A8 (7% 3% > 4Bl v foik 4 977 ©

Accuracy
1.0000 A
0.9998
0.9996 -
0.9994
099927 —— Training Acc
— Validation Acc
T T T T T T T T
2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
7L (a)
Loss
= Training Loss
0.0025 - = Validation Loss
0.0020 1
0.0015 1
0.0010 7
0.0005 7
0.0000 7

T T T
2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0

# % (b)
Bl m = A e otk
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Fo4 2 A REEAIRE
Accuracy (%) | Precision (%) | Recall (%) | F1 Score (%)
B3 100% 100% 100% 100%
iR 100% 100% 100% 100%

BB - % 24 % (Multi-classification)
BFTASL 2 AT E P s 24,000,000 3 - M BEE YA D RFCRIEA B 5 80%4c
20%% & > H k(S PR T A VGG-16 A AR F AL deBl - T fron o

Harmal Dos

GEAR RPM

Fuzzy

Bt @ Augz Tl Bk

* VGG-16 #Alie T #E i > RS * > Bl L= frk L 2 AR

;Pz”—i—ﬁo

AAEE s hoB -

61



C@[ __rSA

Communications of the CCISA

Regular Paper
Vol.30 No. 1 Feb. 2024
Accuracy
1.0000 A R
0.9995
0.9990 1
0.9985 1
0.9980 1
0.9975 1
0.9970 7 = Training Acc
— Validation Acc
2I é !I3 lID ll2 ll4
i 5 (a)
Loss
= Training Loss
0.014 1 —— Validation Loss
0.012 ~
0.010 ~
0.008 7
0.006 -
0.004
0.002 A
0.000 A
2I é é lID ll2 ll4
% (b)
B4 5 A e Sfes B R ()29 4 (b)
- AR RE
Accuracy (%) | Precision (%) | Recall (%) | F1 Score (%)
EAK 99% 99% 99% 99%
s 99% 99% 99% 99%
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4.3 1§ RS M L iR

L3
.
®

Y
”

Actual

-

)

RPM Normal GEAR Fuzzy Dos

Temp

Dos

Confusion Matrix

I |
GEAR MNormal
Predicted

Bl = AR R

Temp

25000

20000

- 15000

- 10000

— 5000

AT AR R AR > % Leeetal[8]3 B T B RE 4, enid p
o hzddR s RS A L B R R e R L ST g Rl R
AP R R B REF RO ok - T o A - g
Rt 2 2 B8 1L VGG-16 $3) M 5 dpra F ol § Sdp kR S 0 Lo
9% o gAY 0D R b ST el ¥ gy o R RF Rl 4 e

3o Al R R

N AR R A el

DoS Precision Recall F1
VGG-16 1.0 0.99 1.0
ResNet 1.0 0.99 0.99
Fuzzy Precision Recall F1
VGG-16 0.99 1.0 0.99
ResNet 0.99 0.99 0.99
Gear Spoofing Precision Recall F1
VGG-16 1.0 0.99 1.0
ResNet 0.99 0.99 0.99

63



Communications of the CCISA
Vol. 30 No. 1 Feb. 2024

C@_’SA Regular Paper

Tempature Precision Recall F1
VGG-16 1.0 1.0 1.0
ResNet 0.99 0.99 0.99

RPM Precision Recall F1

VGG-16 1.0 1.0 1.0

ResNet 0.99 0.99 0.99

L~ RBEAKET S

B AR R RS PRRETAL 2FEOIRL - T A D LR
RARE o ATEBE A T FRGS fRREHE TR0 CAN S
B UF R REE A CAN 4o - BRRERAE BRI RREATE ¥ UTEFE

H CANGEER > > R L7 et -

RETEY VGGG &6 B R L IR R L T A
VGG-16 A 5EH3] 7 § »e i Bl S /% L~ 2L g & 4 h 5558 A 0k B R 4
@ i\ﬁ&ﬁémﬁ, 4

ARG R B BRI % 44 E - BMW-E46 % 8 mm P T Sy S
L L T 1T T T R AR
A FE S Kk Bk kD g2 BB EIOV)F T 7 o

[#53]
AP RFRYTNFE (%5 0 MOE 2000-109CC5-001 ) ~ B 4 ¢ 3+ & (NSTC

112-2410-H-168-002) 5% 4 24 » At K3 o
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