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Abstract

Achieving proficiency in network security requires thorough practice. However, traditional
assignment and assessment methods in teaching have limitations, as they cannot accurately
portray the learning process or assist struggling students. This can lead to inappropriate cheating
behaviors, diminishing overall teaching effectiveness, and increasing assessment complexity.
This study integrates CTF (Capture The Flag) practice models with anti-cheating mechanisms
and applies them to network security courses. Through real-world cases, the efficacy of these
anti-cheating measures is validated, and data is utilized to create a machine model, aiming to
provide more insightful guidance for future teaching endeavors.
Keywords: Network security, Educational assessment, CTF, Cheating detection,

Cheating prevention
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Glent B o JE_F XY 7L Z_

Naive Bayes 0.920 | 0.877 | 0.877 | 0.878 | 0.877 | 0.755
SVM 0.856 | 0.815 | 0.815 | 0.820 | 0.815 | 0.636

Logistic Regression | 0.858 | 0.800 | 0.799 | 0.808 | 0.800 | 0.608
Random Forest 0.829 | 0.785 | 0.785 | 0.785 | 0.785 | 0.569
Gradient Boosting | 0.772 | 0.785 | 0.784 | 0.785 | 0.785 | 0.570
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AN DAET L BREEYIRE AN ﬁ’*%

Ode A A

Logistic Regression | 0.896 | 0.891 | 0.890 | 0.900 | 0.891 | 0.791
SVM 0.876 | 0.875 | 0.875 | 0.876 | 0.875 | 0.751

Naive Bayes 0.882 | 0.828 | 0.828 | 0.828 | 0.828 | 0.657
Random Forest 0.810 | 0.797 | 0.797 | 0.797 | 0.797 | 0.594
K-NN 0.827 | 0.797 | 0.797 | 0.797 | 0.797 | 0.594
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