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Abstract

The digital era has profoundly transformed the daily operations of both public and private
sectors. They have embraced digital platforms across multiple devices, presenting diverse
content to meet the challenges of everyday work. The shift to digital platforms has enabled
paperless operations but has also brought new challenges. The rapid development of digital
technology has given rise to malicious activities such as hacking, malware, phishing, and DDoS
attacks. These threats aim to gather intelligence, steal sensitive data, or demand ransom, leading
to a surge in cybersecurity incidents.

In this paper, we propose a monitoring classification model using a pre-trained Transformer-
based BERT multi-classification model. This model can perform real-time online analysis of
network traffic and identify potential anomalies or suspicious behavior. Proactive prevention
and mitigation of malicious attacks involve understanding attack intent through network
analysis. This study trains machine learning models on the CIC-IDS-2017 dataset, which
includes various attacks and normal traffic. The proposed solution is based on a flow-based
intrusion detection system that leverages machine deep learning with Transformers. The goal is
to establish a real-time intrusion detection system capable of identifying threats through traffic

analysis, providing a robust defense for the cybersecurity challenges of the digital era.

Keywords: Cybersecurity, flow analysis, Intrusion Detection System, Deep Learning,
Transformer, BERT, and CICIDS2017
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BHEFFH O B2 FIEEE - Ao b TBB#F iy F- >3 (4RI )-

REBFTHEEERC- i8R B2 8V P RE yr ZEREFHRG - 2L 15
A KEE R-H fg 5 0-14 o s APEEEH A K TR E S S 80% R
B0 20%:iplR g o

*53,707,1,1,56,97,56,56,56.0,0.0,97,97,97.0,0.0,216407.355,2828.854314,707.0,0.0,707,70
7,0,0.0,0.0,0,0,0,0.0,0.0,0,0,0,0,0,0,20,20,1414.427157,1414.427157,56,97,69.66666667,23
.67136104,560.3333333,0,0,0,0,0,0,0,0,1,104.5,56.0,97.0,20,0,0,0,0,0,0,1,56,1,97,-1,-
1,0,20,0.0,0.0,0,0,0.0,0.0,0,0°

)

[3X)

R T S ¢ 3
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)

’ﬁ Transformer S HcAEE » &% & 5~ gnF 5 L ALk i
R EE B R -

#Z DRETERR
Equipment Description
CPU 13th Gen Intel(R) Core(TM) i9-13900K 3.00 GHz
GPU NVIDIA GeForce RTX 4080

Operation System Window 11 22H2

Jupyter-lab 4.0.7-1, transformers==4.24.0,
simpletransformers==0.63.11, PyTorch 2.0.1

Environment

4.5 R B 0 SR lcdy

L4t transformer 3" 3R 15 PR 7 F B B R =G > A * R % 252 (Confusion
Matrlx) dodow o A A fIERIFRS Y AN dp ik L B }i (Accuracy) et Fa &
(Precision) ° ;8 % “B* 4ok v #7157 > H ¢ True Positive (TP) & & F % 2 3245 %] 2 FEB 5
%4E W] > T B 54 False Positive (FP) & & F "2 2L 88 W (R SRR 5 3248 %] » TR E M S
False Negative (FN) & £ 9 "% 5 %58 9] w 3P| 2L3% 55 %] » T iR 1£ 1% True Negative (TN)
AR RS TR S RN T EE o

# w1 R 7% 28" (Confusion Matrix)

Actual Class (& F& &4 %f)
Positive Negative
Predicated Class Positive True Positive (TP) | False Positive (FP)
(SR B e ) Negative False Negative (FN) | True Negative (TN)

Zow ¥ BRI AFY E R

RTSELe Atk APV P E A PERR
(Accuracy) fo#F 72 & (Precision) » H 3+ 3 =

R e T g (2)fe(3) -

_ TP + TN
Accuracy = 2
TP+TN+FP +FN
L TP
Precision = (3)
TP + FP
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RRERAE S 50 151,529 £ F A £ AN & A E A B B (TP) S B
B(FP)~ S 164 (TN) foiibtt (FN) irlichf £ 8 - 19533 S4csh > A 07 115 o)
A= ﬂ:mTransformer%“”“J v 59 F R 99.95% i Fr F 10 &2 99.6% i rr S (kT )
¥oeb o iR R ﬂkgmﬁﬁ.— c— s #5574 o b4e Infiltration, Heartbleed 4+ WebAttack
Sql Injection ¥ » H 4k AdcE B RFHE < ° o A ¥ 72 & * oversample (IFRT o
€ ER A LR AR o L5 oversample ¢ KA uipt ﬁ AR TR
3 q_ﬁ"'ﬁf‘-"fpé‘lsv"ﬁbﬁ‘ ’]‘fﬂ“mﬁrﬁlﬁf_?o oy A2 4 en
Transformer #-%| % /& ¥ 4 4758 FL47pR 7552 % (DDoS ) frieé7iRizsc¥ (DoS) = o %
BN B IR Ry ﬂf\-"ﬂ‘%ﬁ?iﬁ: °

#23 CRIREZPRES

Label TP FP TN FN Accuracy | Precision
BENIGN 3990776 | 207 | 112003 | 224 | 09992 | 0.999
DDoS 25579 5 126599 | 27 0.0998 | 1.000
PortScan 31,765 21 | 120403 | 21 0.9997 | 0.999
Bot 290 65 | 151,752 | 103 | 09989 | 0817
Infiltration 367 2 151,841 0 1.0000 | 0.995
Web Attack 299 136 | 151,773 2 09991 | 0.687
Brute Force

Web Attack XSS 0 0 152080 | 130 | 09991 | 0.000
Web Attack 214 2 151,994 0 1.0000 | 0.991
Sqgl Injection

ETP-Patator 1,584 0 150,622 4 1.0000 | 1.000
SSH-Patator 1176 15 | 151,015 4 0.0999 | 0.987
DoS slowloris 1,153 4 151,047 6 0.9999 0.997
DoS Slowhttptest | 1,091 3 151,107 9 00999 | 0.997
DoS Hulk 46193 | 130 | 105865 | 22 0.9990 | 0.997
DoS GoldenEye | 2,011 10 | 150141 | 48 0.0996 | 0.995
Heartbleed 112 0 152,098 0 1.0000 | 1.000
Total 511610 | 600 |2130340| 600 | 09995 | 0.999

Bl it HA A RETAE Y o & A SRR w’ﬂﬁwéﬂ—ﬁoﬁ?”
EAKRLFL > ok Rt F LB AT HEEN PER S FLE- HATF

32



Communications of the CCISA
C@ﬂ Regular Paper
Vol. 29 No. 4 Nov. 2023

Confusion Matrix

BENIGN 2 20 65 2 6 0 1 o 5 1 1 102 9 0
DDoS - 24 a 1 0 0 1 0 0 ) 0 0 0 1 0 0
- 40000

PortScan - 5 0 176 0 0 4 0 0 0 0 0 1 11 0 0

Bot - 1032 o o 290 o o 0 o o 0 o o o 0 0o

Infiltration - 0 o (4] 0 367 (4] 0 4] 0 0 4} 0 0 (4] (]
- 30000
Web Attack-Brute Force - 1 0 0 ] 0 299 0 1 0 0 0 0 0 0 0
Web Attack-XSS - 7 o (¢] 0 0 121 0 o 0 o o) 0 2 0 4]
=
= Web Attack-Sql Injection - 0 o (4] 0 (4] o] 0 214 0 0 0 0 o 0 0
<
FTP-Patator - 4 0 [¢] 0 0 0 0 4] 1584 0 4] 0 0 0 0 20000
SSH-Patator - 4 o o (] 0 o] 0 o 0 1176 0 0 o 0 (]
DosS slowlons - 4 o o ] 0 1 0 o 0 0 1153 0 1 0 ]
DoS Slowhttptest - 5 o (4] 0 (4] o 0 o 0 () 3 1091 o 1 0
- 10000
DoS Hulk - 18 3 (o] 0 0 1 0 (] 0 o 0 0 JSEE O 0
DoS GoldenEye - 32 o (4] 0 (4] 2 0 o 0 0 o 1 13 2011 0
Heartbleed - 0 o 4] 0 0 4] 0 o 0 () 0 0 o 0 112
' ' ' ' ' ' ' ' ' ' ' ' -0
5 3 5 &8 5 ¢ 8 5§ 2 : £ % % % %
2 3 3§ 2 & 2 8 =2 8 § 8 = ¢ 2
= 5 = o 3 2 & & =3 2 ¢ = €
& € B &£ = & £ ¥ T o @ @
= ~4 = = v &
@ < = e 4 ra =2 ©
s r-1 b5 o vl a
] o - w o
< = [~ o (=]
b= e a
ES
<
2
7] o
= =
Predicted

=

SRR B AR A ag
4.6 Bk s e R

ARG R RV R0 0 S RO E R RRCAI AT G TR RS E T L o
ﬁiﬁ:’{%ﬂ v L AT E i E b % % CICFlowMeter 4.0[13] » #*1 & A jplenpFiz »
€ A2 T M‘r}h:’{?iﬁﬁﬁﬂﬂow TR TS csvihE o 50 L B ak-flow TR
FR) WA ﬁﬁ » 34 & CICFlowMeter < src %% & ) > 12 #& flow_session.py #h % > 3
sv post request T o JL BV LR E AT L AT A 4 b flow o FK R - RE 1
BRI o FPF o B flow 2% 0 AL F & AIEE flow FTAL 0 #-sre IP >
dest IP » Timestamp ° des _mac ° src_mac » src_port, protocol j&_flow ¥ #5 "f BE L
NFREE LT R o RAFXERZ ] RSy BN DEEES o AP
FERMSsrcIPAew L TR o R T AP B ALK o KB srcIPa koo
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4.7 BgE s F 3R R
Emm FHRE S ATROEDR AP EA E S S ERREERE RS R R
- & ""’"J:H;‘? Flask AP] ' » ¥ F =3B ® > K45 | ELFE B g T

& H#-
P el Pl o gt T A% iE Slowloris 0 slowhttptest » nmap iz 1 E ok R fikR st
# o 00 H 5 SRR T A R R e

4.7.1 Slowloris sz %

t Kali (#tsc# %) enf$ B4 > A P47 Slowloris ¢#sc# - Slowloris £~ 78 f}
Ho o reehpperc® i & oo v 3t p AR 2 7R85 PR4E (DoS) © Slowloris sz # 1 *
i HTTP thikeh- Bl > T f # 5 & HTTP 306 > PIRE & FF e £ = i

F_‘-

ﬁ?ff’“— B B Pl R & S AgpF o Slowloris 1% i - B i pifi P
SRR A G R R R RERIRERF L ERSIR > KM HEPIRESD
?VEI P ERHEEE D A RILH B 82 ey o Slowloris st H hEFELE U A & S B
?%ﬁ*iﬁ@ﬁiiva?uéﬁﬁﬁﬁﬁ$$%ﬁ1?%ogﬁﬁﬁiﬁ%m@
FALTRE g R f A Rt FA VAR FRHFARERET S F NP e T

Bl %_d Kali# {7 Slowloris % m? mac FpFIE 0 A i‘?‘i\ transformer model + =78 B 3 4% >
Bp Pl e o B =k e # 5 Dos Hulk 40 Bl = fe @ ~ -

>python slowloris.py 192.168.0.100 -s 5000

| 1/1 [00:03<00:00, 3.86s/it]
| 1/1 [00:00<00:00, 21.57it/s]

BENIGN
120.101.3.117 - - [23/Sep/2023 18:04:45] "POST /predict HTTP/1.1" 200 -
{'feature’: '80,0.0,0,0,0,0,1,0,66,0,66.0,66.0, 66.0,0.0.0.0,0.0,0.0.0.0‘66 66,66.0,0.0,0.0,20,0,20,0,0.0,0.0,0.0,0.0

| 1/1 [00:03<00:00, 3.81s/it]

| 1/1 [00:00<00:00, 22.96it/s]
DoS Hulk

120.101.3.117 - - [23/Sep/2023 18:05:01] "POST /predict HTTP/1.1" 200 -

B - & * slowloris sx# 2. $-7] Tr pF 2

¥R A I’y:ﬂ*:}% 2 “slowloris -¢ 1000 » p* pF id R3] 2] W] 5 WebAttack-Brute
Force 4B ~ :
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Web Attack - Brute Force

csv_line: 4047, prediction:Web Attack - Brute Force IP from <192.168.0.102>

string_values 80,2526063.2038116455,216.14661073251284,3,5628562208655965,1.979364567147553
5,1.5834916537180428,5,4,330,216,66.0,66.0,66.0,0.0,54.0,54.0,54.09,0.09,66,54,60.66666666666

6664,5.962847939999439, 35.55555555555556, 100, 80, 20, 0, 315757. 9004764557, 991147 . 0413208008, 39
.10064697265625, 348178.23996381264, 2525918 . 0068969727, 991147 . 0413208008, 504681 .8256378174, 6
31479.5017242432, 207768, 0102578204, 1534877.061843872, 522783, 9946746826, 504588 ..12713623047, 5
11625.6872812907, 7979 . 466034044264,0,0,0,0,1,0,0,0,0,0,0,0.8, 6. 666666666666664,64240,0,0.0
,0.0,0.9,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,66.0,54.0,0,5, 4,330,216

B~ - i@ * slowloris o & 2 $-7)] T pF 2| E7
4.7.2 slowhttptest sz ¥

¥oeb o fsz 48 Kali F oo 4 7 slowhttptest shirc# {7 5 o slowhttptest [14] 8 - &
o ER M i HTTP s en1 & o i HTTPs< & 4 - 11 % HTTP {238 ¢ - R F
BRI HEN AT ER R Y ﬁs?] HTTP 34 & if 42 P iR PRG35 B 0T iR chsc 5
3 o slowhttptest ¥ 113 #1103 b N @4 HTTP 3 > 4o fi Rt ~ 3 B
BB ¥Bend R FmE o MBS AE o LI RE I R B R4 o T LA
Kali e # 45 b > 34 {7 chrc 4y 4
>sudo slowhttptest -c 1000 -H -g -o slowhttp -i 10 -r 200 -t GET -u http://192.168.0.100 -x 24 -p 3

BRI 4 R T e & DoS Slowhttpest-Attack o Bot e & 4o Bl 4 fo Bl -

DoS Slowhttptest-Attack
csv_line: 4448, prediction:DoS Slowhttptest-Attack IP from <192.168.0.102>
Garbage Collection Finished. Flows = 37

Garbage Collection Began. Flows = 37
string_values se,_, 152.48261127330895, 2.5134496363732244,1.396360909096236

,1.1170887272769887,5, 4,330,216,66.0,66.0,66.0,0.9,54.0,54.0,54.0,0.0, 66,54, 60.666666666666
664,5.962847939999439, 35.55555555555556,100, 80, 20, 9, 447592 02003479004, 2056151. 8669128418, 8
2.0159912109375, 651830. 2223517216, 3588593.1091308594, 2056151 . 8669128418, 584312.99209594727,
895148.2772827148, 670313 .3004029904, 3580654 . 1442871094, 2563346 . 1475372314, 504132 0323944092
,1193551. 3814298364, 968598 . 2050087926,0,0,0,0,1,0,0,0,0,0,0,0.8, 60.666666666666664, 64248, 0,
©.9,0.0,0.0,0.9,0.0,0.0,0.9,0.0,0.0,0.9,0.0,0.0,0.9,0.0,66.0,54.8,0,5, 4,330,216

Bl4 : & * slowhttptest s # 2_ T p& & 7

Bot

<class 'str'>

Bot IP from <192.168.0.186>

string_values 135,2035127.1629333496,294.82187203240136,4.913697867206689,2.4568
489336033443,2.4568489336033443,5,5,330,270,66.0,66.0,66.0,0.0,54.0,54.0,54.0,0.

0,66,54,60.0,6.0,36.0,100,100,20,0,226125.24032592773,511023.99826049805,76.0555
2673339844 ,252520.32339264493,2035051.1074066162,511550.1880645752,506864.070892
334,508762.77685165405,1728.9924046422088,2034600.9731292725,511324.8825073242,5
06798.02894592285,508650.2432823181,1673.1583589223283,0,0,0,0,1,0,0,0,0,0,0,1.0
,60.0,64240,0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,66.0,54.0,
0,5,5,330,270

Bl : i * slowhttptest rz % z_ T p& 2| g7
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4.7.3 Nmap # v #

ArrH Kali F o > g © 2 (sudo) # % nmap 1 & - ¥ IP ¥ 4 5
192.168.0.202 chi 2 {7 F S czd v s > 01 @Vt s e § B acas ¥ oL
FodptdoT

>sudo nmap -p- 192.168.0.202

TR TEARY o BRI Y S Bot st o 4o G Bl - foBlL = ot o

Bot-Attack

csv_line: 113, prediction:Bot-Attack IP from <192.168.0.182>

string_values 3306,505508.8996887207,474.76908942213635,7.912818157035606,3.956409078517803
,3.956409078517803, 2, 2,132,108, 66.0,66.0,66.0,0.0,54.0,54.0,54.0,0.0,66,54,60.0,6.0,36.0, 40

,40,20,0,168502.9665629069,505285.97831726074, 61.03516625, 238141.56495906767,0,0.9,0.0,
0.0,0.0,0.0,0.0,0.0,0.0,0,0,0,0,1,0,0,0,0,0,0,1.0,60.0,64240,0,0.0,0.0,0.0,0.0,0.0,0.0,
0.0,0.0,0.0,0.0,0.0,0.0,0.0,66.0,54.0,0,2,2,132,108

Bl-- - &% Nmap s 2 TpF2| %7

0.9,
.0,0.0

r

Bot

<class 'str'>

Bot IP from <192.168.0.186>

string_values 135,2035127.1629333496,294.82187203240136,4.913697867206689,2.4568
489336033443,2.4568489336033443,5,5,330,270,66.0,66.0,66.0,0.0,54.0,54.0,54.0,0.
0,66,54,60.0,6.0,36.0,100,100,20,0,226125.24032592773,511023.99826049805,76.0555
2673339844,252520.32339264493,2035051.1074066162,511550.1880645752,506864.070892
334,508762.77685165405,1728.9924046422088,2034600.9731292725,511324.8825073242,5
06798.02894592285,508650.2432823181,1673.1583589223283,0,0,0,0,1,0,0,0,0,0,0,1.0
,60.0,64240,0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,66.0,54.0,
0,5,5,330,270

Bl = i * Nmap #F 45 2 T pF 2| ¥7

$r b F AP R sudo nmap -p- iR PEIE 0 P[A H8. € F ptd1 SSH-Patator v
Bot chrc# (7 Z 4Bt = o § @ * nmap fFf - BTG o pF o ¢ R R 5
BEEG O ERE VO F L o AAERT 0 v Bigtka flow 5 SSH-Patator 7
e ¥ o SSH-Patator #_— f8 4%+ SSH PRI%cife + pLfZsc > BEWEF R BT bt
S Lfep b ke f2 SSH £ 4 § nmap Fh TF BT T § B I A E T o

<class 'str'>

SSH-Patator IP from <192.168.0.186>

string_values 53,509303.09295654297,471.2321666981872,7.853869444969787,3.926934
7224848934,3.9269347224848934,2,2,132,108,66.0,66.0,66.0,0.0,54.0,54.0,54.0,0.0,

66,54,60.0,6.0,36.0,40,40,20,0,169767.697652181,508760.929107666,236.98806762695
312,239704.41435493715,0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0,0,0,0,1,0,0,0,0,0
,9,1.0,60.0,64240,0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,0.0,66.0
,54.0,0,2,2,132,108

BENIGN

Bl-- = &% NmapHF 2. TpF2)
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AN otk > K & N - fEAY Transformer 49 G B A SEHCA 0 1 20 1§
Blfe 2w g s o By S AT 0 A TR A AR RS L ¢ 5] 99.9% o
ﬁymwﬁ@ﬁﬂﬂﬁﬁzjﬁ’ﬂw%igﬁﬁmﬁrﬁxBﬁﬁﬁﬁﬁﬁﬁﬂ%’
FOF Sl HCALR TR 0 A AT nh Y 0 AN T A Y FRRE 2

3

e ¢ v 7 fed st o gt #h > #3F CICFlowMeter (h I pF i £ 2| %] > 5 éi%ﬁr‘!ﬁ

P F GROT R LRRE 2P EEET G RN RROERS Ko £ H
PRl SRR A R BT 1 H AR A RFTER L #ﬁm?;f%%m

'ﬁoikﬁlﬁj’ﬁ—ﬁﬁa%ﬁ%*m"*’%ﬁﬂww*ﬁw %“
st BT 0 3 A RSt R ’ﬁwﬁﬁ%mﬁ%%%’iMﬁﬁ

FRBRE >
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