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Abstract

In the evolution of mobile communication systems, security is keeping enhancement. The
security evolution involves the process of one-way authentication used in the second generation
(2G) systems, and two-way authentication used in the third generation (3G) systems and beyond.
However, there are still many security issues that have not been properly resolved, which might
result from the attacks by rough base stations. To mitigate such attacks, this thesis proposes
using the BBS signature, which is introduced by D. Boneh, X. Boyen and H. Shacham, in the
base station identity authentication procedure. By changing the base station broadcast message
SIB, in which the BBS signature is added, the User Equipment can perform authentication
process before attaching to the base station, thereby mitigating the security issues resulted from
rogue base stations. There are two BBS signature schemes proposed in this thesis and their

implementation as well as experiment results are also demonstrated.
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L3R ¥ CellID 12 2 TAC » PKI e 35 418 #- Cell ID ~ TAC 12 2 § 228 (F &
W~ BEFHET R LA A TR L2 g o w 81 MME/AMF » MME/AMF ¢
R g L2 G B3 A Lo AE LA IE L2 G ook S RHE £ SIB2
R R

UE fed24c | SIB2 12 2 *if4e 3018 > § A E G »ahp L F 8 » 305 % p B1F
WA LR TERE A s o e, MME/AME (i B R £ A
= ?.%éq‘*v? SIB2 g *F f §¢ (overhead) & 120 Bytes °

|

UEs Base Station MME/AMF PKI
@)
&
S -
——
| T
Store PK Generate
on eSIM Sign Request Key pair(PK - SK)
Cell ID(28 bats) Sign Request
Cell ID(28 bits) - TAC(16 bits)
> Gen Sign
Sign Response
~ Sign Response " Ssign - valid(32 bits)
MIB " Sign - valid(32 bits)
) SIBI
~ SIB2|| valid || Sign
Verify Sign<

Sizeof(Sign) = 112 Bytes Sizeof{valid) = 4 Bytes
Bl 13 : & o gzmine™ &=

B kEERLLHERIT

Ay 2 WERR ) LR 14 T > AR KR Y - S A AT RES o
18 (Virtual Machine > # 7f]a_ VM) » i#%:iF USB3.1 43 5 USRPB210 - VMI * ™4k
UE » VM2 Rlfickg ik 3 5 % 0 B, > VML &2 VM2 54 USRP B210 *+ % ¢ /A (Air
Interface) & {7 3 o Emek & R H 4ok 2 977 o
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USRP B210 USRP B210

: T - ]
) (o

S

| |

srsUE srseNB - srsEPC

VM1 VM2
PC

Bl 14 0 WHERIRE K AL R
%2 RAREA

R & LA iR
(R Win 10
PC P EJRH = CPU 17-9700 8core 3.00GHz
R RAM 32GB (DDR4 16G * 2)
T¥ k% Ubuntu 20.04
Ml oo Eae H CPU core * 4
=X RAM 8G
R USB 3.1 port * 1
F¥ kbt Ubuntu 20.04
VM2 S e CPU core * 4
FK 1 RAM 8G
B USB 3.1 port * 1

4.1 PIFERRER 2 BT

A % srsRAN 17 5 RI3ETRH » & 2 { 3% srseNB R4ofb % L& SIB1 12 2
SIB2 % ® #f ¢t %4 BBS § % o % 71 1 srsUE fdic¥| SIB 44 #4  #ef2sh > M2 9§
LN ERTFHRE 4 ZH srsUE 2 R4S i 17 8 3 #F srsRAN 2. i sa p Z #3010 7 3

,J‘ ?Fi‘lf‘?;iuﬂg o
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4.1.1 srsRAN #ci> & £ F¥ 9 (F

BOE e Am e T HR N2 S P ERENA 0§ % srseNB i SIB FFER CH
‘v BBS & % F]#t % 12 2T srseNB 2. R 4545 ¢ 1.sib.config 2.enb_cfg_parser.cc 3.si.cc 4.si.he°

sib. conﬁg AR AR g o7y S K T4 0 A PR BBS & ?ﬁl?l >3
sib.config ¥ - enb_cfg parser.cc B|&E_f 7 i B~+4e sib.config & % X T 4H2 p 75 3 srseNB
e & 258 ssi.cc M %2 sih 2 & 7% 5 H-enb cfg parser.ce 3 B~z SI 4p B 30 4 38 {7 ¥ iB
= bit String 2_ #2.3% > %% & bit String 2_ {4 4 it %18 USRPB210 & (73 % » F ¥ # > 3
F 2 FALn (Data Flow) 4@ 15 #77 °

srseNB

W
>

sib.config enb_cfg_parser.cc

)

si.cc si.h

412 srsRAN &> § # %# R |

ol w g e g E g2 srseNB efp MR 2 E R4S 218 0 ey sisUE # F i
=~ ﬂ\éﬁé 2o B L iR IAR S i enSIB2 i (71 FEfRAE 0 R % SIB2 ¢ ¢ 3
E LR o o FIPF L seh % ¢ Lare.ce 2arreh 3.sicce 4.sih

sicc 14 % sih 2 % SIB2 % % SIt 4 &7 {2452 #425% > rre.cc 14 % rre.h P §_A 3245
2SI AREFERT T RITHI2Z A2 > Flot § FHREARS PR 2 reee § ¢ H
7o rre.cc BiBHKE B LAEz srseNB 2 & F 118 4 € & {7 (5 ¥ ¢ Random Access % ¥

% ﬁ*%i I%E ﬁ'{lv B3 —7‘\ ’E‘\T}‘J‘/rﬂ'ﬁrg] 16 *—"T‘,T\ o

srsUE
L &
rrc.cc rrc.h
" @
3% o
> si.cc si.h

16 smdci= § % 7



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 29 No. 2 May 2023

42 =< BBS § 29 1t

AERF Y 2 BBS & &9 iv425% F B2 TypeScript #£ 5 @ = 0 T35 A%< ik )
A EoNERSS BAEN B 2 k- 05T lBl’"ﬁmﬁrﬂ 17 #57 » %s Pl A&
AZBREERACB 18 5T 0 ART ke &Y B AEWP 1.3 %- 2 BBS 25 R 7iE
22 5% 2.7 % -2 BBS AN THALE L% -

HE—ZBPERA FE_Z =KL
R 0. 4 a4 PR 0. & R &4a ¥
Ml AR E S PEg 1 £ b
ML 2. BRER A R 2. RER S

Mf 3. A AREHA
MeE 4. EReE s ol

S ts-node proof.ts

Generate Keypair : - .ts 0
Generate Signature : - +tS 1 "SK” "PK" "tac”

Verify Signature - - .ts 2 "PK" "tac" "validl" "signature"
Generate Proof - - .ts 3 "PK" "tac" "validi" "Cell_ID" "signature"
Verify Proof : - .ts 4 "PK" "tac" "validi" "Cell _ID" "valid2" "proof"

B 17 2 k- 2.7 PR A2 78 4cit

s $ ts-node verify.ts
stage0® Generate Keypair : ts-node .
stagel Generate Signature : ts-node . "SK" "PK" "tac" "eNB_ID"

stage2 Verify Signature : ts-node . "PK" "tac" "eNB_ID" "valid" "signature"

B 18 : 3 % - 2 = PR 427N 78 4cit

4.2.1 L ipEEnie> %- 2 BBS f&25¢

A 2 B pBEAARS k- F Y o FAd PKIRGF S Frass < \f‘éﬁ*ﬁli"‘-
H 24+ 35 UE 22 MME/AMF » 24 & 2 #4555 % 4oB] 19 77 » 29 2 f a4
Base64 Ynfg 4 ¢ > F 4+~ B 5 32 Bytes > 2 4f& R 5 112 Bytes o

$ ts-node proof.ts 0

Secret key base64 = axMNRcrYiBjm8Fc1AjTFp31HpJzQPncM40fVogbAonA=

Public key base64 = iW9vVvhKFLFpnn32Dkn8MBjYOQpVAjT50IapHImRYzqyIamX0tVc/rdjtqVvoX
WiuUFeI8pYIHebOmu5Ay1BiEdAQ8Ea+pdHLMAWOGXeMhVTYO3SKReNiMrTK2 /+uul3mv

B 19: Lipshaiit- 2% FIFE-4 3 £ 454

PKI 2 & % '\ﬂa%w;%]é T Af A TACST S * & ¢ * #:L5MME/AMF -
P ;%%}%} 20 #rF B P AR R BRI S 2 GH 0 2R 5 TAC Kk
& ,@] M E L E PN At (Uint8Array) 770 2P & fedici@ 5 0~255 2 8bits
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#7088 L E R S 112Bytes valid % T_5 2 & £ 4% % Unix PR (Unix timestamp)
4 -] pF > valid0 # 57 3 »xdp 2. B 16 bits > validl % 7= ™ 16 bits » $* FF £ 3T eNB 24

Unix FFRER S p 1970 & 01 # 01 p 00 pF 00 ~ 00 Fyd= 144 5 8 oriit2 prRys
1669183393 % 2022 # 11 * 23 p 14 03 » 13 ) -

: S ts-node proof.ts 1|axMNRcrYiBjm8Fc
1AjTFp31HpJzQPncM40fVogbAonA= i1W9vVhKFLFpnn32Dkn8MBjYOQpVAFTS0IapHIMRYzqyIamX0tV
c/rdjtqVoXWiuUFeI8pYIHebOmuSAy1BiEdAq8Ea+pdHIMAWOGXeMhVTYO3SKReNiMrTK2 /+uul3mv

Secret key base64 = axMNRcrYiBjm8Fc1AjTFp31HpJzQPncM40fVoqbAonA=
Public key base64 = iW9vvhKFLFpnn32Dkn8MBjYOQpVAjTS0IapHIMRYzqyIamX0tVc/rdjtqVoX
WiuUFeI8pYIHebOmuSAy1BiEdAQ8Ea+pdHIMAWOGXeMhVFYO3SKReNiMrTK2 /+uul3my

Output signature = 180,112,144,196,239,116,197,195,215,28,60,197,129,44,225,164,
45,187,156,24,235,76,133,136,60,133,93,17,250,28,98,183,170,54,114,174,234,75,19
5,18,19,23,97,123,112,165,158,90,67,42,22,150,181,164,175,211,223,28,173,27,182,
119,93,244,46,127,248,18,105,68,136,112,29,82,20,12,52,107,208,203,55,227, 250,74
,254,66,62,99,232,105,89,217,137,24,217,119,185,214,171,91,29,251,172,24,54,218,
62,77,237,76,202,194

0110001101111101
1011011110100001
valid = 1669183393

Bl20: ipsReginfe— 2 % - ER-2 3% %

MME/AMF 45123 & t6 p AREF R - HEHE LB FHRE  RES *40H 21
Aron o H oY Jf];f?_ﬁm} 2 TAC #cie 2 § 4 % > 4 SRFHLBEF = éﬁA%]» Cell
ID =105217 # = & 4R 22 #7771 > 1‘%1‘ % Ak B a TAC~ & 73 »xdp ~CellID > P
PR EE L A4 2 SFEP A S 383Bytes) B R Z R R R FRERIVE BN
(AL 8] [ A

: $ ts-node proof.ts 2 iW9vvhKFLFpnn32
Dkn8MB]YOQpVA]TSOIapHImRYzquamXOth/rd]thoXNIUUFeI8pYIHeb0mU5Ay181Equ8Ea+del
MAWOGXeMhVfYO3SKReNiMrTK2/+uul3mv[7 1669183393]180,112,144,196,239,116,197,195,2
15,28,60,197,129,44,225,164,45,187,156,24,235,76,133,136,60,133,93,17,250,28,98,
183,170,54,114,174,234,75,195,18,19,23,97,123,112,105,158,90,67,42,22,150, 181,16
4,175,211,223,28,173,27,182,119,93,244,46,127,248,18,105,68,136,112,29,82,20,12,
52,107,208,203,55,227,250,74,254,66,62,99,232,105,89,217,137,24,217,119, 185,214,
171,91,29,251,172,24,54,218,62,77,237,76,202,194

{"verified":true}

B2l LipskEniiE- 2% - IFER-%EE ¢
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- S ts-node proof.ts 3 iW9vvhKFLFpnn32Dkn8MBjYOQpVA]
TSOIapHImRYzq IamX0tVc/rdjtqVoXWiuUFeI8pYIHebOmuS5Ay1BiEdAqQ8Ea+pdHLIMAWOGXeMhVFY®O3SKReNiMrTK2 /+u
u13mv180,112,144,196,239,116,197,195,215,28,60,197,129,44,225,164,45,187,
156,24,235,76,133,136,60,133,93,17,250,28,98,183,170,54,114,174,234,75,195,18,19,23,97,123,112
,105,158,90,67,42,22,150,181,164,175,211,223,28,173,27,182,119,93,244,46,127,248,18,105,68,136

,112,29,82,20,12,52,1607,208,203,55,227,250,74,254,66,62,99,232,105,89,217,137,24,217,119,185,2
14,171,91,29,251,172,24,54,218,62,77,237,76,202,194

output proof = 0,1,1,147,211,67,182,8,114,241,16,183,147,156,61,7,77,1,244,231,189,86,91,90,67
,68,132,84,161,168,8,4,175,182,14,247,51,186,88,218,246,53,96,9,188,47,241,192,8,103,204,174,2
36,146,66,71,9,137,200,249,81,169,54,23,176,174,5,216,199,253,5,232,253,1608,77,253,161,146,150
,213,235,168,112,101,236,46,199,63,168,129,70,166,161,147,230,206,237,219,13,129,169,193,44,15
1,106,100,91,109,121,215,210,124,69,194,149,189,176,172,242,15,12,164,49,251,17,221,78,132,118
,245,62,206,194,49,83,50,3,4,135,125,55,183,120,126,248,65,86,0,0,0,116,136,69,51,155,24,226,1

65,218,144,162,159,100,46,197,14,170,120,74,4,177,172,136,160,188,17,182,250,243,249,77,248,11
3,160,36,154,83,2,1609,217,171,155,107,37,72,117,172,13,26,0,0,0,2,44,151,141,157,180,89,167,21
0,134,100,47,178,199,38,17,173,22,226,125,24,153,154,125,208,100,156,185,112,95,19, 198,165,103
,174,11,33,196,253,55,110,186,68,69,185,50,39,72,138,14,125,29,179,70,76,162,234,70,187,112,11
8,179,43,176,10,138,160,210,164,248,186,253,163,87,174,2,0,184,35,122,255,242,89,221,187,40,42,
255,159,233,136,234,231,235,172,251,99,1600,13,90,38,164,240,212,212,199,60,32,246,157,176,134,
205,0,0,0,2,48,110,92,119,214,197,14,35,126,176,31,194,163,228,233,161,72,65,252,51,26,103,235
,156,184,37,96,16,148,52,206,241,98,71,88,102,125,4,22,219,34,155,77,160,11,254,184,233,79,128
,195,241,105,39,222,68,28,41,134,224,130,112,48,47

valido = 01100011011111600
validl = 0110100011100100
valid = 1669097700

]%] 22 e 17’ $FE-/HLﬁE-— M“:’- FEI 'F)s-4 ’:J\:g)g-ﬂg

% UE fod24c 3| SIBl ~ 2 i8-8 ¢ #72 3 TAC=7» Cell ID = 105217 ~ § >z 12 %
M B AR TRE M AR A SR PO RER L L BB AR
23 #5F o f,gfs_—:rw &R 5 TAC~ § &3 »cdp ~ CellID ~ #P 3 28 o

$ ts-node proof.ts 4 iW9vvhKFLFpnn32Dkn8MBjYOQpVAJ
TSOIauHImRYZ- IamX0tVc/rdjtqVoXWiuUFeI8pYIHebOmu5Ay1BiEdAQ8Ea+pdHIMAWOGXeMhVTYO3SKReNiMrTK2 /+u
u13mv0,1,1,147,211,67,182,8,114,241,16,183,147,156,61,7,77,1,2
44,231,189,86,91,90,67,68,132,84,161,168,8,4,175,182,14,247,51,186,88,218,246,53,96,9,188,47,2
41,192,8,103,204,174,236,146,66,71,9,137,200,249,81,169,54,23,176,174,5,216,199,253,5,232,253,
108,77,253,161,146,150,213,235,168,112,101,236,40,199,63,108,129,70,166,161,147,230,206,237,21
9,13,129,169,193,44,151,106,100,91,109,121,215,210,124,69,194,149,189,176,172,242,15,12,164,49
,251,17,221,78,132,118,245,62,206,194,49,83,50,3,4,135,125,55,183,120,120,248,65,86,0,0,0,116,
136,69,51,155,24,226,165,218,144,162,159,100,46,197,14,170,120,74,4,177,172,136,160,188,17,182
,250,243,249,77,248,113,160,36,154,83,2,109,217,171,155,107,37,72,117,172,13,26,0,0,0,2,44,151
,141,157,180,89,107,210,134,1600,47,178,199,38,17,173,22,226,125,24,153,154,125,208,100, 156,185
,112,95,19,198,165,163,174,11,33,196,253,55,110,186,68,69,185,50,39,72,138,14,125,29,179,70,76
,162,234,70,187,112,118,179,43,176,10,138,10,210,164,248,186,253,163,87,174,2,0,184,35,122,255
,242,89,221,187,40,42,255,159,233,136,234,231,235,172,251,99,100,13,90,38,164,240,212,212,199,
60,32,246,157,176,134,205,0,0,0,2,48,110,92,119,214,197,14,35,126,176,31,194,163,228,233,161,7
2,65,252,51,20,103,235,156,184,37,96,16,148,52,206,241,98,71,88,102,125,4,22,219,34,155,77,160
,11,254,184,233,79,128,195,241,165,39,222,68,28,41,134,224,130,112,48,47
{"verified":true}

B 23: LipskE - 2 5 IR -REED
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4.2.2 L ipEEaieS % - 2 BBS &8

iF

%

A R e S pRES Ao g hd PKIGF O As A2
=R

4B 24 ror 0 B P 2 4% Base64 Sk & ot 0 F4EE }i ;21 32 Bytes > =4
112 Bytes °

e

£

$ ts-node verify.ts ©

Secret key base64 bopvYiaHVzepdIsPo7idkNoQF1jjli4YkRfduPD3Cvo=

Public key base64 = 1CseIRyAyT7Xa7ExD2tZIcywygCVy4TLdpniEVXEf37xalL8WRAmMHUXhTAQvV
N9amANnS jnNyIW9iNDS3qLwmpKdKo59KGOkpuAz6zL5M3W+m3P9ukKOVncXq7IjR1gK8A

Bl 24 & mmindes 2 5 FRA-4 4 0 F a4

ROFAES O R 2 F S TACIoCelllD 2 2§ &0 & 24 2 &% 4o
Bl 25 #75% o 1304 & o it 0 2 z30A  TAC=7 11 2 CellID=105217 > 2 & §
tE R A 112Bytes» 3 2%xPR 5 2+ 8 5 TRHF S 10 448 -
bopvYiaHvzepdI]

sPo71deoQF13Jh4YkaduPDBCvo— leeIRyAyT7Xa7ExDZtZchwngVy4TLdpn1EvXEf37xalL8w

Secret key base64 = bOpvYiaHVzepdIsPo7idkNoQF1jjli4YkRfduPD3Cvo=
Public key base64 1CseIRyAyT7Xa7ExD2tZIcywygCVy4TLdpniEVXEf37xalL8WRAMHUXhTAQV
N9amAnS jnNyIW9iNDS3qLwWmpKdKo59KGOkpuAz6zL5M3W+m3P9ukKOVNcXq7IjR1gK8A

Output signature = 177,37,94,45,226,34,221,126,93,110,210,189,88,54,215,82,26,19
8,83,82,241,104,30,194,1609,69,173,80,236,173,207,58,67,27,125,174,21,33,9,1,111,
84,46,161,229,233,169,237,12,178,114,157,150,192,205,223,63,83,137,183,239,48,18
0,148,100,233,20,93,204,145,202,52,126,185,38,220,168,12,51,85,28,179,48,174,228
,166,2,41,42,214,202,177,83,225,249,80,111,175,1,172,51,236,108,91,239,94,166, 14
,174,162,111,210

0110001101111100
= 0111101000000011
1669102083

B 25: L inhBEi M- 25— P-4 2 & %

BBS & £ E TR R AT B 26 7w 0 H ¥ fefRa kA G TAC~CellID~ % %
7 22 valid » § HEEE S ﬁ?] 2% B 5 verified:true BN & & B i 0 I
i"U gni’_ng{ f—? o

: S ts-node verify.ts 2 1CseIRyAyT7Xa7
ExD2tZJcywygCVy4TLdpniEVXEf37xalL8WRAMHUXhTAQVN9amANS jnNyIW9iNDS3qLwmpKdKo59KGOk
PUAZ6ZL5M3W+m3P9ukKOVNncXq7IjR1gK8A 7 105217 1669102083 177,37,94,45,226,34,221,1
26,93,110,210,189,88,54,215,82,26,198,83,82,241,104,30,194,109,69,173,80,236,173
,207,58,67,27,125,174,21,33,9,1,111,84,46,161,229,233,169,237,12,178,114,157,150
,192,205,223,63,83,137,183,239,48,180,148,100,233,20,93,204,145,202,52,126,185,3
8,220,168,12,51,85,28,179,48,174,228,166,2,41,42,214,202,177,83,225,249,80,111,1
75,1,172,51,236,108,91,239,94,166,14,174,162,111,210

{"verified":true}
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A2 g * 2 BBS ER BN AAEN - FH 2R L AT HE R 359 7 o
13 APMEERAATGE

e B PR A (H = ms)
43 gAY 0.694
42K 2 2911
HEE L 5.672
4 X 7.964
P 5.48

AATHY B EH ALY TR AR LA RBARSY FERET RG2S
SALFERP O E T HC afpl 2 R R BB R AR Y TR 2 AN SRR

Vi w2 wireshark ¥+ 82 % ¢ UE #4422 MAC Layer 3t L3 742 47 > £ i
Seva AR - 2. 2% 4r@ 27 #roF 0 SIBI A& R 5 251 Bytes > SIB2 & & B 5 259

Bytes ©

No. Time Sou Des Protocol Lengtt Info

~ 1 0.000000 LTE RR.. 37 MasterInformationBlock (SFN=80)
2 0.395018 LTE RR.. 251 SystemInformationBlockTypel
3 0.639011 LTE RR.. 259 SystemInformation [ SIB2 ]
4 0.760554 LTE RR.. 37 MasterInformationBlock (SFN=99)
5 0.815042 LTE RR.. 251 SystemInformationBlockTypel
6 0.958947 LTE RR.. 259 SystemInformation [ SIB2 ]
7 25.340330 LTE RR.. 37 MasterInformationBlock (SFN=201)
8 25.535324 LTE RR.. 251 SystemInformationBlockTypel
9 25.599267 LTE RR.. 259 SystemInformation [ SIB2 ]
10 25.720569 LTE RR.. 37 MasterInformationBlock (SFN=211)
11 25.775272 LTE RR.. 251 SystemInformationBlockTypel
12 25.919246 LTE RR.. 259 SystemInformation [ SIB2 ]
13 30.281211 IFE-RR. 37 MasterInformationBlock (SFN=69)
14 30.555371 LTE RR.. 251 SystemInformationBlockTypel

B 27 © r2 wireshark #.% > % - 2. MAC Layer

TH 28 5 %- 2 SIBL pF o feitA 5§ &4 %l 4 Bytes - H12R| 5 &P
»cdp 4 Bytes » £1= 5 %M 0 & 191 Bytes 2opE 0 @GRz §osxdp 2 P HciE 22 @) 22 4p

ss

o
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10111110 11101111 11011110 10101101 00CEEEEO 11111011 O0CEOEEEE OEEELEOEO
01101101 01100001 01100011 00101101 01101100 01110100 01100101 00000001
00000001 00100 CEOEOEE10 11111111 11111111 COCEEEE11 COEOCOEEO COEOEEOO
00000100 00010110 10000101 0EOEE111 EEEEEOE1 COEE1010 COEEEEEE 00001111

00000000IQQQQQQQ;_Q;QQQQQQ]01900090 00000100 00000011 G0OCEOEO C0EEE111
Valid1=1669183393 Valid2=1669097700 | 01100000

00000000 00011000 000101060
110001 10111110 11011011 11010000 1P110001 10111110 00110100 01110010
000000 0EOEOEEE 10000000 11001001 11101001 10100001 11011011 0COEO100
00111001 01111000 10001000 01011011 11001001 11001110 00011110 10000011
10100110 10000000 11111010 01110011 11011110 10101011 00101101 10101101
00100001 10100010 01000010 00101010 01010000 11010100 COEEE160 0EEEEO10)

01010111 11011011 0000111 01111011 10011001 11011101 00101100 01101101

00do

01111011 00011010 10116000
00000100 00110011 11100110
10000100 11000100 11100100
11011000 01010111 00EEEO10
01111110 10110110 00100110
11110101 11010100 00111000
10110110 01000000 10100011
01110110 11101101 10000110
10110101 00110010 00101101
00100010 11100001 01001010
10000110 01010010 00011000
00111011 01111010 10011111
00000001 10000010 01000011
01111160 00160000 10101011
00100010 10011001 11001101
01010001 01001111 10110010
00100101 0COEEE10 01011000
11011011 01111101 01111001
00010010 01001101 00101001

00000100 11011110 00016111
01010111 01110110 01001001
01111100 10101000 110101060
11101100 01100011 11111110
11111110 11010000 11001001
00110010 11110110 00101060
01010011 01010000 11001001
11000000 11010100 11100000
10110110 10111100 11101011
11011110 11011000 01010110
11111101 10001000 11101110
01100111 01100001 00011000
10111110 10011011 11011011
000E00E0 POEEOEEO BOEEOEEO
10001100 01110001 01010010
00010111 01100010 10000111
11010110 01000100 01010000
11111100 10100110 11111100
10000001 00110110 11101100

11111000
00100001
10011011
10000010
01001011
01100011
11110011
10010110
11101001
01111001
10100111
10101001
10111100
00111010
11101101
01010101
01011110
00111000
11010101

11100000
00100011
00001011
11110100
01101010
10011111
01100111
01001011
00111110
00000111
01000010
10011001
00111100
01000160
01001000
00111100
00001000
11010000
11001101

19000000 06OEEEEO GOOOOOOO

[ Proof [0,191] [

B 28 : 12 wireshark L% > % - 2_ SIBI p %

TERI29 P irEkRET kK- ¢ SIB2 fE{r2p 3 0 EiEite
382 Bytes 2. p & ©

TP s E R

192 =

40



C@ﬁ Regular Paper

Communications of the CCISA
Vol. 29 No. 2 May 2023

0oo0 10111110

)8 01101101
00000001
00000100
00000000
10001000
00001000

11101111
01100001
00000100
00011000
00000001
00000000
00000001

11011110 10101101
01100011 00101101
00000010 11111111
00001001 000111
00000000 0EOEE0EO
116001010 00010001
10000010 10011001

11000110 |

Proof[192,382] | 11000001

00000001 0PEPEO11 0EEEEEOO 0EEEEEOO
01101160 01110100 01100101 006EEEE1
11111111 00000011 0OCOEEEO GOEEEEEO
00000001 00001010 CEEOEEEE 001111
00001100 11100001 10111111 01111000
11100000 00OEEEE1 COCOEEEE GEEEEOEO
01000101 10101011 10011111 10110000

11011010 11001001 01010010 00011161

01101011
00100101
10011001
10111000
00100111
11101011
10010001
10011111
10101110
10000010
11101011
0098 (10010110
£0ab (01100010
Ooad |00000011
00be 11001111
0obs  |0EEEEEE0
00cH 10110001
00c8 (11111001
00do (00011001
0Ods 100001101
00el (01000001
0e8 (11111111
01001001
10011100

00000011
11100011
00001011
10011111
00101110
10000010
00010001
01000111
11011100
10110100
10000000
01110111
00111010
01010110
00001000
00000000
01000011
00111010
11111010
00110011
00000101
10101110
11110111
00001100

01000110 10000000
01100111 01101101
11101100 10110001
01600110 00100110
01011100 60010111
11001000 01110001
01101110 01001100
01101100 11010001
00011101 10101100
10101001 60111110
10000000 00101110
01101110 11001010
10111001 11111010
10001001 10101001
00111101 10100111
000000E0 10001100
10001000 11011111
01101000 01010010
11100111 00101110
10111100 01011000
10110110 11001000
00111010 01010011
10010001 60000111

00000000 000EEEE COEOEEEO 10001011
00010110 01011010 11110100 10100001
110016001 10000100 01101011 01000161
01100110 10011111 01110100 00011001
11000100 11110001 10101601 01011001
00111111 01001101 11011011 10101110
10001001 11010010 00100010 10000011
10010011 60101000 10111010 10010001
11001010 11101160 00CEEE10 10100010
00101110 10111111 01101000 11010101
00001000 11011110 10111111 11111100
00001010 10111111 11100111 11111016
11101011 00111110 11011000 11011001
00111100 00110101 00110101 00110001
01101100 00160001 101160011 01000000
00011011 10010111 00011101 11110161
10101100 00000111 11110000 10101000
00010600 01111111 0EEE1100 11000101
00001001 01011000 0EEEE100 00100101
10010001 11010110 00011601 10011111
10100110 11010011 01101000 EOEEEO10)
11100000 00110000 11111100 01011010
00001010 01100001 10111600 00106000

00001011 11000000

clelelelelelelo)

00000000

00000000

clelclolclelclopelolelelelololcpgeleleloleleloleJclolelelelolele)

B 29 : 12 wireshark L% > % - 2. SIB2 p %

> % = 17 wireshark 4 17 2_ % 5% 4cB] 30 *2 % B] 31 #ror > B 30 ¥ &+ SIB2 % & &
% 179 Bytes » B] 31 ¢ » =128 4 % valid 8 Bytes » 1284 5= BBS % %2 112 Bytes *

@ifeg B 2§ LB 25 B -

No. Time

i&%%ﬁkﬂﬁﬁﬁifﬁﬂﬂ%?é&%fﬂo

Sou Des Protocol Lengtt Info

LTE RR..
LTE RR..

37 MasterInformationBlock (SFN=145)
52 SystemInformationBlockTypel

LTE RR.. 179 SystemInformation [ SIB2 ]

LTE RR..
LTE RR..

37 MasterInformationBlock (SFN=163)
52 SystemInformationBlockTypel

LTE RR.. 179 SystemInformation [ SIB2 ]
B 30 : 12 wireshark %> % - 2. MAC Layer

41



C@ﬁ Regular Paper

Communications of the CCISA

Vol. 29 No. 2

May 2023

10111110

008 01101101
Delo 0eeeeee1
018 00000100
000000
10001000
00001000
11000110

048 |10010111
050 110000110
58 |10011011
10010000
01011011
01000011
11001111
00011001
00011111
01000111
01001010
Joab |00011011
fag (11111011

11101111
01100001
0000100
00101010
clelelelclelcn
00000000
00000001
10100110

01011011
10110001
01010001
11000110
11010101
00101100
11010100
00111010
10101110
00101100
10110101
11101011
11010111

11011110
01100011
00EE0010
00001001
clelelelelelol)
11001010
10000010
11001100

10110100
10010100
01101011
11011111
00001011
10011100
11100010
01000101
01001001
11001100
10110010
11600000
10101001

ie1e1101
00101101
11111111
00000111
0000000
00010001
10011001
11000001

10101111
11010100
01010100
01101011
10101000
10100111
01101101
00010111
10110111
00101011
10101100
01101011
1000011

0eEEEEEe 10110011 CEEEEEEE EEEEEEOE
01101100 01110100 01100101 0OEEEEE1
11111111 000EEE11 COEEEEEE EEEEEEEE
0000001 00EE1010 CEEEEEEE 0EEe1111
00001100 11100001 10111111 01111000
11100000 0OEEEEO1 COEOCEEEE GOEOEEEE

01000101

| Valid=1669102083

[ 10110000

11p11000 11011111 00011110 10000000

01010110
10111100
00111011
10000101
01111001
01100101
11111011
01110011
00101010
10111001
01010100
00001100
10101011

00001101 10110101
01011010 0000111
00101011 01110011
01001000 01000010
01111010 01101010
10110000 ©0110011
11001100 e0101101
00100100 01110010
00000011 00001100
00101001 10000000
11111000 01111110
11111011 00011011
10101000 10011011

11010100
10110000
11001110
01000000
01111011
01110111
00100101
10001101
11010101
10001010
01010100
00010110
11110100

16000000

5.2 =it i

olelolelelole]e)

31 :

00000000

Signature

11 wireshark L% > % - 2_ SIB2 p %

e J & v uﬂ&’/‘—a *'L,—j%'—l'% =
L3R R i pked 4

Bytes &

Iﬁ T %

£ 40 M % FE[10,25]i¢ 17 &
ST “,;zﬁ RS ﬂ‘
- HE- SIBZF A ERR L

Q"Lra';ft"hé =

T g F R4 SIB
2RI L 116
201 Bytes » e H - SIB i &

* 10ms pFERE Fﬂ»‘“%ﬁ” PRI A FITE S A o
2 4:SIB § 4
< £[10] < f[25] S % S % -
SIBI 3f *F § §¢ 181 Bytes 144 Bytes 200 Bytes N/A
SIB2 3f *F § ¢ 39 Bytes N/A 201 Bytes 116 Bytes
BAE g 220 Bytes 144 Bytes 401 Bytes 116 Bytes

$t UE sh2 ot i = i
1% pr[10]40 0 § 4B cecit
s '% f;ﬁ@% ﬁ%mﬂfﬁ_\"z BF % # SIB2 Z_ 3
a&ﬁ%%ﬁmf
AR L

N -

7 gigz,kgaégﬁo

R i

4
1~

T > UE T & 7

S ApER S A

At |ﬁ % 80ms 1 &

42

At %{-‘i(

% % CPU 17-9700 4 core 3.00 GHz 8G RAM & {7

B fded ST 0 AR TR N2 R Y L 55ms
» %+ UE @ E"/H‘Li?_‘:’ UE 7 & #F&jcz 2 SIB# 4 v 7
L SIB2 2 B4 ¥ Emi 80 ms o Fpt W id
=& SIB 3 4 0 7
HeEN2 S A UE B2 BE SR S5ms HUERR Y 57 3 1

- -+




Communications of the CCISA
C@ﬁ Regular Paper
Vol. 29 No. 2 May 2023

2 T iaE > jp il v‘}iJe[l(),ZS]LE%FA“d»‘ AL R f’ﬁt‘:?iﬁd};’ Bob PR A A (R R 2t
Ead 2mEEa o
# 5 UE st R = &
© (L] ~ j[25] - G Rs
119.19 ms 0.52 ms 5.67 ms 5.48 ms

i%é%ﬁﬂi*%“#mkyﬂ4é‘i%ﬁ@vﬂu6n]mwwwﬁéﬁ
Aok 6 97T o
% 6 UE g ¢t B = &
~ gx[10] ~ gx[25] > k- > & -
0.06 ms 0.02 ms 2911 ms 7.964 ms

53 B AT

EANT AR I’I?Jﬁ Wi PE% 7 im (AirInterface) » TR FEamEu g > £ 9 3 &
T AT i o
© 59 FFLS ec MIB - SIB
o mAp R EERAE
o EmZED FHBREREEE 2 SIMF R AR L2 PR SR TR (4o
de AT H 2 F4R)
i il X T AR A ) 32 R 0 | iﬁc&t—*ﬁ%? Air Interface » B~18 £ ;2 ¥ &

il

HZBEEPMNF T EK w&éhé’éﬁ—,ié%;NCﬂuwufmcwpg
By SAPR R STEERPEL ER N FRESIBY Y @i 0y UBRIII KA E
LHRAF 52 SIBRE# > d 3 CelllD 12 TAC 2 § & sk 2 ik » FIr B A
Poo2 i g R E%REOUE Pl g iy REBHFHEATELZAL A ELA
BooRERFTRE

s

PR N A F LR AR ETRETIRIP RAELRS o OREK G ETT
e BH SRR ERTEERTNE RPN B o Ahe ik A2 b ;ysgpp_,,,kﬁi—% T H A
WAL MME % ¢ 2 AP om2b3 % - - d H- PKIZ 2% 2 Flptinfe— 79 2

B R R E ORI AR AR F R S AT - F R AP G - R
R B R R S A MG R L PR st B T A1 L E T

43




Communications of the CCISA
C@ﬁ Regular Paper
Vol. 29 No. 2 May 2023

UEs Rogue eNB eNB

5 W

SIB1(/SIB2 || sign | _SIBI|ISIB2 ||sign
+ |

ﬁ%ﬁsign

RIS EE I SEE Zsign
WG E F FSIBI ESIB2PEE %

SIBI’||SIB2’ || sign

EB3Esign

1
H\EEIERE
BRELith ST

|
B 32: AL B%E RV o fg st 3+ 2

7

54 A k1%

% g 2 TP“%":?@};L;_H’JP{ CAPRIAFTI AFRENYTY RETR T AEL AR
ok o FIRt A PRRG A i 2 B Eé;pw fer PHANEI AFHERE P
T ¥ 4345845 3GPPTS 38331[1]> % 7 # F# i ;a8 ? SIB v 48+ < | 5 2976
bits (372 Bytes) > FI» F it 3 »x % { WL RDHRFF L 2T RY LA F S L RPHRELR
FAEE -

%‘71}7%*?{,# 3GPP TS 38.331[1] > &% 7 A iFHid g ¥ & 5w *{7HE 3 SIR Fin
3k 2 UE a2 A3 s RFRPFT 3 - T F & SIB2 2 *m.@;’ Flt 39§ R UE 2

A {4? fo B ikyp MIB 112 SIBl 7 v diau = > )b - { 7 i @ A2 i )
ESE RN A A R i 'E%—;’:E *ﬁlﬂ’d*“ﬁ‘é’*ﬁ— SIBl PF#-m iz = x> %
- ZEPPNF o v T RiFd # %_ Non-Standalone & —‘ﬁ Standalone # SI & #%

AR B AR R 2 AR o

WA ZFEHY B LM EEP Y AR RFHLAIRGEF AAKRI TS T LE
PR E BB oS A S F L7 iEiES » System Frame Number (SFN) % f o 333
BLodr P iR anE E R Lt - s LR

SR

[1]  5G;NR;Radio Resource Control (RRC),Protocol specification Release 17, TS 38.331
V17.2.0, 3GPP, Oct. 2022.

44



Communications of the CCISA
C@ﬁ Regular Paper

Vol. 29 No. 2 May 2023

[2]

[3]

[4]
[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

A. Ali and G. Fischer, "The Phase Noise and Clock Synchronous Carrier Frequency
Offset based RF Fingerprinting for the Fake Base Station Detection," in 2019 IEEE 20th
Wireless and Microwave Technology Conference (WAMICON), 8-9 April 2019 2019, pp.
1-6.

A. Ali and G. Fischer, "Enabling Fake Base Station Detection through Sample-based
Higher Order Noise Statistics," in 2019 42nd International Conference on
Telecommunications and Signal Processing (TSP), 1-3 July 2019 2019, pp. 695-700.

S. Bowe, "BLS12-381: New zk-SNARK Elliptic Curve Construction," ed, 2017.

D. Boneh, X. Boyen, and H. Shacham, "Short Group Signatures," Berlin, Heidelberg,
2004: Springer Berlin Heidelberg, in Advances in Cryptology — CRYPTO 2004, pp. 41-
55.

D. Boneh, C. Gentry, B. Lynn, and H. Shacham, "Aggregate and Verifiably Encrypted
Signatures from Bilinear Maps," presented at the Proceedings of the 22nd international
conference on Theory and applications of cryptographic techniques, Berlin, Heidelberg,
2003.

T. Fei and W. Wang, "LTE Is Vulnerable: Implementing Identity Spoofing and Denial-
of-Service Attacks in LTE Networks," in 2019 IEEE Global Communications
Conference (GLOBECOM), 9-13 Dec. 2019 2019, pp. 1-6.

D. Galindo and F. D. Garcia, "A Schnorr-Like Lightweight Identity-Based Signature
Scheme," in Progress in Cryptology — AFRICACRYPT 2009, Berlin, Heidelberg, B.
Preneel, Ed., 2009: Springer Berlin Heidelberg, pp. 135-148.

C. Gentry and A. Silverberg, "Hierarchical ID-Based Cryptography," in Advances in
Cryptology — ASIACRYPT 2002, Berlin, Heidelberg, Y. Zheng, Ed., 2002: Springer
Berlin Heidelberg, pp. 548-566.

S. R. Hussain, M. Echeverria, A. Singla, O. Chowdhury, and E. Bertino, "Insecure
connection bootstrapping in cellular networks: the root of all evil," presented at the
Proceedings of the 12th Conference on Security and Privacy in Wireless and Mobile
Networks, Miami, Florida, 2019.

K. W. Huang and H. M. Wang, "Identifying the Fake Base Station: A Location Based
Approach," IEEE Communications Letters, vol. 22, no. 8, pp. 1604-1607, 2018.

D. Johnson, A. Menezes, and S. Vanstone, "The Elliptic Curve Digital Signature
Algorithm (ECDSA)" International journal of information security, vol. 1, pp. 36-63,
2001.

M. Khan, A. Ahmed, and A. R. Cheema, "Vulnerabilities of UMTS Access Domain
Security Architecture," in 2008 Ninth ACIS International Conference on Software
Engineering, Artificial Intelligence, Networking, and Parallel/Distributed Computing,

45



Communications of the CCISA
C@ﬁ Regular Paper

Vol. 29 No. 2 May 2023

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

6-8 Aug. 2008, pp. 350-355.

T. Kim and R. Barbulescu, "Extended Tower Number Field Sieve: A New Complexity
for the Medium Prime Case," Berlin, Heidelberg, 2016: Springer Berlin Heidelberg, in
Advances in Cryptology — CRYPTO 2016.

M. Kim, J. Park, D. Moon, J. Jang, Y. Kim, and J. Lee, "Long-Term Evolution
Vulnerability Focusing on System Information Block Messages," in 2020 International
Conference on Information and Communication Technology Convergence (ICTC), 21-
23 Oct.2020, pp. 837-842.

W. Li, "Hacking Public Warning System in LTE Mobile Network," presented at the Hack
In The Box Security Conference, Amsterdam, 2019.

H. Li, S. Guo, K. Zheng, Z. Chen, Z. Zhang, and X. Du, "Security Analysis and Defense
Strategy on Access Domain in 3G," in 2009 First International Conference on
Information Science and Engineering, 26-28 Dec. 2009, pp. 1851-1854.

T. Looker, V. Kalos, A. Whitehead, and M. Lodder, "The BBS Signature Scheme," 6
October 2022.

V. S. Miller, "Use of Elliptic Curves in Cryptography," Berlin, Heidelberg, 1986:
Springer Berlin Heidelberg, in Advances in Cryptology — CRYPTO 85 Proceedings, pp.
417-426.

Z. Muxiang and Y. Fang, "Security analysis and enhancements of 3GPP authentication
and key agreement protocol," IEEE Transactions on Wireless Communications, vol. 4,
no. 2, pp. 734-742, 2005.

U. Meyer and S. Wetzel, "A man-in-the-middle attack on UMTS," presented at the
Proceedings of the 3rd ACM workshop on Wireless security, Philadelphia, PA, USA,
2004.

M. Pannu, R. Bird, B. Gill, and K. Patel, "Investigating vulnerabilities in GSM security,"
in 2015 International Conference and Workshop on Computing and Communication
(IEMCON), 15-17 Oct. 2015 2015, pp. 1-7.

R. L. Rivest, A. Shamir, and L. Adleman, "A method for obtaining digital signatures and
public-key cryptosystems," Commun. ACM, vol. 21, no. 2, pp. 120-126, 1978.

S. Steig, A. Aarnes, T. V. Do, and H. T. Nguyen, "A Network Based IMSI Catcher
Detection," in 2016 6th International Conference on IT Convergence and Security
(ICITCS), 26-26 Sept. 2016 2016, pp. 1-6.

A. Singla, R. Behnia, S. R. Hussain, A. Yavuz, and E. Bertino, "Look Before You Leap:
Secure Connection Bootstrapping for 5G Networks to Defend Against Fake Base-
Stations," presented at the Proceedings of the 2021 ACM Asia Conference on Computer
and Communications Security, Virtual Event, Hong Kong, 2021.

46



Communications of the CCISA
C@ﬁ Regular Paper

Vol. 29 No. 2 May 2023

[26] A. B. Seyi, F. Jafaar, and R. Ruhl, "Securing the Authentication Process of LTE Base

[27]

[28]

[29]

Stations," in 2020 International Conference on Electrical, Communication, and
Computer Engineering (ICECCE), 12-13 June 2020, pp. 1-6.

M. Toorani and A. Beheshti, "Solutions to the GSM Security Weaknesses," in 2008 The
Second International Conference on Next Generation Mobile Applications, Services, and
Technologies, 16-19 Sept. 2008, pp. 576-581.

Technical Specification Group Services and System spects Study on 5G Security
Enhancement against False Base Stations (FBS) (Release 17), TR33.809 R17 V0.11.0,
3GPP, Oct. 2020.

C. Yu, S. Chen, and Z. Cai, "LTE Phone Number Catcher: A Practical Attack against
Mobile Privacy," Security and Communication Networks, vol. 2019, 2019, Art no.
7425235.

A. A. Yavuz, A. Mudgerikar, A. Singla, I. Papapanagiotou, and E. Bertino, "Real-Time
Digital Signatures for Time-Critical Networks," IEEE Transactions on Information

Forensics and Security, vol. 12, no. 11, pp. 2627-2639.

[f’r—*ﬁ' fi 7] Biography

AN

v

R A R AP HE A TR RN L MERN X FE R R G R

CHFGARE G AR KA JoTF 22 2 FAE 2 o

FABZEMan VA F0 Pl RIFZFEPH A FTHEE NI

Bl BFETARG P AR s BERRR 2 FTg > o

47



