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Abstract

Ethereum is the largest Blockchain platform that supports Smart Contracts. After deploying
smart contracts by publishing Bytecode of smart contracts to the chain, they are irreparable. It is
important to check the security of smart contracts before deploying. There are currently many smart
contract vulnerability detection tools available to developers to ensure the security of smart
contracts. However, these tools have not comprehensively detected vulnerabilities while various
attack methods are being updated with the times. It is easier for developers to miss the possibility
of various attacks. This study implements a smart contract vulnerability detection tool (called
Ladybugs) with comprehensive detection. In addition to increasing the coverage rate from 55% to
94%, it also increases the precision rate and recall rate to more than 80%. Furthermore, a web
platform, ContractPecker, is implemented based on Ladybugs by providing a dynamic weakness-
detection mechanism to scan the smart contract deployed on Ethereum blockchain. With

vulnerability introduction on the basis of Ladybugs Weakness Detection.

Keywords: Ethereum, blockchain, smart contract, vulnerability detection
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Contract Source Code (Solidity

pragma solidity %0.4.24;
contract class3z{

) public payablef
g owner = msg.sender;
¥

12- function querybalance() public view returns(uint){
return owner.balance,
14 T

16+ function contractbali public view returns{uint){
return addr a

25+ function transfer(uint money) public {
26 ouner. transfer (money);
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