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Abstract

In recent years, information security incidents about enterprises and government agencies
being attacked by ransomware viruses have gradually appeared on the news. Hackers penetrate
users' computers through social engineering or insidious methods and encrypt their files by
using ransomware viruses. Suppose the victim is eager to restore the files to avoid stagnation
of the organization's operations and damage to personal interests. In that case, the ransom
payment may be made according to the method specified by the hacker. To reduce damage,
gaining response time is the primary goal while attacked by such attacks. Therefore, a real-time
dynamic analysis method is required to detect ransomware attacks.

Because of the abnormal behaviors of ransomware attacks in the network environment,
this research proposes two indicators, that is, the ransom file (RF) and abnormal packets (AP),
to detect whether computers are attacked by ransomware and use machine learning algorithms
such as decision tree, sequential minimum optimization (SMO) and simple Logistic regression
to classify different ransomware according to the two indicators. After 600 rounds of
experiments, the results show an average classification accuracy rate of 99.25%, indicating that
the proposed method can effectively detect and classify ransomware.
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1. Maze ¥ & :]Iiafr :

&+ 1% RF 3¢ % 2 ‘smb.file contains “ DECRYPT-FILES.txt > or smb2.filename contains
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“DECRYPT-FILES.txt” c A~B~C = #RA T 32 Spp & %] 5 47.42% ~ 47.87%% 0% > <
32 Spp & %] 5 0.49% ~ 0.50%% 0% °
2. Conti 3 % 7 4

& RF #F# if i : smb.file contains “ CONTI README.txt ” or smb2.filename
contains “ CONTI README.txt " e A~B~C Z fRA T332 Spp~ W 5 0.10% ~ 0.10% %
0% > T35 Spp 4 5 5 0.20% ~ 0.21%% 0% °
3. WannaCry ¥ % :}]%i :

éiE RF ## if i : smb.file contains “ @Please Read Me@.txt ” or smb2.filename
contains “ @Please Read Me@.txt ” > A~B~C Z R T 32 Spp & % 5 0.10% ~ 0.10%
2 0% > T332 Spp 4 % 5 0.33% ~ 0.36%% 0% °

FHRGEFER 30 27 DBV HER > B RS AR RESILE DR T
Mok * PR &AL (L) EBAPAL AP RF3e »a Hip 0 C AR
FRINE R RS STF NP ﬁ{?i?f’&%%iﬁﬁflﬁii T Spp ¥ Sre s 0% @ i
RIE DT R B IR EIE AT 0% ¥ - 2 0 el 9 T 0 EATEE TR
BB PP T Z BB A RS AP 2 RF & SMB # ¢ ¢ ik b S RE
(o PR3 BEE - RLFTHREFEIROB L VHBINL TR DL Sap & Spr
RT A RN PR RS ML A EE -

% 3 SAp ¥ SpritE 2%

L ER B i Cits
i
% F ﬁ- Sar SrRF Sar SrRF Sar SrRF
Maze 47.42% | 0.49% |47.87% | 0.50% 0% 0%
Conti 9.77% | 0.20% | 9.72% | 0.21% 0% 0%
WannaCry 0.10% | 0.33% | 0.10% | 0.36% 0% 0%
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® Conti
® Maze
0.80% ® WannaCry
.
.
.
060% | 3
.
& L ]
(Vp] £ «”
.
0.40% '
5 -
0.20% |3 $

0.00%
0.00% 5.00% 10.00% 15.00% 20.00% 25.00% 30.00% 35.00% 40.00% 45.00% 50.00%

Sap
Bl O: =485 % Hmd Sap ! Spr e A F
ASBEF Y L WYRE BB

RET R BRSO Weka > £ 3 H 4T S 2 Spr S A RF (T EL Y A
R BRI UREEA W RET (T GRIE R el R o 3R AR )
BB 2 H IR S A A TR R T BRI

AR TR TR R 1,200 £ Sap 2 Srrficly (ACB AL = B
s AR RS F 200 5 0 F35 1200 LR 0 £ AR KGR TAEE > A BT
B GETHEEY  F - o DREREETHE L S 50% (4 600 £) 0 H o 0 IRz
PIEFTALE A 5 70% (840 L) ~ 30% (360 £) -

PR B

Weka & & %8 T 4B 10 -
% iz & (Confidence Factor) @ * *t itz = (4 B ¥ engficindp > BcE4k ] R £
TAZ > AT EHETE0250

m jr#ic (Numfold) @ * >t B P anFTHE » AP T HALE3 e

g S FE g (MInNumObj) © #x#4]+ B EF chd ] Tl AFTHTE20

m i B2 (Calibrator) : C4.5i% & i (Weka & # 5 “J48”) o

2. R B RCFE A (SMO) -

Weka & & %8k 20 4R 11 -

m 2 (C): AFfeddic AP TR E5E100
m jF 52 (Calibrator) @ # * Logistici& {7 o

m 3~ 224 (Epsilon) @ 1.0E-12 -
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& % % (Kernel) ¢ Polykernel ©

i BiEw ﬁ]%‘/n\ - BE

Weka & & $#ck 2> 4oR 12 -

m FogE s iR b (HeuristicStop) - 4% pt#iciE £ 3000 £ F REE P o de kg E 4 F
RTH | B 0 B & 2 LogitBoostiw & 2 0 A3 K T 5500

® [ogitBoost# ~ & % iF ¥ = #i (MaxBoostinglterations) : 4 #7 3 X %% 500 -

& Weka Explore &) weka.guiGenericObjectEditor X - m}
Preprocess  Classify  Cluster  Associat] Wekaclassifierstree
Classifier About
Chi J48-C025-M2
00s€ Class for generating a pruned or unpruned C4. More

Test options Capabilities

Use training set

Supplied test set batchSize = 100
(®) Cross-validation Folds 10 binarysplits | False o

Percentage split 6

collapseTree = True v

More options..

confidenceFactor | 0.25

(Nom) class
debug  False ~
Start
Result list (right-click for options) doNotCheckCapabilities | False v
21:52:46 - trees.}48 from file *1110731-1400-9 doNotMakeSplitPointActualValue | False o

minNumObj ' 2

numDecimalPlaces = 2

numFolds 3

reducedErrorPruning  False v

savelnstanceData | False ~
seed 1

subtreeRaising | True ~

unpruned  False ~

uselaplace  False v

useMDLcorrection | True v

Bl 10 ¢ & * Weka § 1T/ A+ & S8k T
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Q) Weka
Preprocess Classify Cluster Assaciate  Salact atteibutas  \icializa.
Classifier —— & wekaguiGenericObjectEditor x
Choose |SMO-C 1.0 -L 0007 -P 1.0 weka.classifiers.function: brator "weka.classifiers functions.Logi
Test options About
Use training set implements John Platt's sequential minimal optimization algorithm for training a More
®) Supplied test set support vector classifier. Capabilities i
ot g -mode
Cross-validation o -C 1.0 =L 0.001 -p 1.0E-12
Percentage split batchSize 100 po—..e &g oot
More |y ildcalibrationModels | False ~
(Num) target ¢ 10
Start calibrator ~ Choose |Logistic -R 1.0E-8 -M -1 -num-decimal-places 4
Result list (ngl'rl-.cllrk for options) checksTurnedOff | False .
20:09:09 - functions.SMO from file 111
debug  False ~
doNotCheckCapabilities ~ False ~
I epsilon  1.0E-12 I
filterType =~ Normalize training data v
I e Choose |PolyKernel -E 1.0 -C 250007 I not sUppert vectors.
numDecimalPlaces 2
numFolds -1
randomsSeed 1
toleranceParameter  0.001
Open.. Save.. oK Cancel

Status

B 11 : @& % Weka? K3l=2 fljﬁx,J\ ’%ﬂ. (SMO) 8 %:Qﬁi}:):

e

T

Preprocess  Classify ~ Cluster  Associate  Select attributes  Visualize
Classifi . i n
assiner | € weka.guiGenericObjectEditor X E
Choose | SimpleLogistic -1 0 -M 500
| weka.classifiers.function: E
Test options
Use training set About L
Supplied test set Classifier for building linear logistic regression models. More
P B0-5050-SimpleLogistic-training
—validati Slds | 1 Capabiliti
Cross-validation Folds 10 sl | | 5o S Aero SR e e e
Percentage split % | 66 111073113484, %og Bc—..z & Vg
batchsize = 100
debug | False ~
(Num) target
doNotCheckCapabilities  False ~
Start
Result list (right-click for options) Eloiicbabiit=g) False v
21:52:46 - trees.J48 from file 11107311 | heuristicStop | 50 |
22:29:27 - functions.SimpleLogistic from
| maxBoostinglterations 500 |
numBoostinglterations 0
numDecimalPlaces 2
useAIC  False ~
useCrossValidation = True ~
weightTrimBeta 0.0
Open. Save.. oK Cancel
Status
oK Log w x0
. 2 - R ] N s Do
B 12: 0 * Weka 7 17§ H BEw 77 & S 8K
Seov) AL N\ sk L - i3 2 L 5ol s . . 2= )\l sz~ 4 Z= )\
AT IGERATA R R AB R AR 22 H U TR T A
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L%Fi'ﬁ ’F\‘L-Er @ 5\"& }\‘ 5 %57 0 H¥ Nsamples r—‘ ]?3—‘3- ’]‘% d\ﬁt ST B }%—q- zk\Fl 2 yiﬂ'J X
LR SERR R R I
Nsamples—1
accuracy(y,9) = 2 @ =) (5)
i=0

SRS PR VRTA B RET AR 618 5 S0%  EAEF I 95% L
RELPREEAE G T0%30% HmF L 7HSB I 9% 0 Sitdrd 4o d T A

AFTL L Sap ¥ Spp @ BRI REFHEFV AT Fona g 7 b B Rop A e
Z:t\ 4: 47\ —E —-r XL ‘L%\‘
TRV s .
P ! DI D 50% 0 BIEE D 50% | PTH CT0% 0 BlE D 30%
KR 98.00% 99.40%
VR B i 97.84% 99.17%
f§E ByEe 7 96.33% 99.17%
T 390 gy ¥ 97.39% 99.25%
IL ~ ,.:i,—‘

AETHRD Spr 2 Sap P RPFHE > FHREFRET T3 LRPZ )?3—* fp k(%
R IR AT Sre 2 Sap B HEEEIDL 0) HEH P EFY P B HA
B Rt (SMO) % Es&-ﬁ-ﬂﬁrﬁi; BRI BT A AR 0 » IT"’D
A2 Fe g g opd orhmd ki Spp 2 Sap € R HB T AR BEcEFEN 2 FT
SRR FTE S E R

@PEA H R F LAPRBEREKE A A ko] 2 9o Mf SrFUZ 2 E
# I ¥ & (Security Operation Center, SOC) 7 % % > F ¥ & ¢ 12 & % (Security
Information and Event Management , SIEM) » ¥ & & 4% 5 \ T EEFATRORE
(Threshold) ; ¥ &+ % & » &3¢ 1# % tL (Intrusion Prevention System, IPS) & % 2LE 3£ &
o TEEELE BRI AGRY ETRX P UTFELELAEREE RO
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