Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 3 Aug. 2022

»

5973 % 5 # €2 RFID H 477 #E#H

RER VPP R FE ;4’] 3
IR~ B FAa1#8 % 29 pRrEF 02 ﬂ§ IR - G - R T W A1 X
deer@ccit.ndu.edu.tw 2mhyamg@cycu.edu.tw

&
A E K & ARSHHFES (Radio Frequency Identification, RFID) & = 5 & jg4a b 7

Bah T e JEd b A S P SORFID HRt § 5d PR R o Wi o 8
ﬁﬁﬁiﬁ“iii°ﬁﬁiﬁ%%1’—%RHD%@%@%%%&Q?%?%ﬁﬁ’
- BATH FS €487 P B RFID A& - b @5 BAT) F 8003 b i firie) chfg £+
4 E#BFE {i&- % RFID fhilenitie org - 7 L % F g - A~ &)
—%ﬂ*?ﬁgﬁii%ﬁ%ﬁﬁwpﬁmgﬂ%{g%ﬁﬁ'm%jﬁﬁﬁﬁﬁﬁ
o gy EFZE0 TR RS APHEP AR NG RRED A ne
seh RFID s -

FORRE R RASPEEN )RR - SRR

T i¥H (Corresponding author.)

31



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 3 Aug. 2022

An RFID Ownership Transfer Protocol based on multiple owners
and different weights

Jia-Ning Luo'*, MingHour Yang?, Shu-Yu Hsu?

"Department of Computer Science and Information Engineering, National Defense University,
’Department of Information and Computer Engineering, Chung Yuan Christian University,
3Department of Information and Telecommunications Engineering, Ming Chuan University

ldeer@ccit.ndu.edu.tw ~ >mhyang@cycu.edu.tw

Abstract

In recent years, Radio Frequency Identification (RFID) has become an important
technology in the supply chain management. With an RFID tag attached to the product, it will
be transferred to consumers through material suppliers, manufacturers, and wholesalers. In a
specific case, an item represented by an RFID tag will have multiple owners, and one owner
will also own multiple RFID tags. Also, each owner has different weights for different tags.
Furthermore, partial ownership of RFID tags can also be transferred between users. This paper
proposes a management protocol that uses a trusted third party (TTP) to manage ownerships,
which not only ensures the correctness of the transfer between ownerships, but also requires a
minimal amount of computation for RFID tags. Finally, we show that the proposed method is
resistant to most of the known RFID attacks.

Keywords: Secret Sharing, Radio Frequency Identification, Ownership Transfer, Supply
Chain Management
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