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Abstract

With the development and application of mobile devices and mobile networks, information
has become more and more transparent. In the past, many marketers used leaflets or letters to
transmit product promotion or event marketing information. Since many marketing companies
use SMS, Line or email for product marketing, However, these systems do not have network
security protection, so that consumers' information is leaked. In addition, when marketers use
consumer data analysis, they do not have relevant protection measures or identity verification,
and consumer-related consumer information is easily malicious. Use, in the era of Internet and
information dissemination, companies need to conduct different customer consumption
analysis and product analysis, but these data belong to the privacy of customers, if the staff does
not have any authorization or privacy protection, it will cause data leakage, and companies need
to have better. method to protect customer information.

This paper mainly proposes to build a broadcast system based on Bilinear Pairings. The
method proposed in this paper is as follows: 1. Build a broadcast machine top box, which can
be placed anywhere in the enterprise for environmental monitoring. Users can set the set top
box account secret and 2. Build a message push system. The message push methods include E-
mail, SMS and Line, so that the owner can freely choose the push method, allowing the industry
to push the message at one time. In SMS, mail and Line, when an emergency occurs in the
computer room, you can report it through these push broadcasts. 3. Build a personal information
protection encryption mechanism to prevent internal personnel from exporting personal

information about customers.

Keywords: Cyber Security ~ Push Broadcast System ~ Bilinear Pairings ~ Social
Media ~ Marketing Systems



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 1 Feb. 2022

WL FSRTFRY R S PEGETABE > & 2019 £ S FER L E T 458
B AESE 17.6% B P AHEHECR L EF 18 B RS X FARY R
FALF MR TR L BIR F TA B B A v ddh k Side » Line AR X0
FaiE bl A a & W EME fireqe :%i s F I—Lf%’fl:l‘f%’ § Bt o

AN R
FEAE AT FIFARY AL BELFHLR - Ko #"'H’H\ ¢S %3»“'
@@&%fr?;%’zfi}f?uﬁ&ﬂmarﬂv\\?’mﬁ% ""f?f?ﬁvi g i e
PR IR G AR 4 IR R RIRAE uvlﬁ g;’&-x = g &g—
AW F AP REALRL P RE S THE IERES W&%?»%%??Q
2 REFL S BFEL 2 PIARS BB PREY BT AP TR

> e a ¥

VLR N e g R endad, ‘~?fb’j‘¢§iﬂi‘ﬁ’f"§_r‘7{ai${
¥P P FERJPEOF R T I PIET URET FRPE
st ﬁ?yﬁﬁ;’;&i .—‘«ri’E?ruijgfﬁg FLooE S TR € A
4“@%’“&‘ﬁ"’”’1‘?’“ AT AIF AT T G R T EEFH A E'Ui NELE N BE
B - L £ i e B HR S0 52 B PRERSTR

v A ghE o

I RSN 1

A2 A BZE EG TN 2P0 d A dad i L2 B dad AL T Rk
wE P T RARRE ﬁﬂ’ﬁ%#LFHsraaa%mﬁ$uaf~&ﬁ%%’ﬁ%
%P"%’Sﬁl%‘gﬁ’w B2 TR Y 0 KK TS T

7
= ) ¥ ﬁ??ﬂiﬁeiv&« i b b s BAR G A fEFHP 2 SRR LA
oo AdedE > 85 E-mail ~ f§302 2 Line # % dﬂzwugﬁﬁﬁﬁ_%—a I 4
H - RS T 3 s mail 722 Line ¥ o j & %%‘gl‘f & Avps ’fﬁ‘g'f

SECECE IR N R B A R T EEFEF 3 L*ff’%]
RMAL RN FRERS O RE - SR LP G BB rz f‘;"f_’i&é’ﬂ ﬁh?"-m &%)
B X 3p 0 43D RRRE 28] xﬂ-’l,i';légwg vy b o B e, A

2RI ER T F T 0T L B TIEIE

Y 2%

£ JF”%[I]“‘ RIS RRE G N R PR S o E R D
HUEPENE 2 TR E ok B MR 47"'153;34&49&3&7_.: P 3 *rs%ﬁ: I MEESNEY
AR BB EfeTRE NP SR e SRR o AE R IR S
FA € PR SRR IE T B e fo T3 S ’:éjv el A g fr A F ik o 244 & oh
GIREF G o dra R F R SFTHENL S T HRITH o 2R BRE Y B



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 1 Feb. 2022

T Ko hoe RR[2]Y B |- MATH IR 0 RSkt e iR b e
T odmEt o uufi;#r e T PRAR T BF G0 F A AT B Y S g H R
d 3 5] e MEC & Bhfofe e P97 i g & BRI IRJRIE - BB * 2 g B F T
wE e b RE[3]Y L& PR R AT % 2 b R TR LM B - &
ﬁmfmoé C AP I REARS DT 2EFT A RA RS M HmE R T s e
PR AR DL AR 2B o v (4]0 4 Jﬁwﬁﬁﬁh BT ATA G P 3&_
PR AR R A LR G ﬁxéfi o % MERR A N B E &R R AR
ik BP0 B 4RTIFE S B (DIS-IoT) © %ﬁ&ﬁ%~ﬁr&ﬂ*mﬁ%<%°i
DtS-IoT ¢ > #AZ PRI B & BT M E &K § p sk Fh (7 CubeSats) 2 B @ ﬁs?lﬁt

ﬂJﬁ’-“‘-

%o%m’ﬂ¢kﬂ$$%ﬁf1@“ﬁﬁ+ L T eni R e T RE B (7 T
HETERT i} %I EINEER -

£ ?/*Je[S]" #N JoT AT &% %4 (IoT-HarPSecA) > iz & -  IoT 2 & f
HELFNT 2422 o JoT-HarPSecA # %7 = BH# > 2 23 ffay - X 2 F

FhE 2R ETELs  AEL NI - BLHAMIARIRAEF USE s Ry 2
(LWCA) ehfsh o v 6] R PIEF 0 5 BATS el » 2 BEH £ > 2 (3 4
Rl H 52 ehepL g DI ifg}@fgéc DR P IR X AR AR P I

WE oL - PR TR R i BT (NFV) frswg & #§ (SDN) HjpF
T oUsl o Freng pad 4 o KA R #EEP.«P& g RfeprR ] BAE DT HE LR EE

MR BB IR i 2o Q}iJ\_[7]e B3 ﬂr“ﬂ AR R SR T
R (blde o B s F e Y ;Ayigt s F LB A E RS B R L 4
e BRI > F Y U P AH ] BRARR Y F 7o R L R B A B
PHEZERHFREEFSIOTRT ¥ L% 23K °
ﬁwmméﬁw@'#%$’%¢*iqﬁ%&%%%“ﬁﬁﬂﬁ%&ﬁ&@%

ﬁ%ﬁobva hREE o BT ARG e o R RS %
Wi F fobr b eh }_563 cRIBERBYE S R H FUGFR X 2O e EHPE -
B RR[9]7 TV T AT 0T 2 BRI R LRRAE S IR - LA AE e S

¥~

G B AT I ANE 21T A RA B A PRSI H BT 7 g B U R AT
*Eﬁi%%%°#ﬁ’ﬂW$ﬁﬁ¢ﬁ?éﬁﬂﬁﬁm—gfﬁgﬁﬁﬁwﬂ%mﬁ
A R RS RS k% 2558 Fdp IRT 2R G P kK
PRT Rakcho U E R e Y R[10]Y & AR LG TRl RPRILE T
b RGP P niT* o TIRIER T R AT ] R-R HARS P I e iR & B A B o
PoifeB AT B gt o v B 0 *’#f'%‘wﬂuié&a\ﬂwmémmg B ts
AR RN - R R %frfﬂ Wt T e 0 T R R B B (1]
R oot s BRRF It R ad g FoR T oo TR e fé_ T A5
R AR ﬂf‘uy ER ARG RS R 2 B RE A Bl v s T R0 T 8
R TEY bR B e ik ST mﬁ'l“iw%fmizmm Foo B pR[12]°

4%

a1
2
B



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 1 Feb. 2022

~

FIRF S A R0 137 B B Y HATHCA R FE 0 S o i Y S T io% ’
AR N ACER ) - LR BEEYRANTIHELN R EGTEEAN o '4? ,
MARFRUENLNE R AL Aol E 4 kg ok R IR T e e ;g
LE o

~ 3o

3.1 iaEce

A2 AT RABACE LT 0 AR AR B A L £ R BRES
TR P EE AR E A FRE AP £V L BRR R GlhouE R A S L
RRAEE 2 PUREEERAEFBIRBEL VoL £7 S AT
FRAEE L FHREL G TR 2 F T UELTAERBRFERE LT
BAEFE KA B mail> L E lined il S AN > ARIREHLE G e e i
LATSFRREMZE XMPP L5 FEFITUEEH £ X 23RNI|FIRFHERK
Eﬂﬁﬁﬁﬁgﬁﬁﬁiﬁﬂmﬁﬁﬁ’ﬁﬁ@4%ﬁﬁ@ggg%mawug@XMW
T o At F{ATER > FAV L ER TATHMPET > B £ ¢ 2 B RPIR
AT R RATH el B g PTG R R E RITREY WL LR
A EREL
AYIREHRESTHREFRRETHRLY X2 F - EPFEEPIRED
LR ESGEFE VT UREETAST DM A A £ JRRFFLAITME HiE
BWEA S FESBRAPF Wk EF- RPFF > ZRZF P EALFE §REE S B
GELLIE A TR EA P BT L A AR LG & 2
EVFadE ko JadR A A B e S '\g:f#, FOA R EEE Y A PR
BT UGG PR R ERA 0 FE A R A A A T
TR Tt R



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 1 Feb. 2022

32 FaL 2ppe s

A% 1 & 4% Bilinear Pairings = ff FH ® R 2484 > B TA 3 PIREH > 74
38 TA 2 £ (I~I,) Public Key ' %2 Private key & % 2 fific > 355 4T ¢

1. TAE#H « % 1% secretkey > r .2 1 o
ce’Z,

2. TA % ID % p. > # 7 Public Key & PK, =ID,,-P > Private key &
TA D — 'PTA

PR, =r"ID;,-P °

Dy —

3. TAehooBiE s 1 °
PUp, =r-P

7T k38 [1~I, 57 Public Key 14 2 Private key » 355 4T

1. [, Public Key = PKp =ID, -P o

n

2. ],,é’ﬁPrivatekey?:\PR —r.ID. .p °
o, — ' 't

v b L ~I, &1 Public Key /4 % Private key 5 #t £ Fp K %45 > 2 ¥ ID N L S
!

B bEF - ARMPEFEEML A4 ST {17 TA 0 Public Key 11 3 B
a0 [ ¢1 Private key 2 = Common session key * Common session key & & ¥ 5 TA ™" % [



Communications of the CCISA
C@ﬁ Regular Paper
Vol. 28 No. 1 Feb. 2022

@ oo P R P % @ 3 J Public Key ¢ B f2 W v oc 0 3 B 5

¥ -t -

g R s e L
SK|D|1<_)TA :e(PRG\D.l’PKG\DTA):e(P KG\Dll’C'PKqDTA) BT Kk TA ¢ Il,T* 24

PSR SKAE AP R B R 1 B A LEE S+ F 1F secret key
a

T K38 TA #7¢0 Private key I f] % SK #-2 L4 18 X %5 TA > TA - B4 * p

¢ 1 Private key & I} /i # ¢ Public Key 3+ & ! common session key # T ﬁ’* BoooBET KT

| #7e0 Private key(PR i TA § £3734 8 SK(SKI ) F4* f e b Public
Dyosta

ID,
Key #- v R TR o TA A #-p ¢ 1 Public Key *v % 15 & i
PRID” SKIDI1<—>TA
BhohiIn iz gd ©TA £ doe S g o
I, TA
Ko, ., (PRes,, 1P, ) ITD,
= i £ ~
SKip,,.," (PKi,, ) |1 TDy,
SKis, o, (PKs, )IITD,
B2:wsiz 1
3.3 FTHE >4
APEB LERE TR EAMTEERIITREY g A L I p
Public key 4 % > £ f]* &2 TA yR-F A A B BE L TA G

' v % TAYT3| %< %> 4]* common session
S&mm(P&D(MMHWP&%(M»yual

key f&3% > £ 7T RBFEW L M TA 1% ek Foe BEE S hogop

‘PKIDll(M)
Al E ML AR BT RTA € 1% A & e PublicKey ¢
H(PK|DI (M ) v ~ 7 g? Yy
1
BoXIRRATHEY CF PN TR BRELE TR M ﬁ;ﬂ]\ eI
Rfs-TA R E4gEFfam >

CRERR R, (M)



Communications of the CCISA
C@ﬁ Regular Paper N
Vol. 28 No. 1 Feb. 2022

A T

AY AL DA o LRI L ] AT BB A fER AR AT RTE A2 ahd
y)

ﬁ%ﬁﬁ’%%2%ﬁ’iéﬁﬁﬁ%%%+?%£%@mo
F1~ A fRBRiE R

BEL | fat HEFHER (ms)

T, ¥t ¥ ~45

Tn 8Lk ¥ ~0.6

T. e Uedics o3 ~0.54

H HMAC 0.002

S. AES 4 % <0.19

S AES %% <4.65

S. AL e 0.19

Sq AR 4.65

2~ AR EF D F AT

bl 2 3 deh Gk
0 B 7 R 9.68 (Ms)
Fp #4173 B : 4.84 (ms)
X8 A R 9.68(Ms)

iz~ %3

j\éﬁﬂzﬁj‘(&u’ﬁE;}'g‘_%/,& o g s ir’}’ﬂkvﬁ'—llm-ﬂs/é—_?r/{é‘rb t—\:*‘?’f#%@—f’?ﬁ
SO RRENE R RS RIS G F R ST B 52
SHEH A RN R T I oREALBEE Y AR

-%'\‘.g;bfb»ﬁgéﬁz%

This work was supported in part by the Ministry of Science and Technology of Taiwan, R.O.C.,
under Contracts MOST 109-2622-E-197-012 and MOST 110-2622-E-197-015. This research

received no specific grant from any funding agency in the public, commercial, or not-for-profit

sectors.



Communications of the CCISA
C@ﬁ Regular Paper

Vol. 28 No. 1 Feb. 2022

342

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

S. N. Swamy and S. R. Kota, "An Empirical Study on System Level Aspects of Internet
of Things (IoT)," IEEE Access, vol. 8, pp. 188082-188134, 2020, doi:
10.1109/ACCESS.2020.3029847.

J. Hwang, L. Nkenyereye, N. Sung, J. Kim and J. Song, "IoT Service Slicing and Task
Offloading for Edge Computing," IEEE Internet of Things Journal, vol. 8, no. 14, pp.
11526-11547, 15 July15, 2021, doi: 10.1109/JI0T.2021.3052498.

F. Meneghello, M. Calore, D. Zucchetto, M. Polese and A. Zanella, "loT: Internet of
Threats? A Survey of Practical Security Vulnerabilities in Real IoT Devices," IEEE
Internet of Things Journal, vol. 6, no. 5, pp. 8182-8201, Oct. 2019, doi:
10.1109/J10T.2019.2935189.

R. Ortigueira, J. A. Fraire, A. Becerra, T. Ferrer and S. C?spedes, "RESS-IoT: A Scalable
Energy-Efficient MAC Protocol for Direct-to-Satellite IoT," in IEEE Access, vol. 9, pp.
164440-164453, 2021, doi: 10.1109/ACCESS.2021.3134246.

M. G. Samalila, J. B. F. Sequeiros, T. Sim?es, M. M. Freire and P. R. M. In?cio, "loT-
HarPSecA: A Framework and Roadmap for Secure Design and Development of Devices
and Applications in the [oT Space," in IEEE Access, vol. 8, pp. 16462-16494, 2020, doi:
10.1109/ACCESS.2020.2965925.

A. M. Zarca, J. B. Bernabe, A. Skarmeta and J. M. Alcaraz Calero, "Virtual IoT
HoneyNets to Mitigate Cyberattacks in SDN/NFV-Enabled IoT Networks," in IEEE
Journal on Selected Areas in Communications, vol. 38, no. 6, pp. 1262-1277, June 2020,
doi: 10.1109/JSAC.2020.2986621.

M. N. Khan, A. Rao and S. Camtepe, "Lightweight Cryptographic Protocols for IoT-
Constrained Devices: A Survey," in IEEE Internet of Things Journal, vol. 8, no. 6, pp.
4132-4156, 15 March15, 2021, doi: 10.1109/J10T.2020.3026493.

S. Sathyadevan, K. Achuthan, R. Doss and L. Pan, "Protean Authentication Scheme - A
Time-Bound Dynamic KeyGen Authentication Technique for IoT Edge Nodes in
Outdoor Deployments," in IEEE Access, vol. 7, pp. 92419-92435, 2019, doi:
10.1109/ACCESS.2019.2927818.

F. Meneghello, M. Calore, D. Zucchetto, M. Polese and A. Zanella, "IoT: Internet of
Threats? A Survey of Practical Security Vulnerabilities in Real IoT Devices," in IEEE
Internet of Things Journal, vol. 6, no. 5, pp. 8182-8201, Oct. 2019, doi:
10.1109/JI0T.2019.2935189.

A. A. Sadawi, M. S. Hassan and M. Ndiaye, "A Survey on the Integration of Blockchain
With IoT to Enhance Performance and Eliminate Challenges," in IEEE Access, vol. 9,



Communications of the CCISA
C@ﬁ Regular Paper

Vol. 28 No. 1 Feb. 2022

[11]

[12]

pp. 54478-54497, 2021, doi: 10.1109/ACCESS.2021.3070555.

M. N. Khan, A. Rao and S. Camtepe, "Lightweight Cryptographic Protocols for IoT-
Constrained Devices: A Survey," in IEEE Internet of Things Journal, vol. 8, no. 6, pp.
4132-4156, 15 Marchl5, 2021, doi: 10.1109/JI0T.2020.3026493.

M. Shafiq, Z. Tian, A. K. Bashir, X. Du and M. Guizani, "CorrAUC: A Malicious Bot-
IoT Traffic Detection Method in IoT Network Using Machine-Learning Techniques," in
IEEE Internet of Things Journal, vol. 8, no. 5, pp. 3242-3254, 1 Marchl, 2021, doi:
10.1109/J10T.2020.3002255.

10



