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Abstract

Recently, the rise of low-cost Software-Defined Radio (SDR) increases the possibility of
rogue BS attacks, where UE and 10T devices are attracted to connect the rogue BS and perform
actions instructed by the rouge BS. The detection of such unauthorized BS becomes a critical
issue. In this paper, we utilize the unstable signal strength from such low-cost BS and the aid
of Multi-access Edge Computing (MEC) to increase the detection accuracy of rouge BS attacks
in Non-Public Network (NPN). In particular, we apply Attach Reject attack in NAS layer as
detection target. Moreover, we use open-source software srsSRAN and low-cost SDR to
construct 4G rogue BS, which could send malicious Attack Reject message. We exploit srsUE
and commercial SIM to build a sensor who could receive signals from rogue and legal BSs and
deploy the sensor inside NPN. We investigate unstable property of Reference Signal Received
Power (RSRP) of signal sent from rogue BS and calculate the maximum strength difference
between SIB 1 and Attach Reject message to determine the rogue BS. The detection results are
collected in MEC to increase detection accuracy and further notified to the subscribers so that
users are aware of the existence of rogue BS. The experimental results show that the detection
accuracy could reach 91%, which validates the feasibility of the proposed mechanism.

Keywords: 4G LTE, MEC, Non-Public Networks, Rogue BS Attack, Rogue BS
Detection, Software Define Radio
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Operating over USB 3.
internal GPSDO....
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Attaching UE...
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Found PLMN: Id=46692, 6 £ 3 -
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RRC Connect RRC IDLE
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True positive (TP) : samples correctly classified as positive.

False positive (FP) : samples incorrectly classified as positive.
True negative (TN) : samples correctly classified as negative.
False negative (FN) : samples incorrectly classified as positive.
Accuracy refers to the proportion of correct judgments of true and false:

TP + TN

Accuracy = BE— (6)

Precision refers to how much is true when the judgment is true:
. TP

Precision = TP L TP (7)

Recall is the probability of the samples in the positive class being classified correctly:
TP
Recall = m (8)

F1-measure is the weighted average of precision and recall:
2 * (Recall * Precision)

F = 9
1-measure Recall + Precision ©)

4 SRIBARNERLAL S F 2 B
Accuracy | Precision | Recall | FPR
91% 91.83% | 90% | 8%
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Connlab - MEC Log Bl (© Server Not Found x @ Python3 MysQL #iB&E

= c O & 10613

Wed Dec 15 2021 22:43:04 GMT+0800 (Taipei Standard Time)

ConnLab - MEC Log (1s)

@m]n

Time: 2021-12-07 05:02:53] IP_TEID: 9 | ATTACH_UE_IP: 172.16.0.10
Time: 2021-12-07 05:01:56| IP TEID: 8 | ATTACH UE IP: 172.16.0.9
Time: 2021-12-07 05:00:41| IP TEID: 7 | ATTACH UE IP: 172.16.0.8
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B 11 : iR+ # (5w @ 5] MEC
55 MEC } e
R 1L ¢ T g Ao F AP HRRIEGRIPIEL AL 28 f T AR T E
B

W2k WP BT Jé‘,’é,i%
e xk b REST © T R

%)ﬁ
1%
1—3\4_ T



Communications of the CCISA
I_~SA

=" Reqular Paper
C@ egular Fape Vol. 27 No. 4 Nov. 2021

56 # &% &% =

% MEC o3| B plsha Ean®E s » g8 il awp[h P * 'ﬁéﬁiﬁﬁi R

FFRTAPEE APPo g T4 R 12 A F 6 o

® MiAlert - B
ARE ATTACK!

MBHEA R

bAoA P L AL YL RETRSE 62@@W$%ﬂwi£% ENG B R AR
g Wi PHY B oo+ 4 L4 dc# 5 (RSRP) chZL B & k& A 1 pEZER
BORERAR S NAS i L e AR PR %Y AP NAS KRF A 5 4E
2 ;,::g E5 R PR B srsRAN frid= A 7SDR ki ¥ - B 103
¥ B R Attach Reject i LhE R A 2 o

potks S srsUE e £ SIM + R AR B R E> X% SDR #
ek p ER2IrERAE S 4 o pbeh > NP DT - B RNSFI R BEE D02 i
3% SIBL fr AttachReject 2 Féfil+ RSRP £ B &k u|E R 4> 2sc¥ > U FA
% p NAS & 7 AttachReject i L% 1 A3 5822 b f ¢ 1 516 MEC # ¥ o
wa@%ﬂ%mﬁﬁ@%ﬁoﬁ%é%%m’ﬂwﬁ@m%ﬂ?u9w6%$ﬁ$ﬁw
ER AR SrcfF o Fpt o A png AP el 7 00 1B Attach Reject 7o #F > & % B

T LR E G RSRP 7 & fpechd # B R -

32



Communications of the CCISA
GCI—"SA Regular Paper
Vol. 27 No. 4 Nov. 2021

]

Aol RN A R A PR TRR f (T 4355 ] 56 FREES R L
¥4l (R & %% 109-2923-E-011-006-MY3) & T4 * sr# @ T A7 7 56 m#AT &
PPz % > (3R E %I 108-2628-E-011-007 -MY3) frigi#et T2 SDN/NFV % #
B> |oT 22 5G 2. £|37{c/Ris3+ 4 | (3% % %% 109-EC-17-A-02-S5-007) s # o

4

[1] Android IMSI-catcher detector. https://github.com/CellularPrivacy/Android-IMSI-
Catcher-Detector/. Accessed: 2021-04-04.

[2] Fake antenna detection project. https://fadeproject.org/. Accessed: 2021-04.

[3] Snoopsnitch. https://opensource.srlabs.de/projects/snoopsnitch, 2019.Accessed: 2021-
04-04.

[4] 3GPP. System Architecture Evolution (SAE) , Security architecture.Technical
Specification (TS) 33.401, 3rd Generation Partnership Project (3GPP) , 01 2010.
Version 9.2.0.

[5] A. Aijaz. Private 5G: The future of industrial wireless. IEEE Industrial Electronics
Magazine, 14, Dec. 2020.

[6] A. Aliand G. Fischer. Enabling fake base station detection through sample-based higher
order noise statistics. In Proc. TSP 2019, pages 695-700, July 2019.

[7] R. Borgaonkar, L. Hirschi, S. Park, and A. Shaik. New privacy threat on 3g, 4g, and
upcoming 5g aka protocols. Proc. Privacy Enhancing Technologies, 2019 (3) :108-127,
Nov. 2019.

[8] M. Echeverria, Z. Ahmed, B. Wang, M.-F. Arif, S.-R. Hussain, and O. Chowdhury.
PHOENIX: Device-centric cellular network protocol monitoring using runtime
verification. In Proc. NDSS 2021, Jan. 2021.

[9] M. H. C. Garcia, A. Molina-Galan, M. Boban, J. Gozalvez, B. CollPerales, T. Sahin,
and A. Kousaridas. A tutorial on 5G NR V2X communications. arXiv preprint
arXiv:2102.04538, Feb. 2021.

[10] S. Garg, K. Kaur, G. Kaddoum, and K.-K. R. Choo. Toward secure and provable
authentication for internet of things: Realizing industry 4.0. IEEE Internet of Things
Journal, 7, May 2019.

[11] K.-W. Huang and H.-M. Wang. ldentifying the fake base station: A location based
approach. IEEE Commun. Lett., 22 (8) :1604-1607, Aug. 2018.

33



C@_ASA Communications of the CCISA

Regular Paper
egular Fape Vol. 27 No. 4 Nov. 2021

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

S. Hussain, O. Chowdhury, S. Mehnaz, and E. Bertino. LTEInspector: A systematic
approach for adversarial testing of 4G LTE. In Proc. NDSS Symposium 2018, Feb. 2018.
L. Karagay et al. A network-based positioning method to locate falsebase stations. IEEE
Access, 8:111368-111382, Aug. 2021.

H. Kim, J. Lee, E. Lee, and Y. Kim. Touching the untouchables: Dynamic security
analysis of the LTE control plane. In Proc. IEEESP 2019, pages 1153-1168, May 2019.
C. Lai, R. Lu, D. Zheng, and X. S. Shen. Security and privacy challenges in 5G-enabled
vehicular networks. IEEE Network, 34, Apr. 2020.

G. Lee et al. This is your president speaking: Spoofing alerts in 4G LTE networks. In
Proc. ACM MobiSys 2019, pages 404-416, June 2019.

C.-Y. Li, Y.-D. Lin, Y.-C. Lai, H.-T. Chien, Y.-S. Huang, P.-H. Huang, and H.-Y. Liu.
Transparent AAA security design for low-latency MEC-integrated cellular networks.
IEEE Transactions on Vehicular Technology, 69 (3) :3231-3243, January 2020.

C.-Y. Li, H.-Y. Liu, P.-H. Huang, H.-T. Chien, G.-H. Tu, P.-Y. Hong, and Y.-D. Lin.
Mobile edge computing platform deployment in 4G LTE networks: A middlebox
approach. In Proc. USENIX Workshop 2018, June 2018.

Y. Li, C. Peng, Z. Yuan, J. Li, H. Deng, and T. Wang. Mobileinsight:Extracting and
analyzing cellular network information on smartphones. In Proc. ACM MobiCom 2016,
pages 202-215, Oct. 2016.

Z. Lietal. FBS-Radar: Uncovering fake base stations at scale in the wild. In Proc. NDSS,
Jan. 2017.

S. Mavoungou, G. Kaddoum, M. Taha, and G. Matar. Survey on threats and attacks on
mobile networks. IEEE Access, 4:4543-4572, Aug. 2016.

P.-K. Nakarmi, M.-A. Ersoy, E.-U. Soykan, and K. Norrman. Murat: Multi-RAT false
base station detector. arXiv preprint arXiv:2102.08780, Feb. 2021.

P. Ney, I. Smith, G. Cadamuro, and T. Kohno. SeaGlass: enabling citywide IMSI-catcher
detection. Proc. Sciendo PETS 2017, 2017 (3) :39-56, March 2017.

J. Ordonez-Lucena, J. F. Chavarria, L. M. Contreras, and A. Pastor. The use of 5G Non-
Public Networks to support industry 4.0 scenarios. In Proc. CSCN 2019, Dec. 2019.
Quintin and Cooper. Detecting fake 4G LTE base stations in real time. In Proc. USENIX
Association 2021, Feb. 2021.

D. Rupprecht, K. Kohls, T. Holz, and C. Pépper. Breaking LTE on layer two. In Proc.
IEEE SP 2019, pages 1121-1136, May 2019.

M. Saedi et al. Generation of realistic signal strength measurements for a 5G rogue base
station attack scenario. In Proc. IEEE CNS 2020, pages 1-7, June 2020.

A. Shaik, R. Borgaonkar, N. Asokan, V. Niemi, and J.-P. Seifert. Practical attacks against

34



C@_ASA Communications of the CCISA

Regular Paper
egular Fape Vol. 27 No. 4 Nov. 2021

[29]

[30]

[31]

[32]

[33]

privacy and availability in 4G/LTE mobile communication systems. arXiv preprint
arXiv:1510.07563, Aug. 2017.

A. Shaik, R. Borgaonkar, S. Park, and J.-P. Seifert. On the impact of rogue base stations
in 4G/LTE self organizing networks. In Proc. ACM WiSec 2018, pages 75-86, June
2018.

S. Steig, A. Aarnes, V.-D. Thanh, and H.-T. Nguyen. A network based IMSI catcher
detection. In Proc. IEEE ICITCS 2016, pages 1-6, Sept. 2016.

E. C. Strinati, T. Haustein, M. Maman, W. Keusgen, S. Wittig, M. Schmieder, S.
Barbarossa, M. Merluzzi, H. Klessig, F. Giust, et al. Beyond 5G private networks: the
5G conni perspective. In Proc. IEEE GLOBECOM, Mar. 2020.

H. Yang, S. Bae, M. Son, H. Kim, S.-M. Kim, and Y. Kim. Hiding in plain signal:
Physical signal overshadowing attack on LTE. In Proc. USENIX Security Symposium
2019, pages 55-72, Aug. 2019.

P. Ziayi, S.-M. Farmanbar, and M. Rezvani. YAICD: Yet another IMSI catcher detector
in GSM. Security and Communication Networks, 2021, Jan. 2021

35



