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Abstract

Recently, With the development of Internet of Things, 5G and Al the term "smart medical"
is actually the combination of technology and medical. Our study takes "smart wards" as an
example, which lies in the layout of the wards On the above. After pairing all connected sensor
devices with the patient, which includes the measurement of the patient’s blood pressure, pulse,
ECG... and other related physiological signals. However, some of the data is highly private. If
there is no effective encryption and verification mechanism, these data may be leaked out or
used improperly.

Our study uses Attribute-based Encryption as the main framework. Users can choose to
match the patient’s attribute characteristics to formulate some access policies. Patient data can
only be accessed by certain access rules. Access by a specific user. Even if other users steal the
data, they cannot obtain the plaintext content through encryption. In complete verification phase,
ABE is used as the basis, and in the lightweight verification phase, the patient’s physiological
data and timestamp are used as the seed, and the PRNG is used to generate random numbers.
In this case, there are only three parties (patients, doctor, hospital server) know to calculate the
random number, so that even if the others steal the parameter, they cannot complete the
verification because they don't know how to make the random number. In addition, hash
function and XOR operations are added to make the overall encryption and verification more
complete.

Keywords: Cryptography, Attribute-based Encryption, Lightweight authentication,
Access control
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G

T e(g.9)5@t) /e(g, )"

a+r

e(gPs.g B )/e(g.9)"s

B 10 : f2%Fe i
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34 =L %E

HEHA LA BIFER > 1T e (7w ﬁ’}g'ﬂ (s 2) ék’%‘f* Server & 7& [
FEAR R (F 28 EL) FreServer Mhi i 5 BRI € 7 session key* -

341 £EF R FREELE

I REE (pR) P LT BET FRR Server i 0 F HEFA
%7 & f 0 %16 Randomnumber 2 % ry 58 H °® ry 583333 ) & ¢ 4 Lhom @ iFo
PR FERTE Y 3 sk, 3t B Xy = h(sk, @ 1) Py = h(ry @ h(IDp)) @ h(sk,) P, =

HMACqy,,(IDp, X, Py) > #xt5 #ID, ~ X; ~ Py ~ P, #3% T ¥ Fx Server °
fm; 2: % ;ﬁr;, Server 111D, ~ Xy ~ Py ~ Py b 58P > 5 A AGRID, 35 P14 h
CRFEE- S bk B3 B Py = HMACy, (1D, X,P) » W $P', = P, » 4o
# #‘«‘4 AT bl SRl P R g 0BG S T REL Kook pE o Rl
B X'y = h(sk, ®11) Py = h(ry @ h(ID,)) @ h(sky) » 4% X'y = X, 2 P'y = P, » 4 7 12
m,u},% B o A M o BT kid Fle Sewer@lf%%“iﬁt@w‘i:f?‘a,&‘:ﬂ%i&%? °

"ol
{:E
) v v

Get ramdom seed 1,
Compute RN Compute

Xy = h(sk, © 1) Po= HMACSkp( ID,, X, P,)

X'y = h(sk, ®m)

P’y = h(r; @ h(ID,)) @® h(sk,)

E 1D, 3% 2| 48 ¥ &ty sk,

P, = h(r, @ h(ID,)) @ h(sk,)
P, = HMACq., (IDp, X, P1)

110 RS R B

% 2 31 F e Server % iF Randomnumber & 2 1, 8> H ¢ r, 283 333 [ &7 4
oo B 1F o 3 B Y, = h(ry) @ h(sk, D1y) - Sl—h(Y@IDp)@(skp) : 52—
HMACs,,(11,72,Y, 53)’ T - %€ 3k & Hysession key = h(ny||r,||sk,||timestamp,,) » &
timestamp, &% — =R ATied T RO R > RS HY, S, S, B TR ?.“*’ °

”5% 4 % )]% BB T F1Y,, 8,8, = B 5pF > Bil- gkt B8 5 S’y =
HMACskp(rl,rz,Y S3) WS, =5, ok 7 #B o457 L_xéﬁg,l FHPFE T R G
G A HEE Kook pE > Pl ES =h(Y @ ID,) @ (sky) > Y', = h(r) &
h(sk, EBrZ) kS =52Y, =Y %7 ug;zg,g%ﬁr;, Server 33 & & B F o ¥ AT €
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#& & dhsession key = h(ry||ry||sk,||timestamp,) * £ ¥ timestamp, &% — =% S FFF o5
s g kR R o

HISp R R BAR  BEY T F timestamp,, 0 Wl B % icdy
g7 ¥ AL Es - £ 5 b 0 B iE sessionkey v F 0 F ¥ IDC =
Esession key(D1ipy, || -+ || D1ip ;| |timestampy 1) - WiTM; = HMACg ,(IDpCy|| ... [|IDyCy) » B«
{6 #eID,Cy ... ID,C, ~ M B2 T F 2 5

Get ramdom seed r,
Compute

Y1 - h(rl) @ h(Skp Ga rz)

Compute
5’2 = HMACSkp (Tl, s, Y, 53)

$'s = h(Y @ ID,) B (sk) Gl 5, = (Y D ID,) © (sk,)
Y', = h(ry) ® h(sk, ® 13) Sy = HMAC (11,72,Y,S3)

3k % session key =

. 3t 3k € session key =
h(r1||r2||sk |timestamp,,) = ”

e h(ry||r;||sk, ||timestamp,,)

B 12 : %l‘% Server & & F§ B

,

% # 6 ¢ F B Server ft I ID,C..IDyCMy 0 FOR 3 E M

T o hrkApE o TF MLp, ¥ session keyfRH SR HEARBEL (F2
1) Y HAR

ol ]

=

v v v

use session key to Encryption

IDp Cl = Esession key (Dllel ” ||D11Dpi||timeStampn+1)

IDp Ck = Esession key (DkIDp1” |IDk1Dpi||timeStampn+k)
M; = HMACg,, (IDyCy]| ... ||ID, Cic)

B 13 : session key*r % xﬁﬁi%l"}"q‘i
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342 BB A FRRER &

S F A AR o 5 Randomnumber 2 % 3 $-8c> & ¢y S 8050 333
ER AR T BT R FREY ok, 7t E X, =h(sky; D13) Dy =h(; D
h(IDd)) ® h(skq) > Dy = HMACs,(IDg, X1,D1) > # % P~ 1R 5 £:IDp > * k2 7w F = Server

A R alicdy 0 B t8 %Dy, IDy, X5, D1, D, BiE2 ¥ I Server e

abﬁv'? 2% Pﬁrm Server < ¥1IDy , 1Dy, X5, D1, D, I 1 58P > | £ARID, 45 B s e
skg #«%—?.ﬁzﬁ“ T EspreR e B D', = HMACy,(IDg, X1, D1) » - $1D', = D, » 4%
AARE AT LB S EFE I RS G BESARER R drkAp d o Bl
B X', =h(sk, ®13)° D'y = h(rs ® h(IDy)) ® h(sky) > 4o X'y = X,2 D'y =D, » % 7
MFERRF A s B o T kad F e Server Wit Sl w 3 op kg sk

o E

Get ramdom seed 3 1Dy, 1Dy, L ¥ 1D, 3% ) 48 ¥ & 49 sky
Compute X,,D4,D, Compute

D', = HMACg,(ID4, X1, Dy)

X'y = h(skq @ 13)

D'y = h(r; @ h(IDy)) & h(sky)

Xy = h(sky © 13)
Dy = h(r3 @ h(IDy)) @ h(ska)
Dy = HMACsk,(IDg, X1, D1)

W 140 F 2 Hmn 8
# 2% 3 ¢ ¥ Ix Server & iF Random number 2 2 73 3-8 > # ¥ 1, 430 333 /] & ¢ £
far e Wi o 3B Y, =h(r) @ h(sk, ®1y) 0 Sy = h(y2 @ IDg) @ (sk,) > S, =
HMACsy,, (13,74, Y2, S3) » I 74 %_§ 3% & dfsession key = h(r3||ry||skql|timestamp,) * B #
timestamp, &% — R FEFF ATied T KPR o B (SR, 8,8, BiE T p R e
HF A FF LRI, 85,8, 2 B R 3&@— M AL ETES,
HMAC, (13,73, Y2, S3) > v Sy = Sy 4o % A Ap % 0 & 77 L @ S lcpv i 7 ee & Gag o
PG AHEL Kook pE > BlBEIES, = (Y, eawd) ® (sky) * Y'; = h(r3) ®
h(sk, @1y) » 0% Sy = S3 0 Y/, =Y, » A om MFERF e Server S & 42 L f {4 o £k 2§
& & fsession key = h(rs||ry||sky||timestamp,,) * B P timestamp, 2 — =X B # PF 7
whET RenpE R o
#H IS p A F Server B8 § T H—*F’*timestampnﬂ ARH A1 d F A TR
D, DI¥ el b0 By € F AL > s - 256 Filsessionkeyte B 0 B
< ID,C; = sesszonkey(Dllelll ||D11Dpi||tlmestampn+1) s BliEM, = HMAC,(ID,C,|| ... ||ID,Cy) » B
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{6 H#ID,Cy o ID,Cy ~ M, B2 T F A -

% F 6 F 2 HATID,Cy, .. IDCy, My £3- 8 M’y = HMACsy,(ID, G, || ... [IIDpCy) » v+ %t
My=My 4ok 3 Ap% 0 27 b B3 S EPF @I R g FS TR Mook p %
WF #Cpp, it * sessionkeyfEHis T AR RALF AL

e E

Get ramdom seed 1,
Compute
Y, 55,5, Y, = h(r3) @ h(sk, D 1)
e S3 = h(Y, @ ID,) @ (sk,)
Ss = HMACgy (13,74, Y2, S3)

Compute
S's = HMACskp (13,11, Y2,53)

§'s = h(Y, @ IDg) @ (sky)

Y’y = h(r3) @ h(sk, D 1)

3t & E session key =

) it & & session key =
h(rs||ra||sk4||timestamp,,) 3 5% y

h(rs||ry||skql||timestamp,,)

B 15 : %51‘% Server & 72 £

use session key to Encryption
IDpCI = Esession key(Dllelll ”Dllei”timeStampn+1)

IDka = Esession key(DkIDplll ”DkIDpi”timeStampn+k)
M, = HMACg,(ID,Cy|| ... |[IDpCr)

B 16 - session key*r % @ 45 7

3.4.3 Random number % i

% 40 I chiE (seed) © » Pseudo Random number generator (PRNG) F¥ > ¢ 3| — #&
SR e TPt 0 A PTR REEY 0 @ PRNG @ Fa S ARFER Y @G
B W 2 R BEFE 2 S - R Randomnumber o 11T E-yy vy, vy v iA

3R
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r BAREBEOEIES Stk B pd B RABEUT nF ARy
F e Server T w BAE R T - AR R BB 0L A G 2 P DA

BAFO Y AP BEEEIRTEB S S L FARe LB B &S

seed, = (D11Dp1|| ||D1,Dpi||timestampn+1)

seed, = > 1(D211)p1|| ||D2,Dpi||timestampn+2)

seed, =>n — 1(kap1|| ||Dk,Dpi||timestampn+k)

B 17 : seed % (T @

i FHLPE S ERT - X BRI L AL RNE e xor E 5§
seed’ et i 5 0 oA pEOSE RN - & @RHROE L8 R LT xor i B 1k § (T seede
Yo 17 957 0 dts » B PRNG A2 7y o1y o73 o1y ©
B AR
41 % 2HAH

Al Ed o AT TR NIEE MR TR 2 70 WL E s F

(Resistance to Replay Attacks) ~ #% & ¢ [ % sz # (Resistance to Man-in-the-middle
Attacks) ~ w » %% (Forward Secrecy) ™ % F+ 33#% (Mutual Authentication) °
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411 A FE H ¥

Insecure channel

parameters

o Replay attack

B 18 : £ ¥
x?»ap - BELAFE RS FrsE B EP-T0 PLS3, XY, ¥ S0 d i
B Ay BER LA 2 ST AR ENG v T AREM Rk

SRS VS IR = S L

4.1.2 #iFe F LA

Man-in-the-middle Attacks

Bl 19 : ¢ ¥ A ¢ #
B - BELAEE N LFRARID > LR BB HL LA A
# o Pl i @k sk, S8k 12 d PRNG & 2 iy, Sl 0 @ 1

X1, Yy, Py, S % S8 Ft o T oudsgRe A ST o

lﬂ —va&?
"W
s
N

413 W F B

i RPN RERAR - KR CRFER ¥ sessionkeytr e E AL A
-

- XA ¥ hsession key 0 1 ¥T W -

=k

= thisession keyiE FlBLfE % <

A
i

FH o AT chsession key = h(ny||ry||sky||timestamp,) > £ © 1,1y, timestamp, % %
B TFFRE D % Tl session keyik 2Lt B8 L &2 ﬁ*ﬁ’% W4 thde B TR o T A
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TR i R SRR L e R R A
414 %5

i@&ﬁ§%.%ﬂﬁ 4 A @EX = h(sk, ®n), P, =h(ry @ h(ID,)) B
h(sky)™ B %-#c > & Server 1|1 » K sk, $8c€ 23 € *HinenRT > sk, 58 E 5
B oy oo )I‘um;ru Server ¥ Y FEX,, P AT S IDpgm A TN BRER S (S 0 TR
Hw5%# o #%Fd Server i+ £, = h(ry) @ h(sk, ®1,),S, = h(Y @ ID,) @ (sk,) % ¥
wBEH A 0 FIRY, S HRERIE > TRAFeKE -

4.2 Ty I‘lp
421 % EREAN R

HHREHRE? = BIFER (KA IEE S 2 BIFE S ERIFE) - {305 B
B2 APEUEEEE 1 BRI S0 B E AR R TR - X2 FT 100
ZIBHEBERFTHE - aN Py g - W[Iiaﬁ_m/ﬁ%]“*"t %) & 20~30 B2 B o {4
+ Eﬂﬁfﬁﬁﬁ@%’* ?”m Server (VM%) 50 B o Flpt > AP A= BRER? GG ERE &
<~ ERETL 60

dB20~22 7 > FOUERE N T e B i@ﬁ$£’ﬁﬂ&#ﬁﬁ{@
SRR O BEEE L S50 BT 2240 d 2P v B AIOT B3 E A4 25
P2 ERPIEERHRRETL IR Ft o AR R i kE s R L K

BF M a? A% 2enif BT &4 5@ TR

AT IR AT B )
3 2.69

¥

0 10 20 30 40 50 60 0 10 20 30 40 50
B3 E REE 8 s
Bl 20: &4 4 24 IFE Bl 21 4 BFF i
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AT BB

0 10 20 30 40 50 60
J§ M3

B 22 : f23rr

AP E B 30 B RS ] kD Bk R ’?n‘—' oA E R
AP o E o Y F R B - Ak W OB T eh ik 2 M=
(D1ipy, || - 1I1D1p,, | [timestampy) » + -] ¥ & 250B> 1KB + - ¢ eficdf = 7 12§ 3~5

Nk F LL*\IFB;‘-!—FI‘}," JEC1KB #2382 65KB - d Bl 23247 > APV OUFEIR o F
BEBE AR B BRR FEEA b L I T | S

AT B AT B F
16 joc1a 14 14 141 142 142 143 0.7 g.gp 0-63 062 0.63 0.63 064 40-.55
14 | gn-o0—e * ° ° ° ® oG e ° ° © ®
12 [-138 0.5 | 0.62-0.62
O_; ;;{, 0.4
06 R 0.3
04 0.2
0.2 0.1
Q 0
0 10 20 30 40 50 60 0 10 20 30 10 50 60
& # A/ N(KB) &4 A/ (KB)
Bl 23: Bdd 2 30 BoempR B 24: Hirsd 5 30 BEgmER
422 EE IV EHFEH TR

FHHE R REY (4 & Server %iE ~ Server B F A SRE) o ALY &8
B EPFE FOE R TR T Taa  Tumac ° Taes * Trandom T E (530 - %
77100 xB~HpEFRF TG -

Thash - FLAFFBTCR G5 15 2 F)

Tumac * LT — T E4xfek Ericy 95 36 2 F)

Tyxor - L ETXOR*TT- 3 PR 5 09 24

Tenerption + @ * session key*t @"er» 7 PR L 22%F)

B w N e
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5  Trandom - ~i"xitg‘ﬁﬂ:(rl v1y Ty ) TR PR L 08 FF)
’é_-‘},% A 87 Server Bk ZE ¢
ﬁ%bAﬁ?i—fbﬁﬁlﬁhm+ﬂhmﬁﬂﬂw+ﬂhmM’ﬂﬁﬁ
FHET A sk, PR R A LG AP c AT OL 116 TH 0 BRK
BREEAN 0 AR SFEFR TR 1 o Ry RV FIE et 2 T o
Ty IOTH A a4 3 w4 o
i Server &2 ¥ 24 A
PR #2542 Server HFEARF 0 F - % 3T T 3Ty + 1Tymac + 3Txor +
PV R HEP .

¥

1TRandom

L-SwmaEAxRy
5.1 B#

AFTALRNT - BANRE A ROERT 0 BHA LA RE (Identlty
authentication) £ ¥ #L i % |+ (Data confidentiality) = T P #&¢ » A 50 - BiEE
¢%@$ﬁ°i%§%%%ﬁﬂ’ﬂW@?%ﬂﬂﬁiﬁm&%m*?H‘Wﬁﬂkﬁ
F2 Mok e o F SR P RER - LR R BERIEE S A
T N R B E o ¥ Y B is esswnkeyxaﬁ N A R T e
TEfcdp e PR R3e 1 5 seed A~ PRNG A 2 SEds i higHienfin™ » 4 = 3 (}F’q
B~ F2 > F I Server) friff pr HApH s R W ow A Lk ‘ffEB" R SPETE
o Ao B TR B2 R SR E R o APt sk 250 R
BPESRLE A chipd o

52 A kE¥

AT P A AR o EE LB HERH (revoke ) i ar o 4 T*u{?’u’ B
Rop b RS R R H R B F A REE S R AT IR o £
ARB- HEHG (CREGK T RHEMH APRNDAMEFIYALIER R
B g lvﬁﬁ'ﬁ?}‘m Server T I et B By 0 fE2R ISR R 0 € (B ¥ Fx Server * ?%’K’L
BT fRR O ARLERYIOR 0 EF e Server 1 (TR H i o Fut o NPT UL
dEcH B R R L Ttk RA PP I RIEEL LT o
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