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Abstract

Decentralized finance began to flourish after June 2020, and security incidents also broke
out one after another, mostly related to code security. At present, the technology of various
decentralized finance (DeFi) protocols is not yet mature, and potential risks at different
application levels may not be discovered during security audits. In the future, more unknown
attacks that combine different protocol vulnerabilities will inevitably occur. This paper intends
to use various common DeFi applications such as flash loans, oracles, and governance projects
to analyze the following vulnerabilities in a total of eight attack processes: Unstoppable, Naive
Receiver, Truster, Side Entrance, The Rewarder, Selfie, Compromised, and Puppet. It also
provides smart contract security writing or resolution methods for the analysis and solution of
various attack vulnerabilities, so that distributed financial applications can be safely controlled
by the source code after they are deployed on Ethereum, and fundamentally slow down external
attacks.
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1. B d¥#cE » (cross-function re-entrancy)
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i# {7 3P »withdrawBalance () £ transfer () + % userBalances 7 & > withdrawBalance
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//Cross-function Reentrancy
contract INSECURE{
mapping (address => uint) private userBalances;

function transfer(address to, uint amount)public{
if (userBalances[msg.sender] »= amount) {
userBalances[to] += amount;
userBalances[msg.sender] -= amount;

}

}

function withdrawBalance() public {
uint amountToWithdraw = userBalances[msg.sender];
(bool success, ) = msg.sender.call.value(amountToWithdraw)("");
require(success);
userBalances[msg.sender] =

Bl 1~ ESEE ~ o
2. Z3~Z » (delegated re-entrancy)
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@, Contract Ox4f4e0f2ch72e718fc0433222768C57823162152 (bZx Exploiter 1: Contract) @ ([0

TRAMNSFER 10,000 Ether From Wrappec
TRANSFER 5,500 Ether From bZx Exploiter 1:
TRANSFER 1,300 Ether From bZx Exploiter 1:
TRANSFER 1,300 Ether From 0xb0200b0677dd825bb3... To = Wrapped Ether

To = bZx Exploiter 1: C__.

. To = Compound Ether

[ |

. To=+ 0xb0200b0677dd825bb3. .

TRANSFER 5,637.623762376237623786 Ether From Wrapped Ether To = Kyber: Reserve W
TRANSFER 5,637.6237623762376237586 Ether From Kyber. Reserve W... To = Kyber: Contract
TRANSFER 5,637.623762376237623786 Ether From Kyber: Contract To = Kyber: Reserve Un...
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TRANSFER 65 Ether From 0x50aed62a6b05cT2ed48... To = bZx Exploiter 1
SELF DESTRUCT Contract Ox50aed62a6h0bci2edd
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require PR Fl At & 4 R RVNE L 9N Sl FEREIUF R E T o
function flashLoan(

uint256 borrowAmount,

address borrower,

address target,

bytes calldata data

onlyowner | external
nonReentrant

uint256 balanceBefore = damnValuableToken.balanceOf(address(this));
require(balanceBefore >= borrowAmount, "Not enough tokens in pool");

WO T R L S B

4.4 Side Entrance
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flashloan () % { § 347 = execute ) ¥ #¥-H 455 3T 3 -

modifier lock {

require(!lockBalances, "cannot reentrancy");
lockBalances = true;

3
lockBalances = false;

}

B 12 ~ mutex
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function drainAllFunds(address receiver) external onlyGoverna
uint a=block. tlmestamp,
require(a>d n annot execute");
uint256 am balanceOf (address(this));
token.transfer(r

er, amount);

emit FundsDrained

4.7 Compromised

N AR LATR RN G FAER ER Y Bt R0 R
2P L1490 kB LG/ HInE R @ #52



Communications of the CCISA
@ﬁ Regular Paper
Vol. 27 No. 2 May 2021

148 & 5 7 WX ITFEF LT PEIEN Y & - 1410 fﬁﬁ EET T LT
’?, E2 £ M EEARN TR (MHAcH T L FAR) o H{IE T X 2 2 Defi A
P &3 7k g
Uniswap VI 73 8 8 % 2 @417 2 F 3408 i fo o - d 0 8 wt% b
e BAR R E & 20 V26K R S g T2 . (TWAP) %4 » A
s BPRALCEHRETHIAFIEFEEFORR 40 BEFREHT 4 F ﬁﬁi}”ﬂ‘i Fh
£ R PR G PR > T ENGERFREN AR HEGZRARE DR ROER
SR TIO R o AT AT R G S BRHEOR Y - 5 TEY R EANEL RS
a@ﬁ,ﬁwﬁﬁ¢w,ﬂwﬁﬁi%@%ﬁﬁﬁ’%ggﬁgﬁﬁﬁgawﬁﬁ’:
ATER AR VT2 g XIBT TAERREKLA ¢ st H L AR MR
191%!%‘1‘%\-=H_#3?a‘§?.~&‘4 T IB 0 R BT A A o WS EPY R
B ARE B AR © G AR AR A
MakerDAO ¢ sterg 4 e [17] 25 B — BIE= #orft i > 2 467 U K 5
B R M RAEY §FAEZ I BAINRARNST R R T
EUTERT v HFRMAK LA AR RERTRIDE R IRE TR TEE (F
2 1%) P EABRIATEFRFAZE 6 kypd o L F[15] 5 Fek 3 E T B
RARGE FOP F R RBRASEXE T AN R 5% N 0 BT
Ltfﬁar%ﬂi‘l%%% B T A AN AL S% e S LIt Bl TS B
AR WX 2HCT] (OSM) 2 @ 2EE JRGE T B F 0 OSM #-1p eat &
Jfﬁ FH3 ﬁﬁﬁ B P ?fi"* ZEET ey ﬁﬁi‘ﬂ\p EELR At LR N
T OSM A 5 7 iR ;‘_3@:}];] TaEfkz o A g d TR TR e nRTR Y
ot A &?mﬂ G R PR RS IR W R BRI s -
bzx ¥ £ % >4+ * ChainLink 7 5 5 3% /242 ([18]> B #F F 1%k %_ﬁ*ug
# 2 LA7 (> KNC/ETH{eBTC/ETH > i # 5 2%) > 4wk AZ D HLE & > B|=
JPEERE R (T ] SRR h AT o Aave ® % Chainlink § £ 5 #ichy £ NP E T A
R /mnﬁ,ifgﬂim AT (3@ T ARG 2%) ek 2E T
= 2 Tﬁ_’ﬂlﬂfj‘k’%xirr— B kA R e Ao Compound § 1 % p Coinbase Pro~
Bittrex ~ Poloniex fr Binance ¢f8~2 < Wi ¢ =@ ¥ A F A ¢ =H B R IAR 1%KL
foada b HER > 50 ”‘;}%:EL PR (AbREE]) AL F ] BF 10% - DDEX
RAGAFARFIWOGFIWAEIRI FIETE G TLE > R RAECERPN AV K
FRE A U kI R I H > 121 USDC E b 0 %4 Coinbase i 12 0 ¥ & H 4&
4 AI‘HE};%;%‘ PEX2RACRBIREY EfIPRER U DAL G B B R RERLT
L] PR E S 09590 105 dYAX 47 B TR AR Y 2 F B HIF T

2.

?&

4.8 Puppet

38



Communications of the CCISA
@ﬁ Regular Paper
Vol. 27 No. 2 May 2021

NG R ;l“‘il%%‘ﬂi‘ F e A R IR L R RREL L 2T
P e l4ll> 3 8% 3| E82 80T HRAEEE —%"'E‘fm?- FEo 1412 ¥ A3+ 5 3%
PP fost LR £ o R R R ARATE ETH Bop 2 6 90 &3
BOGEE (015 R 9 ETHAR) » A% Bk B~ % (B ols 2 e Y &
AR

2z %}
L~ <p

i*éﬁﬁﬁﬁﬂﬁ#ifﬁﬁﬁ$ﬁﬁﬂ@?$@’ﬂ%%w%ﬁﬁ§iﬂﬁi
2o dEd MEFRAANG AR PN LAL 2T R HIRKR O HHE - FHBRNT A
2 AR URFEZ BB X 2pp 0 T 2k | & SCSVS V14:DeFi % 2
ﬂﬁoﬁ%@@ﬁﬁ¢ﬁﬁﬂ%@%@ﬁiﬁiﬁ’ﬁﬁaﬁihiiiiﬁ’iﬁﬁ
GREE QLT IS W WA

dRARGARIER F A O HATARASTTI AP B BAERIAD A P2 i
ARG R +%%r? %@J$@w&%m§iﬂU+%6%ﬁ@ﬁ%ﬁg%k
B2 FAME WA IIRERY S 6L A KT 2% PRAL o

342

[1] L. Gudgeon, D. Perez, D. Harz, B. Livshits, and A. Gervais, "The decentralized financial
crisis," in 2020 Crypto Valley Conference on Blockchain Technology (CVCBT) , 2020,
pp- 1-15: IEEE.

[2] Y. Chen and C. J. J. o. B. V. 1. Bellavitis, "Blockchain disruption and decentralized
finance: The rise of decentralized business models," ScienceDirect, vol. 13, p. e00151,
2020.

[3]  Defi Pulse 4514, Available: https://defipulse.com/

[4] Salami, Iwa. "Decentralised Finance: The Case for a Holistic Approach to Regulating
the Crypto Industry." Salami, 1. (2020) ‘Decentralised Finance: The Case for a Holistic

Approach to Regulating the Crypto Industry ' Journal of International Banking and
Financial Law 35.7 (2020) : 496-499. [5]  Bitcoin, Ethereum Avg. Transaction
Fee historical chart. Available: https://bitinfocharts.com/comparison/transactionfees-
btc-eth.html#6m

[6] H. Adams, N. Zinsmeister, and D. J. U. h. u. o. w. p. Robinson. (2020) . Uniswap v2
core. Available: https://uniswap. org/whitepaper. pdf

39


https://defipulse.com/
https://bitinfocharts.com/comparison/transactionfees-btc-eth.html#6m
https://bitinfocharts.com/comparison/transactionfees-btc-eth.html#6m
https://uniswap/

Communications of the CCISA
@ﬁ Regular Paper

Vol. 27 No. 2 May 2021

[10]

[11]

[12]

gas fee. Available: https://blog.makerdao.com/how-ethereum-2-0-will-address-gas-

issues-and-enable-dai-and-defi-to-scale/
The DAO. Available: https://en.wikipedia.org/wiki/The DAQO (organization)

How the dForce hacker used reentrancy to steal 25 million. Available:

https://quantstamp.com/blog/how-the-dforce-hacker-used-reentrancy-to-steal-25-

million

S. Sayeed, H. Marco-Gisbert, and T. J. I. A. Caira, "Smart contract: Attacks and
protections," IEEE Access, vol. 8, pp. 24416-24427, 2020.

M. Rodler, W. Li, G. O. Karame, and L. J. a. p. a. Davi, "Sereum: Protecting existing
smart contracts against re-entrancy attacks," arXiv:1812.05934, 2018.

bZx Hack Full Disclosure (With Detailed Profit Analysis) . Available:
https://peckshield.medium.com/bzx-hack-full-disclosure-with-detailed-profit-analysis-
e6bb1fa9bl8fc

Exploiting  Uniswap:  from  reentrancy to  actual  profit.  Available:

https://blog.openzeppelin.com/exploiting-uniswap-from-reentrancy-to-actual-profit/

Damn Vulnerable DeFi. Available: https://www.damnvulnerabledefi.xyz/
MakerDAO White Paper. Available: https://makerdao.com/en/whitepaper/#keepers
Uniswap V2 Audit Report. Available: https://uniswap.org/audit.html#org87c8b91

Feeds price feed oracles. Available: https://developer.makerdao.com/feeds/
Choosing a Reliable Solution  for bZx’s Oracle. Available:
https://bzx.network/blog/choosing-oracle

40


https://blog.makerdao.com/how-ethereum-2-0-will-address-gas-issues-and-enable-dai-and-defi-to-scale/
https://blog.makerdao.com/how-ethereum-2-0-will-address-gas-issues-and-enable-dai-and-defi-to-scale/
https://en.wikipedia.org/wiki/The_DAO_(organization
https://quantstamp.com/blog/how-the-dforce-hacker-used-reentrancy-to-steal-25-million
https://quantstamp.com/blog/how-the-dforce-hacker-used-reentrancy-to-steal-25-million
https://peckshield.medium.com/bzx-hack-full-disclosure-with-detailed-profit-analysis-e6b1fa9b18fc
https://peckshield.medium.com/bzx-hack-full-disclosure-with-detailed-profit-analysis-e6b1fa9b18fc
https://blog.openzeppelin.com/exploiting-uniswap-from-reentrancy-to-actual-profit/
https://www.damnvulnerabledefi.xyz/
https://makerdao.com/en/whitepaper/#keepers
https://uniswap.org/audit.html#org87c8b91
https://developer.makerdao.com/feeds/
https://bzx.network/blog/choosing-oracle

