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Abstract 

Mobile communication standard has been extensively developed to introduce many more 

connected devices for the Internet of Things (IoT). However, the vulnerability of radio access 

network (RAN) in long-term evolution (LTE) would impact the security of IoT applications by 

LTE. RAN transmits/receives data over the air interface and is vulnerable to many active and 

passive attacks as RAN procedures typically occur before any security establishment. With the 

growth in devices connecting to the Internet, massive-scale attacks would be easier for the 

attackers to execute. This work practices those attacks against certain individual 

telecommunication service providers (TSPs) in Taiwan with various kinds of mobile devices. 

The potential solutions against the attacks in RAN are also introduced for the defense in this 

work. 
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1. Introduction 

1.1 Motivation 

Cellular network security is critical for the nation's security as it affects everything from 

communication, businesses, transportation, healthcare and many more. Devices in these 

networks are increasing day by day. With the involvement of the Internet of Things (IoT) more 

devices will get attached to these networks. Such a network with devices of high computation 

capabilities creates the perfect environment for the attacker to exploit and take over. 

With the advancement in technology, the tools used by these attackers are getting more 

affordable. Stingrays or cell-site simulators are one of them, which can identify the user's 

location or capture extremely critical data such as International mobile subscriber identity 

(IMSI) or any unencrypted data over this network, which can be misused by an attacker with 

malicious intent and resources to cause immense problems. 

Some of the real-world examples include 2018's Hawaii fake broadcast where ballistic 

missile alert was issued via Emergency Alert System and Commercial Mobile Alert System 

over cellular networks [16]. This kind of fake alarms can cause huge chaos in people. 

Here are some potential attack scenarios that can be caused by the attacker with resources 

such as stingrays and cell-site simulators: 

 Scenario 1: IMSI is the permanent identity of a subscriber. It must be kept secret. 

To achieve this, LTE uses a Globally Unique Temporary Identifier (GUTI) which 

is used to identify subscribers. However, there are some situations like "TAU 

Request" where user discloses its IMSI. Disclosure of IMSI may cause the user to 

leak their location or other private information such as conversations. More strong 

attacks are also possible after retrieval of IMSI. 

 Scenario 2: Location is considered private information of the user in the network. 

To give seamless and strong services to the user, mobile operators need to know 

the location of these users. An attacker can misuse the vulnerability to cause life-

threatening consequences. 

 Scenario 3: Attackers can execute jamming attacks because the radio network has 

a shared interface that is an air interface. The LTE network is vulnerable to "Radio 

Frequency jamming" in which an attacker prevents a legitimate user from making 

a network connection, "Spoofing" in which an attacker can imitate a real user, or 

"Sniffing" in which an attacker can obtain unencrypted data. 

 Scenario 4: To manage radio resources efficiently and save the battery life of 

mobile devices, LTE allows reuse of the radio resources. Signaling messages which 
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are used for reassignment of the resources can be misused by an attacker to prevent 

legitimate users from connecting to the network. 

 Scenario 5: Attacker can launch a series of attacks, such as location tracking, 

Denial of Service (DoS) or Man-in-the-middle attack using fake base stations 

created by affordable hardware or even personal base stations. 

1.2 Contributions 

This work focuses on the study of threats on the Radio Access Network (RAN). This work 

is looking at the main questions: what is the effect of RAN attacks on wireless networks and 

mobile devices? Why is it difficult to detect threats on mobile networks? How are we going to 

spot these attacks? 

This work examined the effects of RAN attacks on various mobile devices and well-known 

Taiwanese cellular network operators. In order to examine the impact of these attacks, the 

author has carried out attacks on multiple devices and operators in order to assess the behavior 

of different operators and devices to the different attacks carried out. This work found that 

mobile devices have an influence on RAN attacks. This study carried out traditional radio 

network attacks using opensource LTE stacks and researched the impact of these attacks on 

different mobile devices and well-known Taiwanese cellular network operators. 

1.3 Organization 

The remainder of this study shall be organized in the following order. Section 2 will 

provide the reader with the background details required to understand this work. This 

background provides an overview of the cellular network, the types of intrusion detection, 

Model Checking, the methods used to detect attacks, and the open source software used to 

implement the device. Section 3 will set out the related work that has been done in this area. 

Section 4 will introduce the implementation of the famous attacks on LTE. Section 5 will 

present the proposed LTE attack detection system. The experimental findings will be analyzed 

in section 6 and, eventually, the paper will be concluded in section 7 with future directions. 

2. Cellular Network 

In December 2008, Long Term Evolution (LTE) was launched by Third Generation 

Partnership Project (3GPP) to provide a high rate of data and bandwidth, improved spectrum 

efficiency, and low latency compared to previous networks. LTE is often identified as the 
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Evolved Universal Terrestrial Access Network (E-UTRAN). 

LTE came into existence due to a dramatic rise in cellular data consumption and the 

emergence of new services such as online video games and streaming media, which could not 

have been achieved by the previous Universal Mobile Terrestrial System (UMTS) technology. 

UMTS was indeed an enhancement of Global Mobile Communications System (GSM) and 

General Radio Service packet (GPRS) technologies 

2.1 LTE Architecture 

LTE network architecture is consisting of mainly three components: User Equipment (UE), 

evolved Node B (eNB), which is a core component of the radio access network or Evolved-

Universal Terrestrial Radio Access Network (E-UTRAN) and Evolved Packet Core (EPC). 

These components, together known as the Evolved Packet System (EPS). 

UE is a mobile device that consists of Universal Subscriber Identity Module (USIM), 

which stores International Mobile Subscriber Identity (IMSI), security algorithms, and other 

information such as home network identity.  International Mobile Station Equipment Identity 

(IMEI) uniquely identifies UE. 

E-UTRAN manages the radio communications between the UE and Evolved Packet Core 

(EPC). In LTE, the geographical area is divided into smaller hexagonal cells. Each cell is served 

by a single evolved base station, which is also called as evolved node B or eNodeB. Each 

eNodeB communicate with one or more UEs from one or more Cells. 

EPC consist of the following components: 

 The Home Subscriber Server (HSS) is a central database that contains UE's IMSI, 

IMEI, subscription data, and other relevant information such as cryptographic keys 

of all subscribers. 

 The Packet Data Network Gateway (P-GW) communicates with the external 

network. Each package data network is identified by the access point name (APN). 

 The Serving Gateway (S-GW) acts as a router that transmits data between the base 

station and the PDN gateway. 

 Mobility Management Entities (MME) control advanced operations such as attach, 

paging, and detach of the UEs in a particular tracking area and also keeps track of 

locations of the UEs residing in its designated tracking area. 

 The Policy Control and Charging Rules (PCRF) is responsible for policy control 

decisions and controls the flow-based charging. 
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2.2 Common LTE Procedures 

The UE can first find a suitable cell by listening to message from nearby base stations, 

when it wants to connect with the network. If the UE identifies an appropriate cell, it initiates 

the Random Access (RA) procedure for obtaining info on the allocations and scheduling of 

uplink resources. The selected cell assigns the identifier to UE, known as the Temporary Cell 

Radio Network Temporary Identifier (C-RNTI). Using this temporary C-RNTI and uplink 

allocations, the UE seeks to create a Radio Resource Control (RRC) connection by transmitting 

the "RRC Connection Request". Upon receipt of the message, the eNB responds with the "RRC 

Connection Setup" including information on the distribution of radio resources and the 

significance of the C-RNTI to distinguish the UE for further coordination. Finally, the UE will 

complete the connection setup by sending the "RRC Connection Setup Complete" message. 

1) LTE Attach: The UE must send the "Non-access Stratum (NAS) Attach request", 

through the "RRC Connection" to MME, after the UE is effectively attached to the 

nearby eNB. When this message is sent, the MME starts the process of 

Authentication and Key Agreement (AKA) by replying with an authentication 

vector created by HSS. By sending a "NAS authentication response" the 

UE authenticates MME. The MME picks encryption and integrity protection 

algorithms to be used in the key agreement, following mutual authentication, and 

transfers the "NAS Security Mode Command" to the UE to inform selected 

algorithms. The UE produces the security keys of the NAS layer when this message 

is sent. Finally, the MME may grant a Global Temporary Unique Identity 

(GUTI) to replace the IMSI permanent identity. Following exchange of optional 

NAS and RRC layer configurations, MME sends a message "NAS Attach Accept" 

with GUTI and other connection information. Finally, to complete the connection 

process, UE sends a "NAS Attach Complete" message. 

2) LTE Detach: In certain cases, UE disconnect from the network after using services. 

In other situations, it may be disconnected by the network while still accessing 

services and may no longer be able to stay connected to the network. Once a UE is 

removed from the network, it needs to release all network / radio resources 

allocated to the EPS session and radio bearers. Both UE and Network can request 

detach. The detach triggered from the network is caused either by MME or HSS. 

UE or network expects detach accept message to complete the detach process. 

3) LTE Tracking Area Update: The procedure for Tracking Area Update (TAU) 

may be normal, periodic, or combined. Normal TAU is started when the UE 

attaches itself to the cell in a different area of tracking. Periodic TAU is controlled 
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in the "NAS Attach Accept" message by tracking area update timer which the 

network sends to UE. When the UE connected to both the EPS and non-EPS 

systems detects a specific tracking area not included in the MME list of previously 

reported tracking areas, Combined TAU is initiated. The TAU procedure begins 

when UE initiates the "NAS Tracking Area Update Request" which contains 

existing GUTI or IMSI, and the last identifier of the tracking area visited. The 

network responds with "NAS Tracking Area Update Accept" after receiving this 

message which provides new GUTI. In some cases, the network also replies with 

"NAS Tracking Area Update Reject," which includes the network's cause for 

rejection. 

2.3 Intrusion Detection System 

Intrusion is any attempt to compromise the system, which includes both failed and 

successful attempts made to compromise a particular system [3]. 

An Intrusion Detection System (IDS) is a device or application that monitors a network or 

system logs for malicious activity or policy violations. Any malicious activity or rule violation 

leads to an alarm. Intrusion prevention systems (IPS) are extended versions of IDS, which also 

try to mitigate the attack. 

An intrusion detection system (IDS) functions by monitoring all the activities on network 

or host, analyzing all events to find patterns based on known attacks or deviation from known 

behavior of the system. It differs from the traditional firewall as a firewall only tries to block 

the traffic based on a specified set of rules which allow or deny network connections. But on 

the other hand, IDS tends to alarm when malicious activity happened at the network or within 

the system itself. 

Based on the source of information, IDS can be broadly classified into three categories: 

network-based, host-based, and hybrid IDS [12]. 

 Network intrusion detection systems (NIDS): NIDS is a system that monitors 

network traffic for possible malicious activity. 

 Host-based intrusion detection systems (HIDS): HIDS is a system that monitors 

malicious activities within the host system. 

 Hybrid intrusion detection systems (Hybrid-IDS): Hybrid IDS is a system that 

monitors malicious activities on both network and host. 

The IDS may also be categorized as a Network Node Intrusion Detection System (NNIDS) 

or a Wireless IDS (WIDS) depending on the type of data source being handled by a specific 

IDS [1]. 
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2.4 Types of Detection Methodology 

There are mainly two detection methodologies that are followed by the IDS to detect an 

attack, which is the Misuse and Anomaly approach. 

 

 Misuse detection: As mentioned in Figure 1, Misuse Detection approach utilizes 

knowledge of known attacks to detect the attack, which can be further classified as 

rule-based or signature-based. Rule-based misuse detection uses "if-then rules" to 

trigger the alarm; on the other hand, the signature-based method matches the 

known attack signature to the monitored event to detect the attack. Misuse 

detection has one flaw that it cannot detect unknown attacks, but it has very few 

false alarms 

Figure 1: Misuse detection. 
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 Anomaly Detection: Anomaly-based IDS can be used to detect unknown attacks 

on the cost of a very high number of false alarms. As shown in Figure 2, Anomaly 

detection creates a generic behavior pattern called a trustworthy system profile, 

and any event that violates this system profile is classified as an attack. Anomaly 

detection needs a large amount of data and processing to correctly define a 

trustworthy system profile.  These profiles can be created in various ways, such 

as by measuring certain variables, which is a statistical way, specifying rules for 

allowed behavior, which is the rule-based approach, or creating a model of 

trustworthy behavior, which is the model-based approach. 

2.5 Discussion 

As shown in the last module that there are many types of IDS. Before those IDS systems 

can be used to detect the attacks in RAN, one may need to figure out the actual steps of attacks 

that can be practiced against specified telecommunication operators. By the concrete steps, we 

can know further how the attacks can be captured. 

3. Related Works 

Further, this work introduces some pieces of literature which tried to analyze LTE 

Figure 2: Anomaly Detection. 
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specification and performed adversarial testing to reveal multiple vulnerabilities. A Model 

based testing methodology [7] has been suggested to combine a NuSMV [18] Symbolic Model 

Checker and a Cryptographic Protocol Verifier to reveal weaknesses in the LTE specification. 

To incorporate with this method, the researcher has extensively researched the LTE 

requirements and developed a model utilizing a Tamarin Checker [23]. The author also uses 

this framework to show an attack scenario. The researcher evaluated these attack simulations 

on the open-source testbed [19]. The author was able to discover a reasonable amount of 19 

attacks utilizing this method. While the author's contribution is intriguing, the author's method 

may not include real-time traffic because the author has carried out attacks identified via the 

model manually. The author's research focuses primarily on the detection of bugs by analyzing 

a malicious attacker model system. 

Another work related to the testing of the LTE specification is proposed by Kim et al. [9]. 

In this work, the author has proposed a semi-automated testing tool [17] to dynamically test the 

LTE operational network. The researcher has deployed a method utilizing open-source LTE [22] 

tools to create and forward test cases to the target network. Further, user-side network traffic 

log is used to classify the problematic behavior. 

To create test cases, the author used Victim UE control plane logs and performed 

alterations such as changing plain text, sending plain text instead of protected text, or replaying 

messages after a specified time to check the behavior of the network and the victim.  The 

consequence of the attack is often to deny LTE services to legitimate customers, to spoof SMS 

or to monitor/modify user network traffic. The author has presented root cause analysis and 

possible countermeasures. 

As per report published [5][14] IMSI Disclosure and Position Tracking attacks abuse false 

base station and a principal authentication and protocol (AKA). Rao et al. [11] designed an 

IMSI capturing technique in which an attacker could abuse the SMS procedure. An attacker 

must have a valid connection to the LTE network. IMSI can be obtained with the help of the 

Mobile Station International Subscriber Directory Number and Diameter Routing Agents 

address. The author also used this IMSI to identify the location of the device, where the attacker 

could act as the Home Subscriber Server (HSS) and send the Insert-Subscriber-Data-Request 

(IDR) to MME to request the UE EPS location information that contains Cell Identity (CI), 

Location Area Identity (LAI), and Service Area Identity (SAI). An attacker can also send the 

User-Data-Request (UDR) to HSS by acting as an IMS application to get the Location Area ID 

and Cell ID. Holtmanns et al. [6] have introduced a procedure in which IMSI can be captured 

using MSISDN. In this case, an attacker acts as a Short Message Service Center and sends 

commands to the victim's service provider with MSISDN. However, after signaling messages, 

the attackers can get the IMSI of the victim and track down the user. [4] IMSI Catchers have 
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also been used in mobile networks to identify and listen to phones. Shaik et al. [13] suggested 

the victim's IMSI could leak with the victim's phone number and paging protocol. Radio 

Frequency (RF) jamming, sniffing, and sniffing attacks surveyed in [5] indicated that 

synchronization signals such as the primary synchronization signal, as well as the secondary 

synchronization signal could be produced and transported regularly by attackers using a 

counterfeit cell to avoid UE from connecting to a valid cell. Other Physical Broadcast Channel 

(PBCH) and Physical Control Format Indicator Channel (PCFICH) can also be jammed as they 

provide useful information for more damaging attacks. An attacker can also use the Jam 

Physical Uplink Control Channel (PUCCH) as it is situated at the edge of the system bandwidth 

and can be used to disrupt the uplink channel so that PUCCH jamming is very useful and 

effortless. Most commonly attackers attack Physical Random-Access Channel (PRACH) by 

launching a counterfeit cell tower that pretends to be a legitimate cell tower prevents existing 

subscribers from communicating to the tower. The [5] Denial of Service (DoS) and Distributed 

DoS (DDOS) security threats are the most common and serious aimed at exhausting the 

network's Radio Resources. LTE resources are not only limited but also harmful to the user's 

battery if the connection status is maintained in the RRC. Its provision of services to all 

subscribers at the same time as LTE performs a reassignment of radio resources. To do this, it 

uses a radio carrier between user equipment and the core network to transfer data. LTE also 

uses signaling called random access to release and reassign resources to another UE. Numerous 

control signals are produced as part of the bearer setup as well as release process. Uncontrolled 

transmission of such control packets can lead to traffic congestion and cripple network services. 

Bassil et al. [2] explained that repeated setup and release messages from a group of malicious 

attackers could result in network resource depletion and network service degrading. The pieces 

mentioned above of literature focused solely on attacking the LTE system to find vulnerabilities. 

The countermeasures proposed have not been tested by the authors. In such a vulnerable 

environment, secure communication is need of the hour to ensure that sturdy intrusion detection 

and prevention system (IDPS) is required to recognize this type of attack and alarm or prevent 

such attacks by changing some parameters. 
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4. Implemented Attacks on Radio Access Network 

4.1 Authentication Reject Attack AKA Numb Attack: 

 

This attack as shown in Figure 4 was introduced in [7]. In this attack, the attacker injects 

out of sync "Authentication Reject" message using rogue eNodeB. Upon reception of 

"Authentication Reject" messages, UE aborts signaling procedure, and Enter in EMM-

DEREGISTERED mode. UE also deletes any stored GUTI, TAI list [25]. This attack causes 

UE to detach from serving network completely, UE does not even try to reconnect with the 

network again only possible way to regain connection is to reinsert the sim card or toggle flight 

mode. 

Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victim does not send Authentication_response to base station. 

3) Victim Receives Authentication_reject. 

This work obtains the atomic propositions for Authentication Reject Attack AKA Numb 

Attack in accordance with the principles and essential steps. LTL formula for Numb Attack 

based on temporal relations between the atomic actions is as follows: 

𝜑𝑁𝑢𝑚𝑏 = 𝐹𝑎𝑘𝑒𝑏𝑎𝑠𝑒𝑠𝑡𝑎𝑡𝑖𝑜𝑛 ∧ ¬𝑠𝑒𝑛𝑑. 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛_𝑟 𝑒𝑠𝑝𝑜𝑛𝑠𝑒 ∧〇 

𝑟𝑒𝑐𝑒𝑖𝑣𝑒. 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛_𝑟𝑒𝑗𝑒𝑐𝑡 

In order to implement this attack, the author has used OpenLTE [20] as a rogue base station. 

Figure 4: Numb attack 
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OpenLTE provides a state machine to manage responses from UE. OpenLTE also includes code 

for "Authentication Reject" message. The author has replaced attach state machine with a single 

response that is, "Authentication Reject" messages. Which causes a rogue base station to send 

"Authentication Reject" messages whenever UE sends attach request to the rogue base station. 

4.2 AKA Bypass Attack: 

In LTE Authentication and key Exchange (AKA) procedure is very important procedure 

as it satisfies a key role in verification of both parties in communication. After UE is 

successfully attached whenever UE sends "Service Request" network uses previous context to 

authenticate UE. However, if attacker bypass this procedure by sending "RRC Reconfiguration 

Request" as shown in Figure 5, then attacker can get all the messages in plaintext. 

Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victim does not send Authentication_response to base station. 

3) Victim Receives Authentication_reject. 

The following LTL formula for AKAbypass can be given as follows, based on the concepts, 

critical steps and the temporal relationships between the atomic propositions: 

𝜑𝐴𝐾𝐴𝐵𝑦𝑝𝑎𝑠𝑠 = 𝐹𝑎𝑘𝑒𝑏𝑎𝑠𝑒𝑠𝑡𝑎𝑡𝑖𝑜𝑛 ∧ 𝑠𝑒𝑛𝑑. 𝑆𝑒𝑟𝑣𝑖𝑐𝑒_𝑅𝑒𝑞𝑢𝑒𝑠𝑡  

∧ ( 𝑟𝑒𝑐𝑒𝑖𝑣𝑒. 𝑅𝑅𝐶_𝑅𝑒𝑐𝑜𝑛𝑓𝑖𝑔𝑢𝑟𝑎𝑡𝑖𝑜𝑛_𝑅𝑒𝑞𝑢𝑒𝑠𝑡 ) 

  

Figure 5: AKA Bypass 
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4.3 Tracking Area Update Reject: 

This attack was mentioned in [13]. When UE moves to the different tracking area, UE 

initiates the "Tracking Area Update Request". On which network might respond with "Tracking 

Area Update Reject". This message is sent in plaintext, which can be misused by an attacker. 

 

As shown in Figure 6, attacker setup rogue eNodeB with higher signal strength and same 

PLMN as serving eNodeB but with different Tracking area code. UE gets connected to rogue 

enb and initiates the "Tracking Area Update" procedure by sending the "Tracking Area Update 

Request" message. Upon reception of this message rogue base station immediately sends the 

"Tracking Area Update Reject" message. "Tracking Area Update Reject" allows the network to 

provide the cause of the rejection. Attackers misuse this field to deny EPS and non EPS services 

for the UE. 

Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victim sends "TAU Request" to base station. 

3) Victim Receives "TAU Reject" with following causes, \#7 "EPS services not allowed", 

\#8 "EPS services and non-EPS services not allowed", \#15 "No suitable cells In 

tracking area". 

This work obtains the atomic propositions for TAU Reject attack in accordance with the 

principles and essential steps. LTL formula for TAU Reject attack based on temporal relations 

between the atomic actions is as follows: 

Figure 6: Tracking Area Update Reject 
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𝜑𝑇𝐴𝑈𝑅𝑒𝑗𝑒𝑐𝑡 =  𝐹𝑎𝑘𝑒 𝑏𝑎𝑠𝑒 𝑠𝑡𝑎𝑡𝑖𝑜𝑛 ∧ 𝑠𝑒𝑛𝑑. 𝑇𝐴𝑈_𝑅𝑒𝑞𝑢𝑒𝑠𝑡 ∧〇

( 𝑟𝑒𝑐𝑒𝑖𝑣𝑒. 𝑇𝐴𝑈_𝑟𝑒𝑗𝑒𝑐𝑡 ∧ 𝑟𝑒𝑐𝑒𝑖𝑣𝑒. 𝑐𝑎𝑢𝑠𝑒. 7 ∨ 𝑟𝑒𝑐𝑒𝑖𝑣𝑒. 𝑐𝑎𝑢𝑠𝑒. 8 ∨

𝑟𝑒𝑐𝑒𝑖𝑣𝑒. 𝑐𝑎𝑢𝑠𝑒. 15 )’ 

4.4 Attach Reject Attack: 

This attack was mentioned in [13]. Like "Tracking Area Update Reject Attack", "Attach 

Reject" message also provides field which is used by network to provide cause of rejection. 

Attackers misuse this field to deny EPS and non-EPS services for the UE. 

Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victim sends "TAU Request" to base station. 

3) Victim receives "Attach Reject" with following causes, #7 "EPS services not 

allowed", #8 "EPS services and non-EPS services not allowed", #15 "No suitable 

cells in tracking area". 

4.5 Service Reject Attack: 

 

This attack was mentioned in [13]. Like "Tracking Area Update Reject Attack", "Service 

Reject" message also provides field which is used by network to provide cause of rejection. 

Attackers misuse this field to deny EPS and non-EPS services for the UE. 

Figure 7: Service reject attack 
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Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victim sends "TAU Request" to base station. 

3) Victim receives "Service Reject" with following causes, #7 "EPS services not 

allowed", #8 "EPS services and non-EPS services not allowed", #15 "No suitable 

cells in tracking area". 

4.6 Detach Request Attack: 

 

This attack as shown in Figure 8 was introduced in [7]. Both UE and network can initiate 

detach request. Further, if UE is detached from the network, it needs to release all the network 

resources. The attacker takes advantage of this consequence and as shown in Figure 8 sends 

the "Detach Request" message mimicking the serving network. After receiving this message, 

UE releases all the radio resources. 

Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victim receives "Detach Request". 

Figure 8: Detach request attack flow. 
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4.7 IMSI capture Attack: 

This attack was mentioned in [13]. IMSI capture attack is the most straightforward attack 

to implement. In this attack, the attacker lures the UE to connect to it by using higher signal 

strength. When UE gets connected to the rogue base station, UE sends an "Attach Request" 

message. Upon reception of the "Attach Request" message, the rogue base station sends 

"Identity Request" message in plaintext. Upon reception of the identity request from the rogue 

base station, UE responds with an "Identity Response" message which contains the IMSI in 

plaintext. 

Critical steps may be stated as follows: 

1) Fake base station with higher signal strength. 

2) Victims send "Attach Request". 

3) Victim receives "Identity Request". 

5. Conclusion  

This work implemented famous attacks on LTE and tested on well-known mobile 

operators in Taiwan. Also, proposed detection system which combines machine learning and 

model checking to detect RAN attacks implemented in this study. The detailed steps of the 

attacks in RAN are also disclosed for the future study of detection technology. 
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