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Abstract

Recently, the ransomware were installed thru the use of malicious links and downloads,
that kidnapped important files of organizations for money blackmail or bitcoins, especially
focused on commercial banks and medical services, and public companies. Consequently, it
raised a high crisis of information security management for corporates. Accordingly, the
present study proposes a formal concept analysis-based security management system for
Ransomware detection with malware sandbox analysis platform by analyzing the bahivoral
features of malware. Then, using LeNet-5 Convolutional Neural Networks to learn the
behavior of the ransomware classes for classify the pattern by using behavior characteristic
matrix of the ransomware. Experimental data show that our model is capable of performing
the missions including of 1) explicitly identifying the mapping relations between Ransomware
classes and their behavioral features, i1) As a basis of detection rules for network intrusion
detection to classify the Ransomware families and their variations, and (ii1) assist manager
detect the malicious intrusion or illegal downloads for Ransomware from cyber threats with

high accuracy and low false rate.

Keywords: Ransomware, Virus classification, Convolutional Neural Networks, LeNet-5,

Behavior feature
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T e U 5 Ul 6w (facet) #0250 i ehaxiom 3 %] #7 & 2 hawdtf GI4E 5 instance
Protégé 1 & & Blowat A Mz s WM WY LF H A G N E - Bagnl(class)HrE A ¢ ¢ 7
m?%ﬁ‘wﬁﬁwg GEE TR ﬁm%wwwm%~%ﬁmlwﬁﬂ*kmmﬁ’
TR SN2 T 2 AR RO A 2L R ?!"f# PEE T e A
1 o
Protégé 1 & + ¢t # FcaView Tab # sv ficie » Romidh A MRl 3% = 2L 6 A7 54 3 i A Y
ﬁdé@mwm’m%ﬂhﬁﬁﬁkﬁﬁm%%éi%zm?ﬁﬁ°*°6*%ﬁé%
%mew Bl s i A en i A F T A AR HBAH X i Y b 4
SR MIL Y R A R ] MRS S - B g #F A
AREPPEL 22 > ok Z 9T o
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2z B RopE REMAE 22 (33 712%) [24]

Checks_m...[generate a... [Steals priv... [Allocates r.. sandboxe DNS query [Installs its... [Attempts to...[monitors k... [Runs bede... [Deletes al... [Likelyinsta...[Writes a p... [Detects Vir.

Cerber o4

Cryptowal )4 X 4

Locky X pd

Petrwrap x

Petya

X

Radamant

Satana

X

Vipasana

WannaCry

X}
bt
bt

X
X

TeslaCrypt

BadRabbit

Ryun

Cryptolar

Hermes

Lockeroga

Termite

KeyPass

CMB Dharma

DO X
bt

GandCrab

dexec

> DO | D PO

> | XX X

KeyPass

Ryun

satan

Satanamem

DX | PO

DX

cerber

bl
palatied

BigBobRoss

Krotten

MNohloreRansom

WMatsnu

Termite

DD PO | PO XX | X
X
DA D | DODDD DK | DB | X

DO XX | X

Xyeta

WinlockerVB&Blacksod

MEFHREF AYEHE L RPE ST (Formal Concept Analysis, FCA)iz ¥ 5
ARy AR F R AL FA 47'?5%‘3 PEEMET Y B Protégé 2 % T
B R R }?’}4‘ T ARE o ?—“‘ Uschold & Gruninger 7 1996 # & 1 — 4 & 8 36 cfg =
= 3% F d 7 %8 (entities) ~ 4 4 (attributes) 2 % B T (relations) = B FE A #7e = [15] K i
tE b - AR Y N R RN DERE S B A A 2 T ih
#‘jf‘:]f] CRERR Y P R T MO A 2 B R 2 B R[21] c B AT mi’\ﬂ\
& % 5 3 %|(Class) ~ F#L4 (Slot) ~ F #](Instance) 2 & & =~ % (Axiom)[14] » 4F W] & 47 %)
22T T RMOKE G RN T RN E AL TR TR T Y ke
®p W] 2_ B enld Tk (relationship) » ¢ 3 8F W& sg e b H - 2 x Famiiu s > A

A

Ag-a»!

324 {7 5 FlkehiE

2741 0 ONN Afgmaese » 2R 4 & A 6 AL 3 B hd T o Li 5 o
FaPFHirg AR FLIEEH 2P TERELTHE ID3 FE2[7T]2FAHE
(information gain)i& {7 € & {7 5 i | Bk F BN AT BEL X, PN 54T
FABE p =X /NABEL IS o Tk B &Y HTF Lo Info(D) &

Info(D)=—%Iogz(
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H e

X » EHEEATHLSHTRABE x » BREATE SN C SR &
M A EPF  Info(A) &
Info(A,) = _Ja log, (iJ e log, (hJ ~~~~~ X log, (ﬁj 2)
X X; X;. X X X;

A AL A ST U Info, (O) PG & BAL BT TR B S Bk

Info,, (D) :% |nfo(Al)+i |nfo(A2)+---+ﬁ Info(A) 'Z Info(A) (3)
03

T F Gain(A) =Info(D)—Info, (D) ¥ % 77 it 4 iv 5 A BIEHET WD AR R e
BRI A RHFTROTRERETH NG TP B -

3.3 LeNet-5 ¥ fi# LB 2 B (75 A%

ﬁéi\?‘ %éle“?‘bh’ }'}F'&7 B FHs L iF* LeNet-5 aé,,f%;fd R lv’»/ﬁi*ﬂ- =% FIIVL")"“\'"L\A ,
Eﬁ%ilm 25 B /”\‘*‘F' rﬁ;}é&{“}i"‘,fﬁﬁ ﬁﬁ;?*f_’l_;m 'p: e Ef@'}?i-*—*fi? r%ﬁ(??&?‘ﬁﬁ&

" CONVOLUTIONAL NEURAL' A 42 E ) 4R i
i NETWORKS (CNNs) - i
i N i
i 45 PR R e > CNN# Y| 2w ;
i < &= 8 7] 253 4R HE A |
: N :
E A4 CNN# 2% XA i F_@T@% E
R T ENEITS #1E il o AT ||
i 2 wA )
| Emotemsaete BHRERMBAR i
it i 1 Phase: II 5 3545 5 B S RIS B

B S i

V| A B R B2M) !

i T :

; | P, ;

V| AEEME & HE 1 !

Phase: T 7% 5 55 S8R B &

B+ #f i
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Bl 7 CNN #5%e AARY RRELA T2y ~ 398 iR gl
CNNs © # 5 AT R R & 2 TR+ Pacrmdul b ? o AR A F ¥ @47 13
PR TR R ERNFH(E ) R RADRINF DA PT TR R RRE
AN 2o AR Y £ F[25][27][22][28][26] ki B R AR AT 0 B
EREY LA SR (CNN)Z LeNet-5 #58 »0 4 4 be & L AR FicenE -8 ¥ 42
AR R FTE BB CIFE 2R AT Y R E DAY R R
B 2 EREREM G RS R ERAN BT LR S A BIEE S -

v

= 11 cuckoo #P- i F (7 5 AT 41 BP0 PR LS A KRR ST R RS

S

A% %16 Cuckoo # & S 174 it o 7 At AAOTHEL J it 2o
ARG - B B M 8% LeNet-5 £ fi#! SRR IURS 75 4 2

P -

&
0
[l

4.1 Cuckoo # j5 & 7

% Z g WannaCry ¥4 % :]Ia‘s-% % 6> WannaCry #4305 1% 7 F RRRE > henl X
12.2_ & | (EternalBlue) 1 £ 12 52 # Microsoft Windows i % k seen@ *g > 5 WanaCryptOr
1.0 chsfa o T A2 B 1% 1 %R A el FIRE L B M (SMB) 12 2.7 dlicip
Bk oom oy BT RF A FRAT RN TARNS BRI % 2 AT AR e
Far e a2017 & 32 14 pgF oo e T 2hirg é{:%%’&@f—? TR EBEZ 2 o AFTY
f1% Cuckoo # &~ 175+ k4 > ERIPIA B 4250 § Mehde 38 2 W IFA B+
(Encrypting Ransomware Worm ) i& {752 % < [18]3% 5% f1* AES-128 fv RSA & % iz &
A F SRR R % Tor 4v B Y B4R %:‘Fr;—-ﬂkiu-%‘v’;’ﬁ o

PRI EAFREARNP BT TEE () FRA R PRI
FERHIPHGEIHETRE Y FIRSPHRIEF R Q) 11" FRAFAS S J 05
B BRFIIERNH B BRI ) TR - RERROPERLE, EHRE S o
EAARNTERBEARNIL S P ELT AW PR FRAT Y BENFHEE R
PR RMUL I F R RE AW AoBl - -
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Qoops, your files have been encrypted!

T ST ER - HEEL LSETRASA - 2FENSRKE AR
B0 - REE LB ELNET -

INE bz
TR SEZ ST - THEEEFTEALA - BAEETIFE <tbout
Payment will be raised on bitcoin>
11411970 08:00-00 T 2K - BSHEBMWRTGIE » <Hov to buy bitcoins>
i s EEE  (THREYARETFEEO ELETAIEM -
Time Left (T35 + IS & <Check Paynent> §&H + ENLLE &R « FimEavedid
B S (TS AR .
T IEAeT DA E — B AR M EFSR 1S
Bk S DhfE » AT EIFEBRE TAF -

Your files will be lost on ﬁ%ﬁﬁ
/811970 08:00:00 MR ERAIIAERLE - HSE Contact Us> » BEH(DEEE -

Timo Lok : o AT ISR L BRI - RE TYEEE AT - IEF ESEEER
2iZesE  HEEERSUE - AEHTHARE » FiaREnpsT
PoITEE th T RENE B (S B AER -

Send $600 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABISré SWw

Check Payment

m

Contact Us

B] = : WannaCry ¥* % i # X 5 E @ (B~ p :https://applealmond.com/posts/5171)

P%Wﬂ*@%ﬁ&ﬁ%i?Fﬁ%ﬁﬁﬁﬁiiﬁ%%3ﬁ$%ﬁﬁﬁni#@
iﬁln\ Z40* windows api # = Bk~ KR hianc Ry E(F MEFERRE T RS
%ﬁﬁﬁ) ang’»ﬂ& ,ﬁ]ﬁ;‘glﬁ**‘} SERARE DNS A ena i~ A Windows
g@w&gﬁﬁmfﬁiﬁiﬂ,wa Tﬁd?\éﬁ’f%;ﬁ mﬁ&e%*#hﬁﬁf
Bl A AT Rt 0 B R FAeT
54}5}? 1.12 “fé:%ﬁ:;‘ B Ex cuckoo 4@~ o
CEmmtuiin

U @ 127.0.01 90 - @ & n @ & =

i= Recent 2 Pending O, Search Submit Import

Insights Cuckoo
Cuckoo Installation %}g]ﬂ:%ﬁ ﬁm SUBMIT URLS/HASHES
SUBMIT A FILE FOR ANALYSIS
Usage statistics f
™
o
s . System info B i
= From the press:

% Cuckoo Sandbox 2.0.7

IQY malspam campaign

Bl ~: B g cuckoo web 4 47 WannaCry ¥+ % Jp 4
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# 3¢ 2. Cuckoo  web # {7 ¥ %

¥ 2 3.

¥z Iﬁr‘;—* = AR L

@ Dashboard Recent

R A P TRl -
2 BT Ae Bl 4

o Pending Q, Search

Submit Impaort

0060000000000

Summary

I B File jaff ransomware.bin I ﬁﬁﬁIth[*@

Summary

Size 144.0kB

Type PE32 executable (GUI) Intel B0386, for MS Windows
MD5 c2a760c6461449acld5a5538242bed11
SHA1 59684c626lafc698c0T6ad6658966026814c5a0
SHA256

SHAS12

Show SHAS12

CRC32 3353E07B
ssdeep

Yara Nonematched

© Information on Execution

& Download O Resubmit sample

387812ee2820¢bf49812b1b229b7d8721e3729617b6018332a56230299e1092

3972: /29rIyIvvaGq3q/uNKFO+oFGGN/xICpgDj XYOWNoF9TPY ] : 3B859GaIWMS Z2mbY 0w s LY

Coars

Routing Logs

BT T A 42 %

Category Started Completed Duration
FILE April 12, 2020, 3:42 April 12,2020, 346 210 none
p.m. p.m seconds
L + sz =+ < Ny
;)5 'l'% , 3 /{'t ‘:‘ = _:L

@ 1ot ronsomare.bin

# Score fé W‘J

This file is very suspicious, with a score of 7.6 out of
10!

Please notice: The scoring system is currently still in development and
should be considered an sipha feature

A Feedback

Expecting different results? Send us this analysis and we will inspect it

% (P 442 F H of -

I 22 Signatures i’ ]'J:ﬁ-*.‘j‘-m

O Qe tor e compdemane |1 o]

W Chech o proeih b b delaagged by @ Sobuger |1 erod]

O L Winidows APH o GESETE B CTTERMERRD by | e ]

EERIER TR

200000 DO000O00OO

W) The sneculable ues o ke pacher (1 o)

M) Cvot o Pt Dol oLy IS e TS et ATTALTL, ThESE BEedaly LOvalai WptiDH] Code, Cnfbgurition data £l 3
0} ABacates rred-weme rECUtE mamary (uelly 12 Upck RueY) [T resstn ¥
O A preii stergned 1 Seliy Dk SAalvEs 18ak (1 Fvent ¥
S g e B R T -
O Fata muet o msoran o Wirdown Vit Eveme| ¥
© Satn 3 madfes WD pEAY SAICONE RIS ot 1o TR PRETERE (8 £REY 3
WO Bgprecn & krown Jaff ceesormare fia eriesnion bo files S have been ercrypted |50 o0 of P orventa) *
£ Wi B poTeIL P e Eage v N (50 pul o 80 Erenns) >
O vty Virtiion Byough By presance of 8 Gewics (1 rventy) 3
0 Detrees VietusiBion trough e aresence of o e |1 eret) ¥
1 Performs SETMe mees INSCHITE oF & rereorees e srcrypiion precess: (50 oul of 457 eroet} »

0 Azpreds & rerw fieertemmion or comtend 42 457 frn rSeatren of & s oerware fe amorpption proce |40 o of 447 Peentn)

.»I@u?:;' :L:.\;;__p}__% 2

B 57 8 Eom A

N
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# 38 5. 11 Protégé Sailph 4 FALE
G HH I Do fTEE  RRAB R RSG5 B ok o B
g‘ 4 0l 2 ~ 2 Protegé R P 3 H-H 4R S xml K50 3% 855 Concept Explorer
Bpdfis 2% 2 At RHH S84

#. v : Cuckoo # fi 4 47 F B /AN A

So%h 75 Bltd it

1 WRAETE G %Eﬁﬁi% 8 (Detects the presence of VirtualBoX )
BeRTene BB L AN Gt P B 29 0 g A B S BE AR

2 (Appends a new ﬁle extension or content to Serveral files indicative of a
ransomware file encryption process)

3 f247 7 g et &5 (TLD) (Resolves a suspicious Top Level Domain TLD)

4 £1#E - 1B © Foch Satana ¥4 % $0 3 % 4p 4 /% 4k~ ©#* (Creates a known Satana
ransomware decryption instruction / key file)

5 WEHR-7F R THhe DLL B » ¥ - BARA k& {7 2552 » (Code injection
by writing an executable or DLL to the memory of another process)

6 BARS N R 35 1) Tor 4p B ©9 URL (Found URLs related to Tor in
process memory dump)
%“‘J“,f A Tmime 53] 2 2o R A AP B R ERSL R By DA

7 #-(Drops several unknown file mime types indicative of ransomware writing
encrypted files back to disk)
TR A E;ﬁ ® % 2 i+ B (Tries to locate where the browsers are installed)
it * UPX B %5+ 31 i7425° (The executable is compressed using UPX)

10 o & 4f 2 s ¥ (Traffic Interception Attack)

. - B BEHFR e 7 - B4 PE ~ #(One or more of the buffers
contains an embedded PE file)

12 122 ¥ 5 2 2~ 42/ 2 PRI%(Creates a suspicious file or process or service)
JE_ B 5P ,ﬁ? g2 i #F] 7T B % 0K 2k Yupk 3k (Deletes a large number of

13 files from the system indicative of ransomware, wiper malware or system
destruction)
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HIO. B R omE FIRME 2y 222

BEEP AT E P R E FOERA 22 0 4 B R2EHS 5 J Cuckoo 4 fi A 7 )
Kehifcdp o k22 ME 2~ > /A S L3N Y R Y B4 G2 ¢ JF P45 (Symantec) s
FHIRE LRI F - FRA- 11;;;%;;4;,13 y & - ;.J;x%%gﬁq@g,ﬁﬁﬁ«(, 2 & B B4R
erce TX | A7k - 7lehi 2 MER- Fhi it 4ok T o

4 7. 3o 2 3o : s e
I B RBF REME 22 (50 72F)
‘Queries for...|Checks if p...|Uses Wind...|Command... |Tries to loc... | Collects inf...| This execu... |The execut... [The file co... |One or mo... [Creates a One or mo... |Communic...|Resolves

BadRabbit

BigBobRoss
Birele b4
cerber x X 4 prd

CMB Dhar.
CryptoNar
cryptowall
PolyRanso...
dexec
GandCrab x X 4
HannaSo
hrms
KeyPass
kkk_pr3
Krotten
LockerGoga
Locky X
Matsnu pid

NoMaoreRa...
Petrwrap
Petya
Radamant
Ryun
satan
Satana
Termite
TeslaCrypt
Vipasana
ViraLock
‘WannaCry
‘Winlockery.
Kyeta

Xery

Sigrun
Jaft
NetWalker
Csrs

Maze

Ako
RagnarlLoc.
Phobos
LockBit
Spora
MaMoCrypt...
MZ Revenge
Mr.Ddec
Medusalao
AlphaCrypt
Makop

X

X

HOODOKK

X

X

XX XX
X X

X
X
Pt
Pt

X

XX XX

X
X

X

XXX K X
PO
X PO
X

X PO

X

X

X
DO DO I X | XX XX
XX XX

X

X

XX | XX
X

XK X | XX
XX

POPOOOODOBOOOK | KK
M X KX X

P 004

XX POOCK XY X
DOODODOODI XX

XX X
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#’9&7 BRpS pOEmA g
3 ﬁiy’ﬁ)’vl }?7]—5} = bk’#rﬁ;;\ mf/ffggﬂiy ﬂiﬁﬂf #- 50 B RpIEE (THEHCD LA T 0
FHRES LA 22 > £ 11 Protégé TR % k2. FCA iEif’T-‘)??-a- BRAplF Bz &8 o

BAE A AR -
Aﬁ%ﬂ\

| Potentially malicious URLs were found in the process memory dumpPotentially malicious URLs were found in the process memory dump |

22163% 1113115143%
|ﬁHocates read-w‘ Creates a suspicious file or process or servicer

/ [N T
[201]10)] 2f| 2;341 me%

Quenes for the computername |

23166%
One ormaore processes crashed ‘encrvpted or compressed data indicative of a packer |

2J‘34% [60%

QJ‘ZE% 10J‘29

%

( " \‘\\‘ i “b”(\ \\\\ % S ‘\ |One or more ofthe huffers contains an embeddedPEme‘
f.’” "I“"‘\\ e \ "

‘ Uses Windows APIs to generate a cryptographic key ‘\ \l!o‘ <3 Removes the Shadow Copy to avaid recovary of the system m the system indicative of ransomware |The executable is compressed using UPX‘

N I8=17s(BNAN,S I8 50N Oq'ﬂ-,

sw] [ameNaenms 5; Wﬂ-lnwl-’ N
__ & A ‘.

T Ll | ™ [

216% 218 QIE% 6% J 3/ 9% [62/6%|42/ 216% 216%[216% |2/6%| 2/ 6% (2/6% |2/6% 9% 216%
Creates awmdowshookthatmonnors kevboard input (keyloggen) a ‘ \' w" I
. Aa l‘ﬁ. a ..yn’>n
Y h\ - E / - A
113% 113113% 113%1.!'3%.!'311311 113% 3% 113% [ 3% 113%

o
s

Bl - s AR R R AL L M
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4.2 jid A B yES

Rz BPRRHS FOEL A8 F 5 A7 %" CNN gy &4
LetNet-5 € f#4? S5 dt - 2473 @ % LetNet-5 40 S REK N SMGRIP 2 p 3 84
GRS S T Rt £

C1 s1 C2 S2 os
Feature map Feature ma Feature map Feature map N )
P , ‘ S0@1X1 Output: 40 classes
Input: 56X86 6@28X28 s@iaxiy  16@10X10 16@5XS

Classification layer

Full-connected layer

Visualization on
network threat feature

Pooling

Convolution Convolution

Bl = : LetNet-S 5 shdfsids %o A s cnd il S pe B4

LeNet-5 & - B * *t Bl G A SR PE A4 Sppt > BV P ’F%{j&j,ﬁ Ty
PR G BeBLIR S0 ROR (A BT 86 & o @ % IDI AL B 060 B 75 Ak
AR MRS P 60%60 A PR o £ 60x60x1 A & Bl ffF L CNN g~ e
B3 A7 (0-50) 184 % 4 70k o LeNetS cng i d 2 BEAE ~2 B K AT
2B 2R A B A dod s e

2 EfA GRS HE

AR A D

554 C) ®FRACIFEIEVIRED N6 B 5SS < B FRGREL) 0
B~ B e 7 0 (T3] 6 3k 28%28 i pept B4R o

kS, Y2 2x2 <ol R 4 CL K e 6 5k Bl i 3 15 19 1) 6 5k 14x14
s i ph 51§ o

£5KCo i IR RA196 B S5 gk B S2 6 3 4L SRR 7

X 0 @3] 16 38 10x10 o fcpt 54§ -

FP RSy |10 2x2 K] E R 0 F R T ] 16 3R 5XS cd fpt SR o

2B C .u;z 19/20 i 5x5 ,«’ ) ek B - 16 3R 5%5 endd pph S B) > B
%~ 1 80x1 e B o

"2 Soft-max A E R E S S S0 AL A E (W

FE 5 1~50) for ¥ A2t (%5 0)-

ﬁ%l 11 & (Dense)




Communications of the CCISA
C@ﬁ Regular Paper
Vol. 26 No. 2 May. 2020

R SRR TR

F 1T} R BB 4 F #L15 i8 ImageDataGenerator & {7 3§ P~ 2R {4 %ﬁf d flow = j# #- train
data £ train labels :& {7 & 2% > £ %“ﬁ“ d fit_generator #-& F2 DTRFTAFLE A SRR T
DI ARl = AT e
model.fit_generator(datagen.flow(train_img_data, train_label, batch_size=32),
steps_per_epoch=len(train_img_data) / 32, epochs=10,

validation_data=datagen.flow(test_img_data, test_label, batch_size=32),
validation_steps=int(len(test_img_data) / 32))
Bl = A SRR R

17 ID3 FH 2 4o (D)~(6) 0 M7 R BACRGF E S R FRER ] B
60 B pcdr 4 = o
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%= ID3 #4E € B 60 IF PR (TH R

basic Wndows functionality..

from disk..

Feature< IG+ | Rank+ | Feature+ 1G+ Rank+ |
Allocates read-write eXecute 1.143.] 1. Writes a potentizl ransom 09013, | 17. i
memotry (usuzlly to unpack meszage to disk.
itzelf).,
The bnary likely contzms 1132.] 2. Besumed a suspendad 08s4. | 18. i
encrypted of compressed data thread m & remots process
indicative of 2 packer . potentially indicative of
process mjection..
Installs itself for autorun at 1132, 3. Performs fils moves naga. | 10, i
Windows starmp . ndicative of 2 ransomwars
file encryption process..
Queries for the computemame.| § 125 .| 4, Drops mn executzble tothe | 5925 | 29, i
user AppData folder .
One of mors procssses 1113.] 5. Allocates execute 0e23. | 21, i
crashed.. permission to another
process mdicative of
poszible code mjection .
Detect the presence of 1108.] 6. Uses suspicious command | 927, | 22, i
VirmalBoX . lne toels or Windows
utilities ..
Potennally malicious URLs 1084.] 7. One or more of the buffers | jopa | 23, i
were found m the process contzins zn embedded PE
memety dump.. file .
A process attempted to delay 1.075.] 8. Used NtSetContextThread | 7508 | 24, i
the analysis task ., to modify athreed n 2
remotes process ndicative
of process mjection .
Creat=s 2 suspicious fil= or 1053.] 9. Executad 2 process and 0.731. | 25. i
process of service. ijected code mto it,
probably whils unpacking .
Checks for the Locally 1.041.| 10. Communicates with host 0720, | 26, i
Unique Identifier on the for which no DINS query
systemn for 2 suspicious was performed .
privilege..
One or mors potentially 1041, 1. Appends 2 known 0725, | 27, i
mteresting buffers wers multi-family ransomwars
eXtracted. these generally file extension to files that
contzin mjectad code, have besn snerypted.,
configpuration data ete. .
Checks if process is being 1022, 12, traffic mterception attack. | 5723 | 23, i
debugged by a debugger.,
Command line consele output | 5092 | 13, Deletes eXecutad files 0.720. | 20, i
was observed., from disk.
Appends 2 new file extenzion | g og7 | 14, The emecutzble uses 2 0.720. | 30. i
or content to Several files Imown packer .
mdicative of a ransomwars
file encrypticn process.
This executable has 2 PDE 0.937.| 15, The fil= contzms an 0.717. | 31. i
path.. unknown PE resource
name poszibly ndicative
of 2 packer .
Uszes Windows utilities for 0027 | 16, Deletes eXecuted files 0712, | 32, i
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Features IG+ | Rank+ | Feature~ IG+ Rank+ |
Uses Windows APIz to 0.6%1.] 33. Steals private mformation | a0, | 40,
generate & cryptographic key., from local Intemet
browsers .,
BEeselves a suspicious Top 0.675. 34, Changes read-writs 0472, | =0,
Level Doman (TLD). memery protection to
read-execute .
Tetminatez znother process. 0.675. 35. Lecks up the extemezl 1P 0.467. | 51.
address .
The executable iz compresszed | 5 295 | 36, Drops 2 binary and 0.462. | 52,
using UP.. eXecutes it.
Code mjection by writing zn 0.661. 37. Exscutes one or mors 0.457. | 53.
executable or DLL to the WhAI queries..
memory of znother process.
Deletes 2 large number of 0.657.| 38, Moves the origmal 0.455. | 54.
files from the system executzble to 2 new
mdicative of ransomware, location..
wiper malware of system
destruction .
Femoves the Shadow Copyte | 5651.| 30, Fepeatedly searches fora 0455, | 55,
avoid recovery of the system ., not-found process, you
may want to mm a web - -
browser during analysis.
Found URLsrelated to Torm | 220 | 40, Creates almown Satana B |
process memory dump. ransomwars decryption
mstruction |/ key file. 0.448. | 56.
Checks whether any human 05030 41, Operates on local firewall's | noaay | g7,
activity is bemg performed by policies and settings ..
constantly checkimg whether
the foreground window
changed ..
Expresses mterest m specific o503, 42, Installs Tor on the machine.| 4 437, | 58,
MNIME Processes ..
Creates a thread usmg 0587, 43. Connects to Tor Hidden 0410, | 50.
CreateRemot=Thread m 2 Services through a Tor
non-child process indicative Eateway ..
of process mjection..
Manipulates memory of 2 0.577.] 44, Performs Several file 0420, | 60
nen-child process mdicative moves mdicative of 2
of process mjection . ransomwars fils
ENCIYPHON PIOCess .
Comnects to IP addresses that | 577 | 45 a R R
zre ne longsr responding to
requests.,
Drops serveral imkmown file . . a . .
mime types mdicative of o '
ranzomware Writing encrypted 0.572.| 46..
files back to disk.
Tries to locate whers the 0.400.| 47. a . .
browsers are mstalled .
Starts servers listening . 0.490.| 48. a R R

FAERT 60 B AR E EAHAGE T T P RS D B AR R 1 F A S0
# B cross-entropy’ B i# & #c Optimizer :£ # adadelta’ & % % #c batch_size=32epoch=10 >
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FEEHS AP RTE R SR 0 U4 Sidk(loss function)i® s 3£ T 'E i#
BRg sl B3 ERIE B S Al B RSl AR SRYIREARZ & A Sl
WA TR ARt A o epoch=8 (S AL TR RfE R o & T ko MYV RFHLie 7 k-fold
RAGHHF > HP KBEL 26 8F7%F A HRFELfOAFLE 540k 4 - % 3 ik
ZBFE R 2 G B RRR T RS 5 94.55%(60 B 4FH) Aodk - oo

F N B BGE B Sk

Parameter in the proposed model Value used in the proposed model
Image size (60 x 60, Gray_level)
Loss in object function Categorical cross entropy
Optimizer adadelta
Learning_rate 0.1
Batch _per _epoch 32
Epoch 10
Model loss
—— Train
1.2 4 vali
1.0 1
0.8 1
g 0.6 1
0.4 1
0.2
—"-._______“_--__-
0.0 1
0 2 4 6 8
Epoch

Bl ow o HOR AR et
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# 4 7 4 & k-fold . 3 S & & (60 B 40

k-fold Epoch Loss Accuracy (%)
2 10 0.2866 94.11
3 10 0.2142 94.29
4 10 0.1376 95.17
5 10 0.1762 94.49
6 10 0.1532 94.70
T 5 10 0.1935 94.55

L7 kR 2 B R

=2

B

No. of feature Loss Accuracy (%)
43 0.2650 86.47%
50 0.2041 92.26%
60 0.1935 94.02%

iz~ %%

TSR DN ;;; Ii ¥ 31 4e 3% (Deep Learning Networks)iiﬁ‘f** %
75 #FHEFEY > # Cuckoo 4 # fi & 17 22 Frcif 3 -

@iAﬁP*’EE
i#* LeNet-5 £ 54 55
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Wl o BE BRI pAE AT (FCA)E #8533
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| (ontological
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EREPRER B SIM 2 & R 0 Kk A R fi(variants) R ST O R S A
¥ (Temporal Convolution Network, TCN)$ e » 12 4% B & 49 = ;U & 3 4559 § éﬁ%’fﬁ/ﬁ%’
(75 Frflc > 387 FCA A7 % (T 00 R B 7 Mo & 4 8182 (LRI 6P /s o
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