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Abstract

This paper discusses the network attacks under software-defined fog networking. With
artificial intelligence analysis, we need to clearly understand how fog networking and
software-defined networking work. By this way, we can gain insights into how to improve the
secure communication mechanism and bandwidth efficiency between the fog network and the
software-defined network. Although software-defined fog networking can significantly reduce
the bandwidth compared to current networks. If the goal of stable and secure communication
is not met, there are still doubts about whether it is applicable. In addition, for the system
operator, if the transmission security and network security of the fog networking and the
software-defined network cannot be guaranteed. It will reduce the willingness to use the fog
networking and software-defined network architecture. In this paper, we use artificial
intelligence analysis to address security concerns. We also propose the effective network path
optimization algorithm, packet inspection mechanism of software-defined network, and
artificial intelligence analysis mechanism.
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