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Abstract

Due to the rapid development of information technology, the demand for Internet services
has gradually increased. With the advancement of the mobile telecommunications industry,
people have relatively high expectations for the improvement of Internet speed and performance.
Therefore, voice transmission technology must keep up with the speed of evolution. This
evolution process is from 2G network that originally provided the data service business and can
only satisfy the simple communication, SMS, and single function of the Internet, to the 3G
network that can be processed in the multimedia form. In addition, to meet users' demand for
wireless services and higher-speed voice calls, the mobile broadband network of 4G LTE has
also evolved, and telecommunications providers further research into 5G networks with greater
bandwidth and higher performance. However, the recent booming in IoT (Internet of Things)
has also raised people's high dependence on information transmission, which has placed a heavy
burden on the 5G network environment. For this concern, this paper combines the concept of
Bacteria-inspired network with the feature that multiple devices can communicate with each
other in the IoT environment, so that we can construct an environment with fast proxy
authentications and a trustworthy file encryption protocol. The data transmission is no longer
limited to having to pass through the base station, instead, the user can select the path for
transmitting to be transmitted. However, each user must be legally authenticated with the base
station in the 5G network environment, and it is difficult to prevent the malicious nodes in the
transmission or the malicious behavior of specific people, so there are some worries about the
security problems and performance. In response to this problem, this paper combined the
concept of outsourcing computing with blind processing in the above project and built a set of
outsourcing authentication mechanisms with both lightweight and blind data features, so that
each device can transmit information to each other through a secure diffusion transmission

pipeline, and we can ensure that the transmission node and data source are legitimate at the
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same time. Following the above results, our project can effectively reduce the burden on the
base station to calculate and transmit information by ciphertext cutting, recombination and
integration technologies with threshold fault tolerance. It is expected that the purpose of
transmitting the information efficiently can be achieved and the overall service quality of the

network environment will be improved.

Keywords: 5G, Internet of Things, Bacteria-Inspired Communication, Secret Sharing,
Fault Tolerance
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