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Abstract

With the advances in the technology era, the Internet has provided tremendous convenience.
Apart from bringing business opportunities for enterprises, the Internet has also become a
criminal tool for unscrupulous people, which has increased the problem of cybercrime year by
year, such as stealing confidential information, denial-of-service (DoS) attacks, malware
implantation, and relevant crimes. Therefore, enterprises are suggested to install a
comprehensive system that could implement the process of digital forensics effectively and
immediately right after encountering a cybercrime. Once a cybercrime happened, it requires a
processing system with sufficient capability and techniques to track the computers that involve
in the crime, which enables the company to find the source computer internally and the criminal
efficiently and effectively in the shortest time.

The system this study offers consists of three different kinds of software, it back the
computer system of the criminal up and conduct investigation processes of searching, analyzing
logs, and index scanning; the system simplifies the old cumbersome and inefficient
investigation process to understand the execution tendencies of the software and produce

reports through Cuckoo Sandbox Analysis.

Keywords: Information Security, Network Security, Malware Analysis, Docker
Platform, ELK Stack
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