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Abstract

The growing popularity of employing of the mobile device enables the development of
the Internet of Thing (IoT). Generally, IoT devices use an embedded operating system,
cannot completely install anti-virus engines, and uers have not continuously updated the
operating system. Consequently, system vulnerabilities prone to attacks and may lead to the
privacy of business or personal information leakage. Accordingly, the present study
proposes an loT-based security defence system with Raspberry Pi to analyse the attack
vectors of Ransomware using Cuckoo malware dynamic analysis platform. Importantly, an
ontology-based method for developing domain ontologies using Formal Concept Analysis
(FCA) technique is proposed. Experimental data show that our model is capable of
performing the missions including of i) explicitly identifying the relations between
Ransomware and their malicious behavior , ii) categorizing the Ransomware and the
variations, and (iii) assist manager analyse the security controls for virus protection from

cyber threats.
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% (cross reference table)4c 12 %+ » # ¢ Jf’fw” By (rows) K% > 17 (columns), R 5
- #rﬂm’ﬁ (Boolean valug) % 77 = — BIEA ¥ - BAAMEPR B 23R o

L L 3 BOACG e fhian3 B BSM o wou & S B AT 4 F 5 ((derivation

operators)wiur'r #1511 [10]
= {meM | gim for all g €A}, and dually
B'={ge G| glm for all m €B}.
e prA RS B EEY BEL
A-A" = (A')" for Ac G § Rl & (extent closure), 2
B—B"=(B')" forBcM &% B & (intent closure)
FAEE P AR PRA RSB B E 2 Tl R X H(Galois) Bk E Y PEL
# 45 treillis de Galois (B X #2) e
I 4 2> R (Equivalent)
Wi 4 Y > Rudolf Wille %2417 - B 4 eha i 142 (G- Mo 1) ¥ -
B mAETd HEE (A0B) i‘v'/#u’iﬂ‘ C RS

ACG, BEM, 4'=B, and B'=A
BRE D APEAY BB S (ArB) BT E- R - B IS

oAmA——lﬁ:’F‘fﬁ"K Bﬂ—a—-i[ﬂ; e
oGP E-BRMET FAENAFTRE BHFFEBY G- LR EZEHET
% 4 (for every object in G that is not in A, there is some attribute in B that the

object does not have )

cHWENMEE BB EF FEN I ELEBE BHE A - EMAERF R E
&t - (for every attribute in M that is not in B, there is some object in A that does
not have that attribute)
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I 38 & 2 g9 4 2 (Concept lattice of a formal context)

T PRE e A

ke Kohpeh (A B) TSEE PR A (B A) ) S ¥ e
AL FRPER o (HAEH R PE PPEAE < F LK AT IEKhiERA
B eg (A Br)fr (A2 B2)» (A By) < (A2, Bo) - AlS Ag) % I8 ((Ag, By) < (A, B)
% Bi2By)

Fp \7]:9‘{4‘ rn,j-&}f,. » & gt ;\U}"b‘u?ﬁ”ﬁ - BT aOERF E:él "(._L KEl) ?fi,ﬁﬁﬁ
b imeetfrjom FiEeho® ri*ui% - BREEAR -

7 3% 3F ¥ (Implications)

EEE A-B i 5 e B Afo B £ AT E - A AREapEL L B kg
Bk - Bl (G, M DL ks k= »a AbBEF B AR BREEM (™
ABgMyh4A§B’m%ﬁA+B$iogﬁ“xﬁpmm»wAio,ijig
&k & 85 5 R4 & #(canonical basis) » - k71 & § L& AEA > TG G AL
Ui p R4 (Armstrong rules)iz ¥ - AT § HehaivEME R 2 2 o

g PP R RE AT S A AH D M AR~ BILA MRS
RAG AR R A 0 RERGR R Y R 20 e A 2 P4 e (concept lattice)
FEE AN A Z R AR MART R AT SRR e A
4 BT R St~ T RUB M o

Saquer and Degun(2001)#% 41 FCA 7 # 3t e J? Sosd g {8 ~ oid e Bxwadid o g
TRBPEA AT AR BB L > BB A arE kM Ead A T FR[17] ;ﬁd ¥E

‘é‘)fx j\ﬁ':Bff"Ju}i s HE— ﬁbk’@}?ui’ﬁ\ QL)J'mFr‘['/n\ﬂf’frﬂft’fr' %33 7% o FCA & =
s ﬁ%%ﬁmggpm1;,_%%%” FREH - T ?3»%£ﬂ%ﬁ*
Bor o Priss (2003)4) 41 & FRALE SATEH ¢ 0 FCA B ¢ 45 B S 6T ¥ SRR A

Rk T 19 B TR /’7\&‘F‘ 3§ - R 478 511 -

—;;k#%éﬁ%frmﬁx?;ﬂ ¥ 2 ir%ﬂ»ﬁ{*ﬁ Ferern Glaca b BA Y R ¥ 4
HPRE R A B LA el FE s S P F R N T - 2 DRES AT Bl
R %‘i,uﬁﬁmifg R ENA +fr(5|mllar|ty anaIyS|s);; 0 F ARV R[] -

HREBFER

K H.15 15 Cuckoo B+ 13 B A 47 4 Hk 87 o AR f i 2 g
4B A B L M R RRAAEE W FY B3 % G E T
TR RS} Ry
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=
Ransomware
WannaCry = ERACE A
Ransomware Attack o Y O (FCA)

WannaLocker

i EEA

ES kL

Cuckoo Sandbox ‘

——

p— *prratégé

}%%ﬁ{ﬁﬁi@iﬁ £

ot &/, = . I i
J Virus Database
wmEZAEN A E

F i A2 B

4.1 ¥ % :)Fs-% 215 % B
&2 PR KA $R A4 GitHub chtheZoo & % T 407 % p #7:2018.9~2019.3
ol MBI G m A hE F (live) B L AR FUET K ¥ o theZoo B R AT BB R
AfrE 2l R ESTEFALF T ELARS o theZoo @ Yuval tisf Nativ £
J.ted Shahak Shalev f # & 4. 'aé ctheZoo & 2 f SR P WHEEF E A AN NEFE
(respority) - H 4~ & & 4258 KR & d https://thezoo.morirt.com k3 ik > FHEF A T4
AR RFPBIHRA REIANAT ST o [BAFHkY - PR E W 29 ROERERY
"TZ}P‘F,%’IEV"K/;}P‘G% Pﬁxﬁl?,;ﬁgb 3 GE "';"f*{f—rT_fB’»:'H‘rﬁ:}'B‘er_lpwégf
AAgR o 3 10944 i 5 E R RIE L B0 19 Bk m & 7% (Cerber ~ Cryptowall
~ Locky ~ Petrwrap ~ Petya ~ Radamant ~ Satana ~ Vipasana - WannaCry ~ TeslaCrypt - BadRabbit
~ Ryun ~ CryptoNar ~ Hermes ~ LockerGoga - Termite ~ KeyPass -+ CMB Dharma ~ GandCrab
%) ¥ 2 WannaCry # % :)P*si 0] A8 3 J1* Cuckoo # ik 4 %‘r:},‘ﬁi A TR
Tlh B AR g rende R 3B % SO FIF A k4 (Encrypting Ransomware Worm) sz # 1
#0373 1% AES-128 fr RSA G H 2 B R4 %% “4h% > i@ * Tor se i 3n > b
?i%*ﬁu”%%o
FPEIEAFAELASNE AT ER > o (1) FpAE~ PRI
FEE! ]*;‘Mi BAcpE B EE Y FI RN RA AR Q) 11T RRAEZA T fuim
B BB EL P B RS (3) TR - &i“ﬁé&“ SRR R R R
,\,iﬁi;ﬁ-’é‘%;’i%ég@fﬂi%;;’“‘}:’ﬁ;sS L X TIBRET I BEN TR AR R
PR AR LI PR RE A Bl

>
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Ooops, your files have been encrypted!

W7 ETE L FEHTROFA - SHENSBINE - REER
Bin o REECAIES AT o

(NE /Wb

NS SRZ ST - THIEBETEAA - AAEEBIFE <dbout
Payment will be raised on bitcoin> e

T EMTEEIET - FSHEBWRSE » <Hov to buy bitcoins> »

BER C (ITRENTRETESO L BTSN -

fF3005 » IS d <Check Paynent> $H » EINELEETAIRINK - MR EIRTH
e o (TRRE AR S .

RS ATIRIAR RO A —R FE - M EFISH11E

Bk FSIIE © WIALIFIEMRE LA -

Your files will be lost on Rf&ﬁﬁ =
1/8/1970 08:00:00 I ERBERAPE - BSE Contact Us> » BEEHITHEE -

e fon 87 AT BBTLBEEIFN » T * EAF RS SER
FYH o FEHTHARE  H2RERBRT

1/4/1970 08:00:00

=3
>
o
)
=
w
QD
S,
B
D
e
&
(s
W
o)
&
&
&
s
s
T B

B
A&7 A3 DNS %3903 83 3~ & Windows gz B g y

TRELY R FSEE protégév]%i EEyc QA ol A LY e BRI
+% 1.0 ﬂﬁféﬁ'ﬁ‘:;‘ B £z cuckoo -

# B 2. Cuckoo Web 3% i7 3+ % :}‘ﬁi s 1740 B N o

« c @ 127,00

CUC‘Q‘L'\{’ @ Dashboard = Recent %% Pending Q Search

- 3

T ——

© mume « Qubunty Downloads 'Ransomwarewannacry »
@ ¥E®

9
W #E

D Documents
Ransomware WannaCry.mds

Downloads
24 Ransomware. WannaCry.pass

A Music Ransomware Wannacry.sha2s6
8 Pictures & Ransomware WannaCry.zip
- Videos

= <f Downloads &

+ Reewom

wAQ || Mo

B~ B fx cuckoo web 4 47 WannaCry #+ % 5 4
W23 Bk :;Iiai Pchs i e B %2 o B4 -
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€ 127001 e e @ 9 na =

ecent 02 Pending Q Search Submit

& File ed 1071 Taa.exe # Score
Loy 4 bowroad | S ery suspicios, with a score of 23.6 out of 101
Sze 348
Prse et The s Ep———
Thpe  PES2 exccuisble (5L iniel 80588, for S Windows e

MDS  84cB2835a502 1bbe 7506 1706082549

A Feedback
SHAY 5fd6Satasbchf0150d1atab2coetd 3add26467
Expactng At st S i
SHA2SS edol 1071661640488+ 122

CRC32 4B22FCAL

ssdeep  08364:09PoBhz 1aRxcSUDK3IBSAEhvaMaOPS03REY

3x:QaPelCxcxkIZAEUadzRBycag8

Yara None matched

O Information on Execution

Category  Staned Completed Duration Routing  Logs

200CO0OO000000O

PLE i

7, 2019, 486 Jan 17, 2018, 457 8. 709 seconds none

Bl B A2 FESSE
34 T A B2 o B

Recent #¢ Pending Q Search

3% Signatures
O Queries for the computername (9 events)
© Checks if process is being debugged by a debugger (1 event)
© Command line console output was observed (49 events)
O Uses Windows APIs to generate a cryptographic key (4 events)
© Checks amount of memaory In system, this can be used to detect virtual machines that have a low amount of memary available (1 event)
O The executable uses a known packer (1 event)

© The file contains an unknown PE resource name possibly indicative of a packer (1 event)

00000000 00O

© One or more processes crashed (2 events)

o
@ Dashboard = Recent ¢ Pending Q Search

© Communicates with host for which no DNS query was performed (15 events)

© A process attempted to delay the analysis task. (2 events)

© Installs itself for autorun at Windows startup (1 event)

© Attempts to detect Cuckoo Sandbox through the presence of a file (1 event)

© Creates a wi hook that s key input ( ) (1 event)

© Modifies boot configuration settings (3 events)

© Found TOR related URLs in process memory dump indicative of C2 or ransomware domains/messages (1 event)
© Runs bededit specific to (2 events)

© Appends a known WannaCry ransomware file extension to files that have been encrypted (50 out of 1762 events)
© Deletes a large number of files from the system of . wiper mah or system

© Writes a potential ransom message to disk (1 event)

P0OOCO0OO0000000

© Removes the Shadow Copy to avoid recovery of the system (2 events)

© Uses wbadmin utility to delete or to prevent y of the system (1 event)

© Resumed a suspended thread in a remote process ity of process (2 events)
-+ cuckoo BEom ¥+ & pd L TinAEL B A LRI
# 255, 1 Protégé,féénﬁ:fr%% AR
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i% i cuckoo 7 5 A 47 0 ® B F 4F pcit 5 FCA mgi;—] > AR B AL
& 1 E Concept Explorer(http://conexp.sourceforge.net/) £ #t # FcaView Tab 7 it i & ik
e 5 A 45 SECEIRIEE LR 7 5 Pl Benhl i o g 6 2 1~4 DA 75
o RRNPERAZEFLHBFE R kT o BRI T P fiﬁi%l »~ I Protégé #ix
B 3R-H g 5 oxml 258 3, 5% Concept Explorer 4r®] - - > B+ - & :}}%5‘, ¥ fen

— g v (generalization) Py & e > 7 52t F I B u] K A0 & R B0M 0l ik o

monitors keyboard input

772~ [generate a coyptogrepiic ey |

- -‘:‘ { Steals private information from local browsers |

[Runs bededit commands specific to ransomware |

| Deletes a large number of files from the system destruction |

Select al abpects

Context Eddor | Lattics line diagram

]+ — : Concept Explorer = £ [12]

# I :Cuckoo # f§ ~ 478+ % 4 7 & P 8

o
" 3 Bt
B

¥ 4k Fueie 48 F £ (Checks amount of memory in system)

iz * Windows APl 2 = 4 2 & 4
(Uses Windows APIs to generate a cryptographic key)

2 3 B AL F ¥ 0 R )

1

2

3 K F TR #52~ F ok (Steals private information from local Internet browsers 0
4 ; .

(Allocates read-write-execute memory, usually to unpack itself)

FHEDARFDERRS > (T2 EEFNEF ER BB ~RhgEe
5 % E £ 17 5 (Searches running processes potentially to identify processes for sandbox
evasion, code injection or memory dumping)

2 13417 DNS %38 eh2 830 3
(Communicates with host for which no DNS query was performed)

7 % Windows B # & p # 34 {7 (Installs itself for auto-run at Windows startup)

8 | MW BT A F K R cuckoo
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(Attempts to detect Cuckoo Sandbox through the presence of a file)

R R B R 425 i bededit & 4

(Runs bcdedit commands specific to ransomware)

R B e « & 2 o BT 84 % B8 ~wiper 5 # Bk su(Deletes a large number
10 | of files from the system indicative of ransomware, wiper malware or system
destruction)

11 | #HEA #12 :2% 3 bootkit (Likely installs a bootkit via raw harddisk modifications)

# 3% 6. f*?f}f&i FOEPEL DY 2 iE
P RGP TGP R RS FOEME 2 0 4 B RE/ES 54 Cuckoo Bk A 1
Mk NPFIEZFLE 2~ o A A E N ERY B A Ol e 2 4L (Symantec) 7
FEIE S RY o F - PR A BpAS R F - AR Apd DRSO 22 HEE
irzs TX ) Ao e - Sl BRI - 7ok 2o dod o FEE A FdeBl L S o
F A E*;%:fﬁai FEPEL D

Checks_m...|generate a... [Steals priv... Allocatesr.. |sandboxe... |DNS query |Installs its... |Attempts to...|monitors k.. |Runs bede... |Deletes a I... [Likely insta...|Writes a p... |Detects Vir...
Cerber
Cryptowall 4 b4 X
Locky X 4
Petrwrap X
Petya e
Radamant X X
Satana x X o4 b4
Vipasana
Wamacy | X X X X X X X X X
TesfaCryot X < ) ¢ X X X X
BadRabbit X X X X
Ryun x
CryptoNar X b4 X
Hermes X
LockerGoga X b4 b4 e 4
Termite x 4 x
KeyPass R b4 X K b4 X
CMB Dharma X X X X X X
GandCrab X X X X

BB BRpF FEMERLEE
BB A A FORR R LM R B B ORI 7k A 4T R
SRiEELPEL 2% o L 04 Protégé T R4 2 FCAR /S FARR Bl & 8- 4
A2 o S S do Bl = o Bl-- = 7 - WannaCry 54 +~ * # B 5 Radamant 4 i* 2 Cerber
1 5 1% & WannaCry 4 i* 2 Radamant ~ Cerber 4 2 3 £ | Bl > 2 % id & & B L4
BEVRIT LG MR L R PEL - HF B i d B B A T EATA I A MR
- FHERZMBAFR O R AT 28 (1) PRk eRl 2 o pARAFSE
W pFRER s kA BEFFART win REZFE -T2 #APIZAEFR
sup s
|[{a occur in win)}|

[{w(s,win)}|

(1)

p; (e, s,win) =sup () =
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Vipasana

| Attempts to detect Sandbox

” Allocates read-write-execute memary

. = Ryun l/‘ 7N
[instals tselffor autorun at Winows startup -- A §
- b"!&; P&‘T&'E Hermes >t
] & [l Bl o
n & = S

3 " Likely installs a bootkit via raw harddisk modifications
Steals prvate information from local browsers 'f ) N
Locky

DS query

S NN AN
N /> -&\"\ \‘\

'_‘ 2
< -

- S
i~ =
e G\
I‘JIB Dharm \
WannaCry |7

’ generate a cryptographic key |

Bl B2 oma TR MA R (19 72%)

-
Attermpts to detect Sandbox ——
e S e e 19/ 100%

e

B i S~

Allocates read-write-exscuts memary ]

) . X[ 9147% Y 10, 53% 3/ 16%
5 Installs itszlf far autarun at Windaws startu b
T WD LG LR o) ons starR 17 Detects VirtualBox Likely installs a baatkit via raw harddisk mndiﬂca’ams]
26 -_m T 7)) v-v ) e B |
Er2e% K Ts iz | _[ar21% () q NN
—— e e [5/32%] ‘ <
(| Steals private infarmatian from local brclmersl “.‘t . _. \ £ 201%

S . 'Q'"‘? 51 2% Ienﬁalfrgm message ta disk
SEASPTie s Ny
JaNe <)

.

ST TR I\ @D
SR
G i\ ISRy

)

X T :
\ monitars keyboard inp
=

Bl 20 0BT B R 4 AR A LS 2 M9 338
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42 HARAFERLTIEH G

GBS RT3 F AR A RS T L (Bl) B2 TR M % Protgé TR AR
o d B M GBS o F X Protége i ke A 75 B LR 1 B
fRAp T FIRB G FOLET AR FIE AP R pA 0 B T 5 BT AR E S TR K G

Bl (cause and effect diagram) > 4r@ -+~ 7 #t77 > d B+ 7 ¢ ¥ & /i 1(generate a

cryptographic key)# % H is 14 i 4p B 1 or 8 (6 1+ 6,8,9,10,11,12,13,14,15,16,17,18,
19,26,27,28) » g% #ig g A ¥k op A (B2 0) ¥ ¢ Fh1e 2(Steals private information
from local browsers) % # # 4 & 1978 (% 1+ 4,5,11,25) ; 1+ 4(Sandbox evasion) % #

AR PRI 37,9,28); 4 B 254 HE RS SR AP E S (BILO) -

1< 1> generate a cryptographic key ==> Checks_memory Steals private information from local browsers Allocates read-write-execute memory DNS query Installs itself for autorun at Windows startup Attempts to detect Sandbox Runs

number of files from the system destruction
2 < 5> Steals private information from local browsers ==> Altempts 10 detect Sandbox
3 < 4 > Checks_memory Allocates read-write-execute memory ==> Installs itself for autorun at Windows startup.

B e B T F 5% B % (Protégé)

6,8,10,12,13,14,15,
16,17,18,19,26,27,28

(|
)
20,21,22, _{‘_ g
23,29,30 A
T 1
. \2 @
1

37924

BT 8 2pd 2 BEaT % GH
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M AR A R 2R 4 45 fe Cuckoo s A B A T HCAI D R PRE AT E
il pE L 75 A {0 B Protege B A R B EHE- BB R opA 2 op A
ML 22T pd 75 5 AT RN R * R P R RS 2 BT 2
PR o FIRA B RS 1B R E 0 B RLERD ¥ OE S R
Sandbox & F L hi § > EIFR N - B EHF FEFIHL AT F L PR E RS
IOA ke B A 0 P BRI 1 (e A R RAH ¥ A 0 ik (Deep
Neural Networks, DNN) » 14 8 4 4 = X &4f e 5 s R4 7 5 H0 Hopd # &
Bl enfls * AR & 1R R o

]
AL ARF AR FAEL R 4354 (MOST 107-2218-E-001-002 TWISC2.0, and
MOST 107-2410-H -168-002) 1 % #f B4 » 13 &3 «
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