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Abstract

Due to the power saving feature of Bluetooth Low Energy (BLE), many mobile devices
and wearable devices support BLE communication technology. In recent years, the popularity
of loT related applications, more and more personal data transferred through the BLE
protocol. However, there are various attack techniques for Bluetooth technologies. How to
test the security of BLE devices has become an urgent challenge to overcome. In this paper,
we utilized the black box test method, Fuzz Testing, which is common in software testing.
This paper presents a Security Fuzz Testing Framework for BLE Protocols and uses open
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source hardware/software resources to implement the testing platform. We also analyze the
difficulties and solutions encountered in the testing of BLE protocols.

Keywords: Bluetooth Low Energy, Fuzz Testing, Internet of Things
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ADV_IND
ADV _DIRECT_IND
ADV_NONCONN_IND

B 4% | Link ADV_SCAN_IND
SCAN_REQ
SCAN_RSP
CONNECT_REQ
ATT ATT

P TSP SMP
£-#4] | L2CAP | LL_CONNECTION_UPDATE_REQ
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LL_CHANNEL_MAP REQ
LL_TERMINATE_IND
LL_ENC_REQ
LL_ENC_RSP
LL_START ENC_REQ
LL_START ENC_RSP
LL_FEATURE_REQ
LL_FEATURE_RSP
LL_PAUSE_ENC_REQ
LL_PAUSE_ENC_RSP
LL_VERSION_IND
LL_REJECT_IND
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- HCI Tool ver 5.43
hcifuzz [options] <command> [command parameters]

--help Display help

-1 dev HCI device

-p ptn fuzzing pattern
Commands:

mos CONNECT_REQ

mo6 LL_CONNECTION_UPDATE_REQ

mo7 LL_VERSION_IND

mos LL_FEATURE_REQ

mo9 LL_TERMINATE_IND

sudo hcifuzz -1 hci® -p 1900040004000FOOOFOOOOOC8000010001 mOS 00:1A:7D:DA:71:11
sudo hcifuzz -1 hci® -p ©6c0OC80096000070C8000010001 mO6 0O0:1A:7D:DA:71:11

sudo hcifuzz -1 hci® -p 02 m07 00:1A:7D:DA:71:11

sudo hcifuzz -1 hci® -p 062 m08 00:1A:7D:DA:71:11

sudo hcifuzz -1 hci® -p 0313 mO9 00:1A:7D:DA:71:11

For more information on the usage of each command use:
hcifuzz <command> --help

17 ¢ heifuzz 83k B3P 2 4 6l

Lok btle tX G MH AL ET ERF S EORRIART S SN BT 7 0 i E_header
FEBRFCI IR ERIHEBHIMTI R FIPAPTERET pBREE R g
BeE o AR AEAcR] S o bit_out BEFRkE £ rp pF o BB AP & - B bit pugdE b
A KBRS T 23kl o

void fill_fuzz_length(int payload_len, char *bit_out) {
bit_out[8] = 0x01&(payload_len>>0);
bit_out[9] = 0x01&(payload_len>>1);
bit_out[10] = 0x01&(payload_len>>2);
bit_out[11] = 0x01&(payload_len>>3);
bit_out[12] = 0x01&(payload len>>4);
bit_out[13] = 0x01&(payload_len>>5);

}

fill_fuzz_length(payload_len, pkt->info_bit+5*8);
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ﬁMinﬁCMb—i—ifﬁ¢Eﬁ%”ﬂé £ 3% L2CAP #t¢ » ezl p &1
FEEET opie2 b DUT/Victim sk i &3 2R #hate p5o LR~ Ffik > 7 §
Fate fpdlite o v ey 4—@1 REEr BEPE - B S HARH P o @
3= header = 6 3| 37 B bytes it {7 B & mjﬁa B o

Monitor

Victim
“ . /—’ 2 ; __\ e
W= RRTERGAREEET LW
No. Time Source Destisation Protocol Leagh lafo
217 39.5955.. controller host HCI_EVT 17 Rcvd LE Meta (LE Advertising Report)[Malformed Packet)
218 39.6306.. controller  host HCI_EVT 17 Revd LE Meta (LE Advertising Report)[Malformed Packet])
219 39.6866.. controller  host HCI_EVT 17 Rcvd LE Meta (LE Advertising Report)[Malformed Packet])
220 39.7246.. controller  host HCI_EVT 17 Rcvd LE Meta (LE Advertising Report)[Malformed Packet)
221 39.7625.. controller  host HCI_EVT 17 Rcvd LE Meta (LE Advertising Report)[Malformed Packet)

» Frame 218: 17 bytes on wire (136 bits), 17 bytes captured (136 bits) on interface ©
» Bluetooth
Bluetooth HCI H4
v Bluetooth HCI Event - LE Meta
Event Code: LE Meta (Ox3e)
Parameter Total Length: 14
Sub Event: LE Advertising Report (0x02)
Num Reports: 1
Event Type: Connectable Undirected Advertising (0x00)
Peer Address Type: Public Device Address (©x00)
BD_ADDR: ¢a:89:2a:0a:8f:3b (ca:89:2a:0a:8f:3b)
Data Length: 2
v Advertising Data
v 32-bit Service Class WIDs
Length: 64
Type: 32-bit Service Class UUIDs (©x05)

v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed]

04 3¢ 0 02 01 00 003b 8f 0a aa 89 ca 02 40 05| .>..... s f 6.
dc .

Bl ~ @ Advertising Packet ip|:#
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A EEHI - Ma}_aﬂ;&zmggﬂwﬁ?{% » o 154,, Sniffer - Adapter & & > &5 f&

& Controller s zk 3 dp b B AL4t 54 K ehs o102 § se H 427545 » % gz Controller
He e 2 pF o & - FARERACRIA AT o fkﬂ’“ﬂ?’ Bleno k4 ¢ K & » & R
AP EFEREEFRE bR EOERY PN ERHe R > HERE BRCR
# BT A E o en g E AR R R TR B T P R 4 o B 5 ¥ ATT Layer
¢ dahandle - value » % 3 3] 20 3 bytes i& {7 Hofs ip] 38 e &)

Monitor

Fuzzer Victim

B4 F7aagarEE s Lm

No.  Time Source Destination Protocol  Lenmgth  Info

.. 8.257368 controller host HCI_EVT 22 Rcvd LE Meta (LE Connection Complete)
.. ©.257473 host controller HCI_CMD 6 Sent LE Read Remote Used Features
.. ©.261342 controller host HCI_EVT 7 Revd Command Status (LE Read Remote Used Features)
.. ©.360377 controller host HCI_EVT 15 Rcvd LE Meta (LE Read Remote Used Features Complete)
+ .. ©.360602 localhost () Cyber-Bl_da:71:11 () ATT 32 Sent Write Request, Handle: @xbdcc (Unknown)
.. ©.438356 controller host HCI_EVT 8 Rcvd Number of Completed Packets
.. ©.499244 Cyber-Bl_da:71:11 () localhost () ATT 14 Revd Error Response - Invalid Handle, Handle: exbacc, Handle: @xbdcc (Unknown)
.. 8.585070 localhost () Cyber-Bl_da:71:11 () ATT 32 Sent Write Request, Handle: @xfbb8 (Unknown)
.. 8.570356 controller host HCI_EVT 8 Rcvd Number of Completed Packets
A /20219 _Cvhar-Rl da-71:11 () lacalhast () ATT 1A Revd _Ereor Resnonse - Invalid Handle Handlae: axfhhf Handle: axfbh2 (linknown)

Bluetooth HCI H4
Bluetooth HCI ACL Packet
~ Bluetooth L2CAP Protocol
Length: 23
CID: Attribute Protocol (@xeee4)
v Bluetooth Attribute Protocol
Opcode: Write Request (@x12)
Handle: @xbacc (Unknown)
value:
92 47 90 1b 80 17 00 84 00 12[cc b4 80 00 80 B8] .G.ivsvrs 1ivsains
00 00 00 00 €0 PO 00 00 00 00 €0 PO 00 00 00 @8] ......v0 tessaaas

Bl : ATT Layer B:#
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