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Abstract
An intrusion detection system (IDS), which can be regarded as a subsystem of a network

management system, plays the role of detecting and preventing abnormal network behaviors.
With the advance of the Internet and the increase of the complexity of network architectures,
many attack methods have been developed. However, most traditional intrusion detection
systems are incapable of recognizing these attacks. Therefore, this study will present a hybrid
classification algorithm for an intrusion detection system to improve its accuracy rate and
reduce its computation time. The proposed algorithm integrates k-means (a clustering
algorithm), support vector machine (a classification algorithm), and search economic (a
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metaheuristic algorithm). The experimental results show that the proposed hybrid algorithm
provides a better accuracy rate in solving complex network attack classification problems.

Keywords: Intrusion detection system, classification algorithm, and metaheuristic
algorithm.
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Training Testing _
Dataset - ] Classes | Attributes
Instances Size Instances Size

DS1 | Power System 3,974 4,2MB 993 1.1MB 3 128
DS2 | Power System 3,974 4.2MB 993 1.1MB 3 128
DS3 | Power System 3,974 4.2MB 993 1.1MB 3 128
DS4 | NSL-KDD 125,973 19.1MB 22,544 3.4MB 5 41
DS5 | CIDDS-001 7,999 | 441.7KB 17,669 | 984.7KB 5 11
DS6 | GPRS-WPA2 7,500 | 330.4KB 2,500 | 110.3KB 5 16
DS7 | Synthetic 125,973 19.1MB 18,663 1.8MB 5 16
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