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<1>|--execCode (victim, root)
2 (2) RULE 4 : Trojan horse installation
3 <3>|--accessFile(victim,write, '/share"')
4 (4) RULE 16 : NFS semantics
<5>|--accessFile(fileServer,write, '/share')
(6) RULE 17 : NFS shell
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(10) RULE 2 : remote exploit of a server program
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A2 (12) RULE 6 : direct network access
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14 [14]-attackerLocated(internet)
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16 [16]-vulExists (vulnerableSever, 'CVE-2000-0884",iis, remoteExploit,privEscalation)

17 [17]-nfsMounted(victim, '/share', fileServer, '/share', read)
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1 | Read Attack Graph

2 sortRank(); //z->A

3 rank = rank of first node

4 missed = -1 //initialize

5 Stack<Node> temp;

6 for each Node (1) {

7 if Node (i) .rank>=rank then push Node (i) into temp
8 else if Node (i) . type>0

9 rank--;

10 while (! temp.empty()) Node (i) link with temp.pop ()
11 if missed>=0

12 i = missed-1;

13 missed = -1;

14 else push Node (i) into temp

15 else

16 missed = i;

17 while Node (++1i) !=null

18 if (Node (i) .type>0) break;

19 i--3
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## dectect web access

alert tcp any any -> vulnerableServer servicePort(\
flags: S; ack: 0, sid:930801; rev:1;)

## dectect nfs write

alert udp vulnerableServer any -> fileserver any(\
content:”|00 00 00 00|”; offset:4; depth:4,;\
content:”|B7 73|”; offset:112; depth:2;\

sid:930802; rev:1;)
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® Attack Graph : 2t {4 Correlation Table v % Alert Correlation Matrix & 4 1 sz # ]
(attack graph) - Correlation Table # = sz # B H 30 & 77 wdiTeh- KR > ~ &
F e fvg 5 ACM 2 s B enF s 4 o7 B 4 eacdF g o

48



C@ﬁ Current Features Communications of the CCISA
Vol.20 No.4 Oct. 2014

B P%EF
AR A LS B FRA A B2 BEE R RS R TR F
A EIRREE S 1 OER Sk ST SR

41 % - A AFWEEFRY

BT 5810 A MUVAL 3 8Woc BB e F &R R %% 26885 R
4 Jn F](Primitive Fact Node) » 12 > 254 7= > i = Jn %](Derived Fact Node) 2 #£[f19; 4 7+ 2 >
F % e gk L E R % (Derived Fact Node) R 2 & 25 4 77 2 o B4R & 5 e 4 o > st Bl
BBk d Sgbgpd 5 HSVO L) ZERR L » @ HRE2 527 4B R
Bd o S MBI R ER Y  RR EsFae

[ 13 \ 14
e
—_ 11 ] 15 | 16
[iiﬁff:’__ 0o
{::::fij;::>| 8 | E—
--"-7--7-_7-7":'_';-*_— . —a__',__)
< 6 >
\ L
S
.
T

BT @ ERaaFRpLs

TREEBZP) F g ID SLBEREIIA S 0§ 3 RIRF L ERIRIAR G B
(ID:11) > 41* Snort & 474t ¢ & FpAh2 # i > #3f¢ flagsk 5 S(SYN)» * ACK &5 0>
L) § - B TCPBM= > 22 ¢ 4 e bhisbdh it BLERKEES -

d 35 NFS JRFRT it SE48#43E Port ok » 02 Linux % &) » 3 i3 #c4p B RPC 3% 2> '
FURAREFEF > 2 TR F - e ¢ 0 LU S TR A
2 i (ID:9) » RIF fgd NFS JRax% K4 54255 (ID5) > f1* A 2 SR it ol
~ A & 3t victim 2 % g% (ID:3) »

49



C@ﬁ Current Features Communications of the CCISA
Vol.20 No.4 Oct. 2014

%= PSR ID & Aot R A

ID | Description

1 execCode (victim, root)

2 RULE 4 (Trojan horse installation)

3 accessFile (victim, write, */share”)

4 RULE 16 (NFS semantics)

5 accessFile (fileServer, write, */share”)

6 | RULE 17 (NFS shell)

7 hacl (vulnerableSever, fileServer, nfsProtocol, nfsPort)

8 nfsExportinfo (fileServer, */share’, write, vulnerableSever)
9 execCode (vulnerableSever, apache)

10 RULE 2 (remote exploit of a server program)

11 netAccess (vulnerableSever, tcp, 80)

12 RULE 6 (direct network access)

13 hac | (internet,vulnerableSever, tcp, 80)

14 | attackerLocated (internet)

15 | networkServicelnfo (vulnerableSever, 1S, tcp, 80, 11S5.0)
16 | vulExists (vulnerableSever, *CVE-2000-0884", httpd,remoteExploit, privEscalation)
17 nfsMounted (victim, */share’, fileServer, ’/share’, read)
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Bl=or ) o & BEEA G SRl > 47 B FOMEE > J ERT

POLICY-OTHER FTP anonymous login attempt
Sre: 195.73.151.50/1 ¢

Dst: 172.16.112.100/32 : 21,
2000-03-07 22:38:29.0

.654

ASTD: 12
POLICY-OTHER FTP anonymous login attempt
Src: 196 3.189/1 ¢
Dst: 172, 148/32: 21,
2000-03-07 23.03:35.0

ASID: 34
POLICY- OTHZER FTP mmlmnom login attempt
S 0/3) -

SERVER-MAIL I\Ietmnml heaclel leuc'th exploit attempt
Sre: 1 32

7000 03 07

1.432

ASID: 38
POLICY-OTHER FTP anonymous login attempt
Slc 135. 1 8

2000-03-03 00:14.- .0

1.796

ASID: 41
POLICY-OTHER FTP anonymous login attempt
Src: 195.115.218.108/5 :

Dst: 172.16.113.148/23 : 21
2000-03-08 00:38:20.0

ASID: 47
POLICY-OTHER FTP anonymous login attempt
Sre: 194.27.251.21/5 ¢
Dst: 172.16.112.100/23 : 21,
2000-03-08 01:16:08.0

ICMP Echo Request
Sre: 197.182.91.233/32 ¢
Dst: 172.16.113.148/32 . 0,
2000-03-08 01:26:16.0
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