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c(4) 5 &% EFEXA 5 A2 EER (Device-specific authentication token) gt T
t+_;,¢ WA AT P B ek s AR5 R (7304 0 bde Facebook T i i sk i
HEBL R P i Y T R R SRR - dost R AR ST R 2

\\

2014-M6: e B iF B 2 2 E;gx_‘—\: %ﬁtﬂﬁé(Broken Cryptography)
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* oo Rk R T & AL (Security community) #TdE R 2 5k i E RATH B R TR

2014-M7: * = zbi3 > s % 1% (Client Side Injection)
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REP|* 2283 »sxH 2 penescH2 PiRe 7 At “vﬁjﬁjﬁr% »~ SQL %% 4%t SQLite
& {7 SQL Injection s # ~ £-417F] 7 % 1 JavaScript 4= XSS i {7 &%‘ P rbur A st KB E R

% 2. cookie i {71 4 3F 2% P 44 37 s ¥ (Local File Inclusion)®~ ¥ APP p 38 F 3 o F]yt
F );Zﬁ" A R S R &'mﬁﬂ TALEET T R Z HPIE RN A0 A M2
sTHF btk o 02 Android kS E B o 1@ % 35 3E ik X (@ (Parameterized queries)iE {7 F AL E
@8 3R T 3 ool @ SQL Injection sz ~ mid* 42:% & WebViews ¥ 7 gz #
JavaScript &2 Plugin 2. # s £ £ > T R R T2 S F AP R UL XSS &P
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2014-M8:4+447 % 5 iz mii;fl » 2. % § % & (Security Decisions Via Untrusted Inputs)
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L7 5 o Fl- APP & IPC chpr 415 i} 23 v X 3 @i * 4255 ~ IPC it Ap
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ZhCEAEI M5 2 s3] 0 A& F] L BRI 2 oo R ¢ 5 (Session) I
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FEGL G R FRMEHBL GO L T RERGEF R F LS ik
® AL 2B AE 2 INERER E R R R Ni ALl gew llnﬁé A 4% (Session
hijacking) /4 75 B~ £ 7 6 25 ¥ & #5452 HTTP/S & cookie FAL % 4+& T > s\ A5 8
CHM FRITFES AL GRS E T TRAL S PRFTAREFE o F
Moo fﬂm%“fu FERREHE TR R el (bde 156 2475 § % 2124
FI) > Bl - BB EFET Ao F P kR @ﬁim WAE(FArF LR FEk T e
L”m%“*%%%uiéﬁﬁ*iﬁfwk PR 2 R 2 uE R -

2014-M10: B * 3% 4 £ - i& =17 # (Lack of Binary Protections)
2014-M10 % 2014 & 575 2 b "4[42] > 12 Android % sefie® #2558 k3> 1 &2 S A
3t APP Sz = *EI“'J»F BEFEOFE O ORREA LT NEEPY I E e AR
EE i e S 1A L /’v\#fr'*’ e e AR Wz BB L P APP Bk enRT AR F G
FARIE Y R FH 35358k ELP i s BRSSP ~ P ER Az Y o
RE MAvag in”’E? E4E o FIpt > APP 2 3 P ik ie * A g
AP RS e 1EA T 0 A Arxan[43] T 5 R E R AN S B S 2 P o

£ - Android F3 % 2 R % % &](Hands-on Iabs)’:E B RR
AR IR L4 % Android T T 52 FHES S Kb Android T % 2 F
%4W§$% ~U£ﬁﬁﬁﬁmiﬁ$&ﬁﬂ%l;’wﬁﬁwﬁﬂﬁi—,ai
B B % )22 4k 2. OWASP Mobile Top 10 B * 4 5f -

I

APP Fa % 2R %L 2
OWASP % 2011 &2 R £ M 76 £ 8 oh+ < 53 2L "¢ (OMTL0) %S » ?f#i‘e%“@
3B AN ke 3 & (GPLV3 license) £2 ) OWASP GoatDroid Project-GoatDroid £_r2
OMTIL0 #riFip et - < b ' 5 RAI KK ehd B G @58 APPs > & g0 iz % &
# etk R 4 i (Location-based Social Network) FourGoats £ {7 # 42 {= Herd Financial » 12 }
IBFL%’* AR - H 3 I3 ESER > d ME IR REPMFHRINLEP
s FIPL AP AL AT R A R fRAem I B X BRF T EFJIF o d 3% GoatDroid
K253 Bk B WL F %A OMTIL0 22 b "% » Flpt 2 i ¥4 * FourGoats © 7 SQLite 3
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FLREREE A4 b
[ AN

/\f—vz)&.«)

17 po e F' B

/%IFF— > bt’ ]FE] 1}7&%_2

= =X

ARG O R

LiFF ~APP (7 AR/ 7 43 Bl H R %
B&(MODE WORLD_READABLE)

== APP ¥ * 4p

BI F ;
i%%%%oﬂwﬂw%%?v%wﬁ FREF2FHT o ks Bu a2 %0
%\"‘ ﬁ’;‘%”"ﬁ?,%l;%}f’dfd%

Exploit-Me Hacme Bank OWASP Paladion Labs Honeynet Challenge 9 -
Mobile Labs Android FourGoats(F)/ InsecureBank Mobile Malware
Labs HerdFinancial(H)
E1-Secure B1-SQL F1-Client-Side P1-Information Sniffing N1- Write an executive summary of this
Connections injection Injection due to Unencrypted incident
E2-Parameter B2-Unauthori F2-Server-Side Transport medium N2-Provide the phone brand, model, OS
Manipulation zed Read Authorization P2-Sensitive information name and version
E3-Insecure B3-Unauthori Issues disclosure via Property N3- Extract any suspicious application (if
file storage zed Write F3-Side Channel Files any). Detail your extraction method.
E4-Secure B4-Unauthori Information P3-Sensitive information Please provide name and SHAL for each
logging zed Execute Leakage disclosure via SD card suspicious app.
E5-Basic B5-Applicatio F4-Insecure Data storage N4- What permissions are requested by the
Encryption n Logic Storage P4-Sensitive information malware(s)? Why it is suspicious?
E6-Advanced Bypass F5-Privacy disclosure via SQLite DB |  N5-Please provide a solution/s to quickly
Encryption B6-Insecure Concerns P5-Sensitive information identify any suspicious API (please define
E7-Memory Data Storage F6-Insufficient disclosure via Device and your suspicious API according to your
protection B7-Excessive Transport Layer Application Logs understanding)
E8-Client-side Application Protection P6-Sensitive information N6-What is the malware's home server
Password Permissions F7-Insecure IPC disclosure via Side URL and where is it located? Where, in
complexity B8-Hidden H1-Poor Channel Leakage the code, is/are stored the command
Credentials Authentication P7-Malicious Activity via | Server(s) URL(s)
B9-Proxying H2-Business Logic parameter Manipulation N7-What can you say about the
HTTPS Flaws P8-Malicious Activity via communications model between the
Traffic When H3-Server-Side Client-side XSS malware and its C&C server?
Certificate Authorization P9-Malicious Activity N8-If encryption was used for the
Validation Is ISsUes due to insecure WebView | communication, which encryption
Enabled Ha-Insecure IPC implementation algor?ithm w?\s used? What wa§ the key
B10-Defeatin H5. Insecure Data P10-Sensitive used? Explain how you found it.
g SSL Storage information leakage due N9- Plea.se d.raw a graph of the decrypted
Certification . to hardcoded secrets communication flow, found in the pcap,
Validation H6-Insufficient P11-Sensitive between the malware and the C&C
Transport Layer . .
B11-Defeatin Protection information leakage due N10-What personal informations were
g to weak encryption leaked during this incident? A special

Authenticatio
n

algorithm
P12-Malicious Activity
via Backdoor

P13-Malicious Activity
via Reverse Engineering

*secret* information was leaked, Explain
how and what it was.

N11-What particular techniques are used
by the malware to harden analysis or to
evade detection? What unusual behavior
can be noticed?

N12-Provide a detailed analysis of the
malware behavior and features.
N13-Please provide a method to block (or
request permission from Android (similar
to UAC concept)) when any suspicious
call received from Android
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= L FA% >F % % b2 OWASP Mobile Top 10 & h *& & #f %

OWASP Mobile Top 10 Exploit-Me(E), HacmeBank(B), FourGoats(F), HerdFinancial(H), InsecureBank(P), Honey
(2014 v1.0) Challenges - Mobile Malware(N)
2014-M1 E2, B1, B2, B3, B4, B5, H2
2014-M2 E3, B6, F4, F5, P2, P3, P4
2014-M3 El, E2, B2, B3, B4, B5, B9, F6, H6, P1, N1, N2
2014-M4 E4, E7, F3, P5, P10, N10
2014-M5 ES8, B7, H1, N3, N4, N8
2014-M6 E5, B6, P11
2014-M7 B1, F1, P8, P9
2014-M8 F7, H4, P6
2014-M9 B2, B3, B4, F2, H3, N8
2014-M10 E6, B8, B10, B11, P13, N6
2w F5, P7, P12, N5, N7, N9, N11, N12, N13

Android &% f252 TRX 2R B RBEERR

i3 E iz APP Fil% > 9§ 5% % bl etk B 49§ 2 Flu AppUse[45]*+ 2012 & 7
T hd g Android & AR 3N % 15 TR 3 AppSec Labss 3% & st Linux Ubuntu i 5t 5 2
AHBRETF Y R ARN B E 4P I E ()4 Android emulator, Eclipse development tool,
required SDKs, apktool and dex2jar/JD-GUI decompliers, smali/baksmali disassemblers, Burp
proxy, Wireshark %) > 7= & 7 4% 5 B * 258 T % 2 RFEERE 7 p " "hostile”
Android ROM ¥ emulator » i :& rootkit-like # i » 12 ReFrameworker Android runtime
manipulator & 7 Ji& * 258 TR e H i TR o K2 5% apk I Android #E -
EEFE S B8 IR AREE TV EEE TR HAGEL S RS L
T Android s * f250 2 T E 2 A SRR ELE F O L ARS8 Y R - AppUse ©
#_2014 & BlackHat Conference ® 7# 2% % & * #4235 » Zanjfz 2 — o

BHPRLFHFEEEIRSPRIRT &

Honeynet Project »+ 2011 & 8 # *t A H Rpape BT S ¢ F I 7R )
17 2. P+ # & = (Honeynet Project Challenges - Mobile Malware)#t & 4p B 73t %
PPREAFEY P F AR EY ERAEN A EEREEDE Y RE BT R
FrP&mENT L PRI Y %"%/’Eiﬁif#ﬁﬂ—i? A EFFAY B AFELR
2_ {7 % o Honeynet Project "% 3+ $ 45> 1999 # » 2R pE L €h %2 23k > L &4
P BHCRE R A RAT 2 B @k S g 3 58 4 3 & (Cluster
of high-interactive honeypots) » # 13 # 5 % 5 6 & %g IR N A S - R M B A &/
LREFPEZFY cGROZPRILERES BREAY AR E L TR ERET
ELANZE0FM e 7- Be ik 7 £E A gy “databin”m 2 B {42
7O ALY PR traffic.pcap”ih R B ieD B AP FT ARSI E ER T v FPRATE

s
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et = BRI R BRERFLIE S TEBEAITRRY F RS Aty 2
%’ég%?%ﬁimpﬁﬁﬁ fB2 T BB ARNE TR 2 LW s B R
ARAFEMNFLELRWHEIRAPIRBER O ZE ER NS S *#’% IR E(C&QC)
Z_i A5 & o Honeynet Project Challenges # v WMZRAPE P 5l 7H 45 B2 2
ERFLZEOHN Ao K APl FELANF :% B 2 P e

L ~ Android F3 % 2% 5% % 6l 3

2014-M1: PIRB#H LRGPP F 2R R I B
A i 2 HacmeBank - Lesson 1: SQL Injection (78 g 472 3% = R 4 54k 3
Cp P P BE e DIRRETORE AL A TR I Bip e RET T Tl
i rm& Foo F R Burp suite proxy JF# &2 f:cdt e o 407 & E & 2 SQL injection 3% /2
(xyz'OR '1'="1) » ;ﬁd B E P18 R 2 Bl o
yoob o g HacmeBank Lesson 5: Application logic Bypass % ] & ] > 4cBl = #1
vl R SR WA 2 R ETEERE RRAEIER 2 HETA S E 0 il R
SRTEM AR T PR E TR RV S E Burp iR R e ¥ Rtk
i i EGHERR AR EF AR HE

[ e

5. JER Y5008y 247

R EE32 Au T $500
)
3180085 %TPF{%{]‘ {ﬁ\%ﬁ First Name: Dade
ES #4558. 60 i WL

— Balance:
| E £ F = o ;‘/7 P >
roxy {84t 500 & 2 sx -H00 il A )

proxy € < )} PRAg ey fE

xmlns:oss="http://foundstone.com/ws/schema/ghss"><soapenv: Header/><soapenv:Body><oss:FundsTransferRecue
st><oss:FromAccountNumber>3141592</0ss: FromEccountNumber><oss: ToAccountNunber>

3180085</0ss: ToAccountNumber><oss: Amoun /oss:Amount></oss:FundsTransferRequest></soapenv:Body></
soapenv:Enve lope>|

soapenv:Envelope xmlns:soapenv="http:// sc::?s .Xxmlsoap.org/soap/envelope/"

Bl= ~ HacmeBank - Lesson 5: Application logic Bypass
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=

()
0 Dolphin SharedPrefere..  *

4. i sh B3 Fourgoats Z ME 3 & 3 (sDA" DROID

shared_prefs

3. % = & #: 8¢ :% 18 SharedPreferences 4 14
3 Befourgoats % shared prefs st 4

Username

2. X HBRBEX A
goatdroid MODE WORLD READABLE

Password

?xml version="1.8’ encoding="utf-8’ standa
LAy X7 e
string name="password'>goatdroid{/string>

Login

hoolean name="remember" value="true" />
string name="username'>goatdroid<{/string>
/map>

Bl = -~ Fourgoats-Insecure Data -+ % Bl

hiEF AL 0 Rm SD card £ F ke F SD Card i I3t H s R FBopF % e

! e B R G K T2 s ¢ st o EMMAL - Lab 3: Insecure File Storage
L5 > SD card enFE AL L E_LF A A i FBehio

¥ ¢k 22 Fourgoats - Insecure Data Storage 7 &) kg p? p7 2 & 3 A7 F 3 kb ' o
YoBlZ AT 0 Fl A R B2 R R AN R Y f25% 25 Atk 5L (Remember Me)z # s o gt
iy g REREEFREE Y > ¥ TR R 2 “MODE_WORLD_READABLE” » % &
FoRFH B RF ENFEEY 2 AT = 3 APP ¥ 56 Fourgoats e 2 v 2f Bein
v i RB MR EL RS 0 4 7 i%:E adb i ~ Andorid shell $55¢ 3Bt APP 2 p g~ it > &
FRMELERB Y AR P EI BB AHLEY o

P'/'}'J’?J

& https
7/ MiTM & 7 Ask £
” ’fE o
A P 3%1# A Proxy &9 self- Proxy /) Bk 3% 4% A 4512
signed CAZZ L8 4 © fEe)CAZ LB 4 -
7k # % (£ A Proxy)

Blz - HacmeBank - Lession 10 # @& 4 HTTPS sz # 7+ & B
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1. %:i8DDMS Dump { APP:zfg 824k it 3. AMATE R A B AU A e Rl 3 ¥

Dalvik Debug Moni L Eclpsc Nemory Arclyzcr T |
File Edit Window Help
File Edit Actions Device & Inspector 52 % = 0|8 MAT-Lab7d hprol
@ 0x4051b680 i &=~ |Q| B~
d 2 (3 SetlocalPasswordActivity
FU 2 ‘%’. @ W comasiticonyestiibdlissesmclils i O % default_report org.eclipse.mat apisuspects | % dominator_tree | [4
- — @dese e ” Class Name
OF file &
| } - e i eal  ref restPass password ankingApplators 10 04
4 B ExploitMe [emulator-5554] Online Exploit e | obile BankingApplications|
< " .
com.android.protips 04 % 8600 A ref restUser jdoe sslabs o obile
- - = 2 Thvead @ 0x40512178
android.process.media 232 3 8601 T AppCaOn androd app T PR @ 0x40514038
, B a 7T
. < rare Val mOuterContext ang app.Contextimpl @ 0x40517¢98
com.android.quicksearchbox 28 3 8602 o7icles Hormrehy Voo = ) thisso Jabs f
- = s
com.android settings 157 > 8603 r..  android.widget EditText @ 0x4053db60 : uleno Objedi2} © Catioke
jp.co.omronsoft.openwnn 114 kY 8604 com.securitycompass.labs falsesecuremo ') mThisApplication, mApplication com secur itycompass.
P 3
com.android.mms 248 3 8605
P
com.android.deskclock 189 3 8606 L
% T) mApp: =
com.securitycompass.labs.falsesecuremobile 295 3 8607 / ser 3 Total: 11 entries
= P e mActvitinto "android content. pm Activitylnfo @ 0x405.
com.android.launcher 127 3 8608 = it

- 2. #dumpF R eyhprof 44 £ € #7445 RMAT T 3§ 246 X,
:\Android\sdk\tools>hprof-conv.exe com.securitycompass.labs.falsesecuremobile.hprof MAT-Lab7.hprof

Bl7 ~ EMMAL- Lab 7: Memory Protection

2014-M3: Bk RS2 P EL R FHR RO
# i 12 EMMAL- Lab 1: Secure Connection % .p" A e P! ~ @2 b "k > F] 5 % bl
\%&£&*¢@*ﬂfw% %%@&ﬁﬁ?@w%ﬁﬁ%%ﬂ*ﬁ@%ﬁ F] g
45 tcpdump 4 2 WireShark ¢ Proxy % :& {7 fe gt i@ ﬁ%] e s rags o e @
BB A HrBiE ML PR INE R B R o B fror ?‘7\ LT R EAe B2
'Msa] Fhle RE Y F A PIRB R T HTTPS iawt@@,ﬁgj VAT R A S
il HacmeBank Lesson 10 : Defeating SSL Certification Validation % &>+ Bl e #r77 » d 3%
For el RFEIR CARE ) Flut g P RIR RS HTTPS WARPE S ¢ A ST
¥ 1202 Proxy i self-signed CA &% = 48 (74 > 45 & PR X 3 TR HE 7
Hoogd Proxy Btk B @A ded 0 Sahaig R b £ 45 Proxy B )
o TP T LB S it e b T B R 2R

2014-M4: BB i FF ‘L—@i%ﬁw -4 31

& % EMMAL - Lab 7: Memory Protection % ] % #£ 344 i@ i% 18 DDMS & g er i #
BINFHF L oREUPEF * 2T 41:“%]1 ot 0 B L. DDMS g P E
com.securitycompass.android.base s > i% & dump hprof # &t M &2 B 48 - F] 5 Dalvik VM
el % > #1120 HPROF dumps I 25 frenfe sV > #r sV i e d Android SDK #% 550
hprof-conv 1 & #- Android HPROF dumps & {7 ## » & ¥ §* » 1 Eclipse  memory
analyzer tool (MAT):& 7 4 45 » BLZ R * 4238 T3t o R lic ) AP P My # 0y
RHce 70F M BEFORELERIE o

2014-M5: 7 B eni 8418 L R R % R 0l
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cd sdatasdataso p.goatdroid.fourgoatssdata
goatdroid.fourgoatss/databa

ﬁ ;21 iﬁﬁsqliteS userinfo.db
/fﬁ‘ é 7{"{’&‘ "é\:ﬂ # sqlite3 userinfo.db “select * from info;"

sqlite3 userinfo.db "select * from info;"
1iebh8le9cal?4f8h87bbeac21%e5BehaleSecbeceSbcdb4edh4?ac2cle4de576d2aa?dbhed59855eS

5445%4a8a%d@baBhide44h?al15hf5e?c?98d1laabdh?fd3846f iredhat itrue itrue ifalse
d

C: \U"el..\dk>adb pull data/datn/mg owasp.goatdroid.fourgoats C:“fourgoats

DU e _ N
s Kk = SQL\le Database Browser C /fourgoats/databases/userinfo.db

T k2. Fidsqlite
browserRFEH W N@gWHo gafac o 8w

252 pu . =
]ﬁ =] éﬂ. Daiabase Structure | Browse Data | Execute SQL
Table: |info = .\‘ | New Record. | |Delete Recori
id |sessionToken | usexMame | isPublic |autoCheckin | isAdmin
1 1/¢b81¢0cal 7413b87b|redhat trve tre false

Bl= -~ FourGoat - Poor Authentication z_ ’qullte BB F

* | *% 11 FourGoats - Poor Authentication 7 % b kP FF T2 b G 0 325 H&
L2 ik 23 APP shRemember Me # 5t ¥ & 2 p# % ~ o 4ol fror 0 A tRELE AR
R P EEFIEE P 0 SQLite TAE P > 4B ArT o ;ﬁd adb shell :& » 78 %%

shell 5 #4078 & 75 P % 4 5645 21.db TR R4, 0 £ 1536 adb pull 48 8 9 54 & 4 5]
PC £ 12 SQLite DataBase Browser # 33 3422 7 > 2 ¢ * Android #% i< sqlite3 1h £
7 SQL FAHREZZ 43 - A% VR Fourgoats ¢ userinfo.db 7k B % % ¥
ﬁﬁ%?ﬁﬁ%ﬁ@ﬁﬁﬁgﬁﬂ’Qaﬁ ﬂpw&JﬁmEﬁ##iwﬁﬁﬁv

2014-M6: 4e B iF B2 » RE MR %6

2 7 12 HacmeBank - Lesson 6: Insecure Data Storage 7 % &) k3P % Bid 2 4 R &
% > g A% adb 2~ Android shell #7345 41 APP 3tk 2 P &k » B2 g
Base64 ¥4 2tk % - £ i i Burp decoder f2 45 T ¥ #4-Base64 nAh 2 Tk B & P2 T

# ¥ £ " EMMAL-Lab6:Advanced Encryption % % b kp? £4F 273 § 2 b '6 0 F]
B ERBAR @Y FEE £ 45N (Pre-shared key)éf;,azép“;m AR RiTT A
drde B 50 él@“%_‘i}\ﬁf\f’““ R TAH S Zoxml K T4 0 ¥ OB IRIRE
T L H Ao Beno R AP E % iE apktook :kfkapk ;ra%i% F %% smali 3¢ i&

>¥Rensmali Ff % 2 EFE Y 2 L% & fs ¥ JA_CryptoTool.smali #% % # 4 7 lac*y:ﬁ¢

PR ZEKT AR AIERALDRBN B EZEKEGTIET o

2014-M7: % =83 » s RE2 %% 0

g et FAL 2R KT S0 P LA St S e kb A
AP g w] o CVE-2011-2357[46] %7k & 2- /A iF & % &) K45 3340 ® Android 2.3.4 &2 3.1 5% &
2V o RV ES = 3 APP & {7 XSS it # %B’»’fﬁiﬁﬁ%;&&_\ cookie F 3 o 4o
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L i%gﬁﬁiéi%ﬁﬁih\ﬁﬁ_bi‘& ©
) http://xxx.com

Tt ﬁ:?‘ffn-"
S REE R &é""""?"‘{ Al
Tﬁﬁﬁﬁfiﬁﬂﬁ % #h 47 Javascript °

'/;- javascript:alert(document.cookie)

€3 BRmAS
FLAG_ACTIVITY BROUGHT TO FRONT
ZBRAERRL - BlEEE s EHTRE
cookie JavaScript¥#p A& » —‘}F/:i: AEHSTAR -

@B - ~ CVE-2011-2357 Andorid 7 4 i il £2 /] i % XSS /2 » 5% 7 % Bl

HAT 8 Al B R AalE R A HSMS

M-

N
- é?i&?i?ﬁﬁéf&ﬁaﬁeﬁf ereatiR Bl AL 2. % = HAPP #iB AT £ 45 A Fourgoats7SMS
N component
<recefver
android-name= " broadcastreceivers. SendSMSNowReceiver" Intent broade astIntenF.new Intent(); .
androidiabel= "Send SMS" = broadcastIntent setAction(" org.owasp.goatdroid fourgoats. SOCIAL_SMS");

broadcastIntent putExtra("phoneNumber"."0034666666666");
broadcastIntent putExtra("message","Hi");
sendBroadcast{broadcastintent);

<mtent-filter>
<action androidname= "org.owasp.goatdroid fourgoats SOCIAL_SMS" />
</intent-filter=

Bl ~ ~ FourGoats - Intent Spoofing % |2 & £ 41 % 7 & B

B = 17+ > Android , kA= || EW”TI%%;’ ;‘ B nH_E '/""Fg] Fﬁmﬂ’l‘ﬂh s (e B g;v( i®
FLAG ACTIVITY _BROUGHT _TO FRONT 7 #t % =@ ¥ M % i JavaScrlpt G| e

“javascript:alert(document.cookie)” % f & B % 7 A | o 4; P~ &5+ cookie F 3 < Ak 1
A EV AR T HREEIINHTES VLR JavaScrlp m/,}" il A
LR N B RS Bt A T REPREP e B fgﬁ ¢ Android 5% & fid
ﬁif"’ A i 4 F P> Android 0 Intent A2 415 BB F € K E i (EFHFRT Bk

FOPF € i Intent RTA FOAE R T MR )’ FI T A )e»:ai 113/”\ T i~ JavaScript °

2 s FourGoats - Insecure IPC 5 —;% B j\;svup@ & ﬁg_F'B‘ 2 (IPC)2. % & 7% o F] 34
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ﬁ%
Sl |l 2 sirmazan
2011431 .
o
i HASHS & E X &N & kel B BAPP Y
THe HL[’,—} 0 L: LERISBREER | | R A3 %ap{-ﬁhjg
:::::: : :4: ] 2. haNAT RS FREENSZHARSLEHFHEARZ BN EF IR EETRAS
LR EDRE if (I”Y™.equals(getStateVal())) {
ﬁ?@ SmsManager.getDefault().sendTextMessage( "1066185829" , null , "921X1
tagp - Yo Ceg JPendingIntent getBroadcast(this, 0 , new Intent(), 0 ) , null );}
g R 3RAEMETSUNREPE B EARAAARBTELREHA -
~ F F F 4
\xhg#Jﬂﬂ

B4 & APP 5 ~ & SMS # i

% 5] APP & 3 4z SMS 2z fg U@ APP 5 Component 1 *2 android:exported 44 3% 2_%
true ¥ X _SMS hintent-filter ;2 7 X 2 5 false» Flpt 5 2 s APP 2 ER 75 2 25 %
& & 21 SMS o Intent pF FourGoats APP 37 ¢ 3% J2 3 4 i% SMS -

2014-M9: # § ehi@ ME HF B2 P % %0

Jb. *%& 2% i 2 HacmeBank- Lesson 2,3,4: Unauthorized Read, Write, and Execute = i 47
& ?%- b k37 3 3% 7 65 417 APP ﬂﬂwéﬁgf 2 B P e A ] i S L AT e
ER L LB E ALY PR TREY @;ﬁﬂ I PR E TR 0 F]p ¥ B Burp
proxy 7 MR € 758 (TIRE L A H R B I Blhei (7 Ritdte PR ELT I BT
A2 e S T A e chig ¥ rHaeiE WL e s Brit gt ¢ Wi onp bR EE o

2014-M10: f* 24 £ - 8 HE2Z R KRR b

APP 4 7 = i € 7 3% 17 HacmeBank Lesson 11-Defeating Authentication % % ] k5L
AT N2 bt o Fla k|2 apk AEF D pE s FM T B R 2§ E (apktool
%) kB~ .smali &0 17&;\% VAR BLRAL R AT AR A VA (e b SRR
ZPFE R BELAB) BEFHIAENEY HER 5%@-;7\14 fp oo H-H e A gtz B
FvE o Bfs EATERW apk X AR T X EN AR LR o Aot APP 2B~
ggm@%@@%gi%m%?ﬁﬁwa%%ﬁ»ﬁmf@o

LE-H Py T o BB RSB~ L2 APP P o o4 977 0 F AT
oo B EE 2 P E APP XS F YoiFer B EE (KR 4088)2 APP @ 4 SMS 42
(“android.permission.SEND_SMS”4r”android.permission.RECRIVE_SMS”){s » ¥ £ 4v » &
ﬁ@wﬂ¢W%g%% SMSu L2 255 Befs o Fw apk e T o K%
KERTZ APP B B ARG " K2 i enfiR f 801538 SMS @3 0 blde
VEZIPamiTe A SMSR TSRS o
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N BH

A2 M EFE ML >F % K4FT OWASP #r# 2. 78 58 B* - < b 'k > %ﬁfﬁ%@
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