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T Omer Tene and Jules Polonetsky, “Big Data for All: Privacy and User Control in the Age of Analytics,” Nw. J.
Tech. & Intell. Prop., vol. 11, pp. 239-272, 2013.
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t Dr. David Wollman, “NIST Update: Grid Interop and Green Button,” Smart Grid Task Force, 2012,
http://www.nist.gov/smartgrid/upload/NISTupdate_SGTF_Dec2012_final.pdf (2014/1/8). See also David
Wollman, “Frameworks and Data Initiatives for Smart Grid and Cyber-Physical Systems,” DEBS, 2013,
http://www.nist.gov/smartgrid/upload/DEBS2013-Wollman-July2013.pdf (2014/1/8).
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™ The term critical infrastructure means systems and assets, whether physical or virtual, so vital to the United
Sates that the incapacity or destruction of such systems and assets would have a debilitating impact on security,
national economic security, national public health or safety, or any combination of those matters.

T The White House, “Executive Order — Improving Critical Infrastructure Cybersecurity,” 2013,
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cyberse
curity (2014/1/8).

HNIST, “Improving Critical Infrastructure Cybersecurity Executive Order 13636 Preliminary Cybersecurity
Framework,” 2013, http://www.nist.gov/itl/upload/preliminary-cybersecurity-framework.pdf (2014/1/8).
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88 The Public Utilities Commission of the State of California, “DECISION ADOPTING RULES TO PROTECT
THE PRIVACY AND SECURITY OF THE ELECTRICITY USAGE DATA OF THE CUSTOMERS OF
PACIFIC GAS AND ELECTRIC COMPANY, SOUTHERN CAIIFORNIA EDISON COMPANY, AND SAN
DIEGO GAS & ELECTRIC COMPANY,” 2011,
http://www.smartgrid.gov/sites/default/files/doc/files/Decision_Adopting_Rules_Protect Privacy d_Security Ele
ctric2.pdf (2014/1/8).

™ The White House, “A Policy Framework for the 21% Century Grid: Enabling Our Secure Energy Future,” 2011,
http://www.whitehouse.gov/sites/default/files/microsites/ostp/nstc-smart-grid-june2011.pdf (2014/1/8).

T Energy usage information can and should be protected like other sensitive information.

#1 Daniel J. Solove and Paul M. Schwartz, Information Privacy Law, Aspen, 2011.
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88 Education will be required regarding how the data will be used to help improve gird operations and how end
users can use the information to better manage their electricity use. It is also agreed that it’s important to gain
consumer consent prior to the data being released to a third party. Consumers need to be aware how third parties
will use the data in order to feel confident in the security of data transfers and to understand who controls the data
at each transfer point.

™ The issue is whether the jurisdiction belongs to the state or the federal?

7T The U.S. Department of Energy, “U.S. Department of Energy Smart Grid Privacy Workshop Summary
Report,” 2012,
http://www.smartgrid.gov/sites/default/files/doc/files/Privacy%20report%202012_03 19%20Final.pdf
(2014/1/8).

Hi The White House, “Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and
Promoting Innovation in the Global Digital Economy,” 2012,
http://www.whitehouse.gov/sites/default/files/privacy-final.pdf (2014/1/8).
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8858 The Federal Trade Commission, “Protecting Consumer Privacy in an Era of Rapid Change,” 2012,
http://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-pri
vacy-era-rapid-change-recommendations/120326privacyreport.pdf (2014/1/8).
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