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B3 o F o AT 4 » 3 "Lk i #8 (Finite State Machine, FSM ) » &g 0k £ A 47
PR A S LR AT B LS BRI AR A AT T 0 Ao R AT o

Pre-condition 1

Source 1 Post-condition 1

Sink 1

Intent 1(11)

. State2
Source 3 R(In Module 2
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Pre-condition 2
Post-condition 2

Pre-condition 3
Post-condition 3
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n n n
t(G)=2"""T]k 1)
© -2 T
AT o HERRA G ¢ T (G) AR E A L w32 (Kirchhoff's matrix
theorem)™ & % N EFA A 2 238 F e 5 T 30 - BRETHREB G TN
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http://en.wikipedia.org/wiki/Kirchhoff%27s_theorem
http://en.wikipedia.org/wiki/Kirchhoff%27s_theorem
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% » £ 3% ComDroid [1]4 #7 ¢_Dedexer & %22 %] KRR o T ledRE A R P el et
(components)fr i i% 3 3 (intents) o
# 2% 2. & i = B @3 4 17 (Dynamic Taint Propagation Analysis)
HAE21F7 BL 1% 3% 2.0 2. M 93 £ 47 (Correlation Analysis for Propagation Rule)

et R L SR PR R B R AR > E FHHRG AT AL 75 0 TR
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k& & 45 £ 8 (Malicious Instruction Sets, MISs) AT EEIRVHEI Y App 2t 4y

?%#%&ﬂ AT ERER G %@fﬂﬁ*éaaﬁﬁﬁﬁﬁﬂ%ﬁﬁ°
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A2 5 - -
Subscrib [Source:Subscriberld,Sink;:Landroid/telephony/Telephony
lottery. erld com.lotsy | Manager/getSubscriberld]
apk service nergy [source:service,Sink;:Landroid/content/Intent]
url [source:url,Sink;:L java/net/URL/openConnection

EREFRBHADERY > I AIEL- Y EL L Fo 2R 2G5
ViEiERR Y B R (Assomaﬂon rules) A% & Pl (frequent episode rule) 2 447 4

(data mining) & 4 4 ZAE R 4 (frequent episode) - # THE R o o AF 2 A7 s
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(5)
[{W (s, win)}|
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H B 2.2 rAcigd S A 197 % @338 2 (Taint Propagation Paths Analyzed by the
Weighted Spanning Tree Algorithm)
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AR B e U Wl f 2 R RER R B L 40F 2 (DFS Weighted Spanning Tree) » 1
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SR AT AT SR R BB BRI B de b EH B 0 F - e
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FREFARERL DT RTLF LR bR Ay KR A TR 2k
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Bk Z PRI - X 2R 6 RS 0 R GERIAD j(j=Ll..n) 0 B EER
FZIRIAE SRR R SRR AL F ARG A TR R
B (NVD)2 i * 33 ghe=f& & %o (Common Vulnerability Scoring System: CVSS) 2 3%z 42
B4 EABERFR D (D)F 4 BHRLZEERS (W) (2 &% BHFEIT2IF 4=
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33 BLePR 'R ARR Av\jgt‘}ﬁ ,—'g 3T A Kﬁﬁi)—‘iﬁér—g .
f :ij XS (5)

j=1

B3k @ # b % % (Threat Risk Matrix, TRM ) £45 it APP % e~ 2% 2RiF & #F
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HB¢ x £ APP 7 b TS A DFEXE p(x)z\—rrmgdﬁMAwfg,ﬂ
PR RFHITEEEORS c BRP EE SRS SEREE S T
X 2Rk TA A “4@% £ g j=1.n ”L\x’é%ﬁﬁf\'f"i 2 X izl mfoiT BRI 2
Benpad 5opxs) > 2R A- B ;aj%_’? At AR P R SRS o F > AR P
MEEF EATHBRRIDF 2RF B ET R GRELD 238 p s, x) T BB
BB K 4T

R (5, 1%) — D TRE), ™)
R.(X})
B R s, 1x) 8 p(X)TrR(s) & & ¥t °
LA BT A A ATHE P m R S AR

Algorithm Dynamic Taint Propagation Analysis

1:begin--Initial phase;
2: Input a directed graph G = (V, E); V ={u, vy, V,....Vm}, E = {e1, €2,....en}
= |V|; n = |E[; taint source: u; v: taint sink;
4: if (m>1) then (taint source =TRUE);
5: initialize an mxn matrix with all ‘0’ elements; [];= 1 (boolean value indicating that taint source passes the
intent;;)
6: --Construct a set of taint graph G’.
7:loop {
8: if (taint source) then {
9: Taint_graph(v) {
10:—perform a DFS starting with a taint source, u
11: for (each unvisited neighbor u of v) {
12: if two neighboring modules have passed taint data then contaminated=TRUE;
13: if (contaminated) then
14: mark the edge from utov;
15: assign a weight to the edge using Eq.(3) by considering the path of taint data causes the losses of
information leaks
16: add the weights for each taint path for spanning sub trees;
17: list the taint paths for spanning sub trees;
18: assign a defense investment value to the edge;
19: find the Minimum Spanning Trees (MST) to decide the priority to guard the taint path;
20: write a list into propagation rule PR [u,vi=1,...,n,]
21: write a list into propagation rule SOE [u, PR=1,...,n,]
22:  else
23: traverse another taint source uto v in G;
24: call Taint_graph(u);

25: }--endif
26: }--end for
27:  }-endif

28: }--end loop

29: output the MST and the taint routes of spanning sub trees for graph G
30: return (u, PR, SOE);
31:end

Bz : Algorithm TA for cloud APPs
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o ABRBARE

A Y EEH LRI TR M EE 2R BN TR SRR E A
170 T A B BRIP4 T AR
26— FRRERTE N
B s kg~ +51 2 Comdroid % %

£ > 1 ComDroid 1 X §* 27 §*(https://github. com/daniel666/comdroid/ blob/
master/Comdroid/ Comdroid-1. O4/)I/ ¥ B Android & * A2 B AIGBF o B ¢ 35T D
Android = = Dalvik & #t#% + i& {7 5 DEX (Dalvik executable)## %

B L ERRAH

L #- APP % 4% % APK (Android Package)x test A& » £ {7584 i A 471
Comdroid » ¢ details.log #4+¥ 4L APP #z ;% ¢ a#’;ﬁﬂ; Pk &k e 7 @ﬁa?]’\
intents » ML EF I EE THRELIXI AL - BRI AP AT ADEREGT > 439
Comdroid 2. details.log #% ¥ # 4. APPs & activity ~ service ~ broadcast sink s #ic & ¢ #5 fie
1 & logeat i&- # (FitimA 45 o B allActions » 7 AR activity intent ¥ #7# {7 eh
actions » 4r@ = - H # 1 £ 4r FlowDroid, Epicc #2 TaintCheck 4 47 ¥ & {¥ ¢ (0 = 4 ik eh
PR

Activity Sinks: 112

Service Sinks: 3

Breoadcast Sinks: 15
sendBroadcast Sinks: 15
sendOrderedBroadcast Sinks: @
sendStickyBroadcast Sinks: @
sendStickyOrderedBroadcast Sinks: @

Print exposure summary
*********************************************************
Exposure to Components

Malicious Actiwvity Start: @ of 13

Malicious sService sStart: @ of 2

Malicious Data Injection: 5 of 9

Protected Activity vuln: ©

Protected Service Vuln: ©

Protected Receiver Vuln: 4

Exposure to Intents

Activity thacking: 70 of 112

Service Hijacking: @ of 3

Broadcast Exposure: 15 of 15
Intent Sniffing: 15
Intent Theft: 15
Result Modification: @

Bl : Comdroid #e AR Z *HPRFZ 1 87 e 2 I 2 TR "%
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all_setDestinations.txt ¥ details.log %
android.app.Activity
com.appflood.AFFullScreenActivity
com.appflood.AFListActivity
com.appflood.AFPanelActivity
com.chartboost.sdk.CBImpressionActivity
com.google.ads.AdActivity
com.google.android.apps.circles.platform.PlusOneActivity
com.inmobi.androidsdk.IMBrowserActivity
com.millennialmedia.android.MMACtivity
com.millennialmedia.android.videoPlayer
com.ovKtzP.CWpVRZ114321.0ptinActivity
com.ovKtzP.CWpvRZ114321.PushService
com.ovKtzP.CWpVRZ114321.SmartWallActivity|
com.pad.android.xappad.AdNotification
com.pad.android.xappad.AdReminderNotification
com.umeng.common.net.DownloadingService
com.wiyun.engine.utils.ImagePickerActivity
com.wyh.framework.EmbeddedMoreActivity
com.wyh.framework.ImageActivity
com.wyh.framework.KenelService
com.wyh.framework.RateActivity
com.wyh.framework.RecommendActivity
com.wyh.framework.moreexchange.MoreGamesActivity

B~ @ & 473 R 2 activity intent ® #73 {7 5 action

HA2 BRFRGHLS A
%3 2.1 i‘#@%%ﬂ‘]iﬂmﬁ*fr

APP % & < it APKI|plz#~ 2 & ¢ » 2154447 TC 1 & »ComDroid {= API_Monitor
AT ERER T -’1L R ®ER Lo k& APl calls §i 1t o e snPRGE(Service) o E #
(Activity)friz 4z B {= 3 #%(receiver and broadcast) 5 B-H- e B 38 5 e jS o — B /5 Bk en
AT R R AL o

- I SBERNER TR AT

Taint- Module Operation Intent receiving communications
source Activity-| Service- | Broadcast Pending-
sink sink sink: intent sink
com/Beauty/Leg/lightdd/c handle-
DDream v/Legligh 1- 1
Light Message
com.Bea clom#Beautnyegmghtddeec on.Re- |
eiver celve
uty.Leg-
lapk com/Beauty/Leg/lightdd/Cor
eService.
com/Beauty/Leg/lightdd/a/ onStart 1
com/Beauty/Leg/Sexylmages
YLCSBERYINAES | Run 1 1
/a
com/Beauty/Leg/SexyImages 1

#HEN~ ‘f’ﬂ'J(N-gram modeling) = ;% 45 iz Comdroid 2 API_Monitor 12 £t3*- 30 i
APP z # R 2 MIS E&dp 4 B IR adp i 5 - e d = S5 V{1 % App
2B * s E:ki’u RAESB AL BTR AR TARFEBRRM A -

10
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Az i ERRINT ELGL BoE
API ol | TERY LIS | Tk | imtentsink
Ljava/lang/Void 1 1
Ljava/util/List 1 1
Ljava/lang/Class 1 1
Landroid/net/Uri 1 1
Landroid/view/View 1 1
Landroid/view/Menultem 1 1
Landroid/graphics/Bitmap 1 1
Landroid/content/ServiceConnection 1 1
Landroid/os/Message 3 3
Landroid/webkit/WebView 3 3
Landroid/content/Dialoginterface 3 3
Landroid/app/Activity 5 5 1
Landroid/os/Bundle 11 8 2 5
Ljava/lang/String 14 8 1 3
Landroid/content/Intent 17 6 7 8
Landroid/content/Context 20 4 7 1

Fw BB KB

g ez A et 4 Edipt b 2h
SMSsen SSTEEE?PJ com.c10142104 | [Source:Subscriberld,
der. apk erld 2723 Sink1:Landroid/telephony/TelephonyManager/getSubscriberld
[source:file io, Sink1:java/io/BufferedWriter/write,
. Sink2:com/vksafe/WatcherService/openFilelnput,Sink3:Ljava/io/Buff
vksafe.a File io, .
K sms com.vksafe eredReader/regdLlne] _
P [source:sms,Sink1:Landroid/telephony/SmsManager/send TextMessag
e

KIS LT R BRI

A REEFE R AR E- TR OF LR R SRR LN FE NG
B E G el S - B R PEES S (R A w377 LR AR iR
)L BiF- B H RO RATH A NN R > BRI B o 4o ptiB
A - AR AR T R E RN R TR I S gt
Bl 2 3= & b '& o 12 APK:Geinimi-Banking Trojan » & Z s R4 5 &) (F B p
www.ipay.com.cn ) > 4 5 Android J& * A2 B B enid 5 5 A 3 T 7 g http//
contagiominidump.blogspot.tw/2011/10/ geinimi-banking- trojan-wwwipaycomen.html 7= 3<
Ao A SEL T EIRBFT T L2 AR R o R %4215 comdroid detail.log
FoH-sink B e (Tl SR 4oBl- 0 BREKOFTXFE G L BB T AL EF
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RITEFARAEE o BT Kruskalﬁxl 4 A preE 4 o kg L RIRE R TR
3 BT E B TR B LR ¢ 35807 LOREE activities 2 intents X 7 % <5
= Fl4om o~ e

Source Sink Weighting
2 5.0
3.0
ONPONC,

1.0
10.0
@\
@ edge of weighted
@ spanning tree
Id

B e
PO NUowu s

o~ PR NNE

w

3.0

6.0

10.0

0 3.0
4.0
Module name

com.geinimi.AdActivity
com.lotsynergy.Main
com.lotsynergy.Contacts
com.geinimi.AdService
com.geinimi.custom.GoogleKeyboard
com.lotsynergy.Protocol
com.geinimi.AdServiceThread
com.geinimi.AdServiceReceiver
com.HttpConnect
com.geinimi.custom. Ad001_01

Bl= oA S Rs T E IR T AT L2 E R R
edge of MST

2 ogpNouk~ewNE

o

Source Sink Weighting

(black)

2 5.0
1 4 3.0
1 5 4.0
2 3 1.0
2 6 10.0
4 5 3.0
4 7 6.0
6 9 10.0
7 10 3.0
8 5 4.0

B~ : iKruskaldeo 2 A 45 Eo ) TR BT 4 g0

E%Z.Sﬁ.—{ﬁ %
% 1 2 Comdroid 7| ) # & intents #7 4 @ a2 crfice LA (R4 ) FRY 58
w2 Jfﬁmﬁ & activity > "M Fr 2 F A4 4 0 ¥ &2 androidmanifest. xml fie & F§ 22 #7
’ﬁ activity vt fbe MFERL
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OneActivity

com.millennialmedia.and
\1\ ennialm d\y rdr0’1

oreexc P) ge.MoreGamesActivity

framewor

R A #runtentswrygﬁ SR LA
H A3 X3 R EAR RTER
# G A BRGNS BRI 2‘5‘_1“7& o EH/ AR N R S RRRRLS
AT RE AT o 'Nfié “(3) 2R (B)2 2R (6) s, XAET o b G EEF SRR
2.3 %&JLméc%(w)i R GRS E R (PR,)D iﬁu WAcm P Ao F My @R

RS BB AE L & 1 s do (8) frA i gt > GBS E BRAREHY A T
e %‘ AR AW AR F LR FRT o Bor SR BRI R BT R e
3

NN

SRR o
PR,
=V—, (8)
i dj
PS5 BRI A JE 8 Contagio $RE AT F enE L AR A 0 7 eid BB )
Fef Bk dod T foRl - AT F oA T 2 BB 5 3R T BB R BRI j(=1,--n)
Tig AR A (S) 8BRS R R(PR)KES TR 2 H - FRAL PR ETR
(di)= ke e

EEE N ET S i W

w, PR; d, Sy Taint risk

(0-1) (0-10) | (0-10) (0-10) (%)
TS 0.3 4 6 0.67 20
TS, 0.5 6 5 1.2 60
TS, 0.3 8 9 0.89 26.7
TS, 0.5 5 7 0.71 35.7
TSs 0.3 6 7 0.86 25.7
TSs 0.7 6 5 1.2 84
TS, 0.7 4 3 1.33 93.3
TSs 0.9 3 5 0.6 54
TS 0.7 2 5 0.4 28
TS0 0.7 7 6 1.17 81.7
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00—
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2 80 — o

= | -

=

s

=
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o7 99

Ofy, Tz
’qu 'E h
h, . . taint pat
’bf’c?éh . P The weights of
o, -

Bl 2 FELROBIFRITTE L Dbk

RO FRBRETELITER R
—4e G PR R (FTM) & A # 2 75 ZE B 45 4 47
1;1]— AT E APP 2 A men i St AR EZ SRR BRAK R
qi&j’li{u’ﬁp\ FoREF ARPENTREEE KO MREFBAH 0 RE AL A S
BRI F L PRFFABHL 2R G R N SR DB R b D RS
w—ﬁ»Fwy@%@%@u@@ﬁﬁﬁ%@%»ﬁyﬁamp%aﬁ:@@—ﬁ’@
FFOUREW AL BRI RSB EFRT A4 ARG ABHELS  BRT
RN RS +2 A TR IRICEE F.8-E RN EEE RN AT S Stk
RBRTEE AL BRE SR - S B - ﬁ*9m¢%%#% K ENRL T i
T (EHFLTRERR) [ ARIZHEL TIRBERCOEL -
BRFLEFRABOREL BB E 2 I e Ll FFX A XS
B EE G B A BT A B R deR L Z T o R AR SIEF TR SRS
REERLRELZ BOFBRETH NT LR LR FERY 25 DM 5 SOE -
SOE #:* 2 #.% % (ID > TS;’» PRk * PRks+1, PRks2 7 ...)» SOE % 44 =
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Source Sink Weighting state transition

9 2 2.5 9->2 Yes
2 1 2.0 2->1 No
2 8 3.0 2->8 Yes
8 11 25 8->11 No
2 11 6.5 2->11Yes
1 4 3.5 1->4 No
8 5 5.8 8->5 Yes
11 6 3.9 11->6 No
11 3 6.5 11->3 Yes
11 4 7.5 11->4 Yes
4 10 45 4->10 No
6 7 4.0 6->7 No
3 7 4.5 3->7 No
3 12 85 3->12 Yes

Source Sink Weighting state transition

Modules of ! Server of
mobile devices Cloud computing

edge of weighted spanning tree
(black)

()
ato
:

Bl 0 TR S AR A A
(FEp Vs~ » BRI R ABHFTZEF)

9 2 2.5 9->2 Yes
2 1 2.0 2->1 No
2 8 3.0 2->8 Yes
8 11 25 8->11 No
*2 11 6.5 2->11 No
1 4 3.5 1->4 No
8 5 5.8 8->5 Yes
11 6 3.9 11->6 No
11 3 6.5 11->3 Yes
11 4 7.5 11->4 Yes
4 10 45 4->10 No
6 7 4.0 6->7 No
3 7 4.5 3->7 No
3 12 85 3->12 Yes

Modules of [ Server of
mobile devices Cloud computing

edge of weighted spanningtree
; (black)

Bl ot 3 GRS AFZ TRTE AT
(FEP VR~ »EWER kR & BT LIRF)
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%2 1= 4R e E(SOE)

D Taintsource- Package name- Propagation rule-
1 comc101421042723 SMSsender.apk [Source:Subscriberld.- Sinkl: Landroid/telephony/
TelephonyManager/getSubscriberId

2 | comlotsynergy lottery.apk [Source:Subscriberld,Sink1:Landroid/telephony/Tele
phonyManager/getSubsecriberId]
[source:service Sink1:-Landroid/content/Intent]
[source:url Sink1: Ljava/net/ URL/openConnection

3 com.vksafe vksafe apk [source-file io,Sink1:java/io/Buffered Writer/write,

Sink2:com~vksafe/WatcherService/openFileInput
Sink3:1java'io/ BufferedReader/readLine]
[source:sms Sink1:-Landroid/-telephony/SmsManager/

sendTextMessage

L5 G BB 171 B BT A BT 2R AR 1 o F B (attack graph) i
T L BT A RAP R il g e B o g 0 T ST R R R T BRI
Honeynet Map 45 ' = A A2 X g A I =8 ¥t T ERFT AR E HIPER
Vo AEFRLIENFHE 2 FIL Aol 2

@ Honeynet ’
" Project IT | SECURITY

B+ = : 2 Honeynet Map % % ¥ 5 i* 4 R 2 g 4
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B3t

REBT 5 UR B REH D £ 4 Ap e G (Stefu) s QAL £ f TR
émﬂ#mmSmmm PR R Y FAAR AR R LW EF A
2T R j Sk o0 R G HE A % 2 g 4L fF Stateful 22 non- Stateful 2 =
BE (B4 A 4500 fde T

W= e g RS LR A PTRATAA L B kT B RIS B A 4T
F R e BEEAR I EH é*“mﬁ %:Q#&,A\ﬁﬁ i% P\.’nm? e g PRI 0 X6
AL RIS EHT R R, B e W TR AT LT ET  F-
ﬁﬁzﬁ%*ﬁﬁﬁﬁﬁﬁﬁ°ﬁﬁ*%ﬁim“mvm,ﬁ%9ﬁﬁ»¢W%&%%
Bk fE chig e B 0 i 520 TC A 47 o

Statel
\'\-\_>

taintflow . State 2
. _transition 1 Data store 1
(Comdroid) ~

~
S e

tran5|t|on2
Echo back to M1 ™~
State 3 T
transition3__~
: | -
Trusted T
source ¢ 3 Data store 2
|
I
I

(clean)
Blte @5 " URads A#Z TR LA2 4
(R FRBFBA T E LR VR~ ~ EH R kA
BBl P BB TS e G R A A2 T A RDERIpS B
e B
If ([pre-condition]) then PR1= [MIS;—...—>MIS]
If ([pre-condition] and [post-condition]) then PR,= [MIS;—...—>MIS;]
If ([pre-condition] and not [post-condition]) then PR3= [MIS;—...—>MIS;]
If (not [pre-condition] and [post-condition]) then PR4= [MIS;—...—>MIS;] (9)
If (not [pre-condition] and [post-condition]) then PRs= [MIS;—...—>MIS,]
If (not [pre-condition] and not [post-condition]) then PRe= [MIS;—...—>MIS;]

If ([pre-condition] or not [post-condition]) then PR7= [MIS;—...—>MIS,]
- H A K S BERA LRI ok = o
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% = Stateful ¥2 non- Stateful 2_ ;= Bt 1# 3§ & $7 - 2
Stateful & 47 non- Stateful 4 +7

T B TR Ak TR 2R L e
Al AT REE TERAE | ARLTREZTEHRE

#

BB | AP AT RO EFRT A 0 2 i
2R A GRS

A TEAE A E B ik B R
g | AB A LW EF LT EET T i ) eaer

=L 2y % L oa-
Ao BT ek Bk ik

L~ %%

A At ARNFE L AHEFRBERY RIFL LB LGS T2
ToEEEY R SRS 71 L5 241 £ Valgrind ~ Androguard ¥ Comdroid
MAE AR F AR GRS A e i e TRELFLF AL T LE LRTR
BEayk fE o MR RBERPPEF NS DEHF X R EORREE TR LEAT
Wik TR TR T AR B R GG 0 R AR T e R A AR TR
[ E AR UPES S SRR B =yl 0 S | Eo gEE - 1M
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