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RFID grouping-proof architecture and scheme for the sharing
economy

Abstract

The mobile technology development has made the new business model of sharing
economy advancing all the time. So far, 17 new establish sharing companies with over 10
billion US dollars of market capitalization have arisen. Experts estimate that the value of
global sharing economic market will be over 300 billion US dollars during 2025. To enjoy the
business opportunity that brings out by sharing economy, a growing number of companies set
up the sharing platform. However, when facing the information security problem of leaking
privacy, the development has been blocked. Among the mobile technology, the technique of
RFID is mature and can apply in sharing economic, especially grouping objects. Multiple tags
simultaneously exist in the group. Then sharing characters will create economy efficiency.
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Zhuang et al. presents RFID grouping-proof protocol and declares to apply sharing economy
without leaking privacy. In designed protocol, we find out two problems (1) with no
application scenario and architecture (2) pseudo identities and grouping-proof with lower
system efficiency. In this paper, we propose simplified RFID grouping-proof architecture and
multiple camping sample for the sharing economy. For Zhuang et al. protocol, lower
efficiency is due to relay one by one for tags and exhaustive search when generating
grouping-proof and pseudo identities. Finally, we indicate improvement policy.

Keywords: Sharing economy ~ RFID ~ Grouping-proof
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