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Abstract

Mobile devices have been become a very popular and indispensable tool in daily life and
work. Android is currently the number one mobile phone platform with highest market share.
Android OS can be installed in the mobile devices and Android emulator. Users can download
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any kind of application to install on Android emulator. Several criminals use WiFi file transfer
program on Android emulator or Steganographic techniques as tools to deliver criminal data.
Traces and evidence left by these programs can be held on mobile phones and retrieving those
potential evidences with right forensic technique is strongly required. In this paper, we focus
on conducting forensic data analysis of 2 widely used applications on Android emulator: WiFi
file transfer program and Steganographic technique.

Keywords: Virtual mobile device, Android emulator, Anti-forensics, WiFi file transfer
program, Steganographic technique
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