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Abstract

Xue and Hong proposed an anonymous authentication scheme with key agreement based
on chaotic maps. After analyzing Xue and Hong’s scheme thoroughly, we find that their
scheme cannot ensure user anonymity as claimed. In this paper, we will show this found
security flaw which Xue and Hong’s scheme suffers from.
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1. Introduction

Key agreement provides a mechanism to have communication parties negotiate a shared
session key for secure communications. The first key agreement protocol is Diffe-Hellman
key exchanging protocol [3]. In the 1990s, the chaos theory becomes a popular research topic
[2][7], and plenty of chaos-based systems have been proposed
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[11[41[5]1[6]1[8][°1[10]1[11][13][14][15].

Recently, Xue and Hong [15] analyzed of Niu et al.’s scheme [10] and proposed an
improvement to provide user anonymity and improve performance bottleneck. They claimed
that their anonymous authentication scheme with key agreement based on Chebyshev
polynomial chaotic maps possessed three advantages. (1) User anonymity is provided such
that no one knows who is connecting with the server. (2) No third party needs to be involved
such that the performance is highly improved. (3) If a client is compromised, the system
security will not be threatened. However, after analyzing Xue and Hong’s scheme, we find
that their scheme cannot ensure user anonymity as claimed.

The rest of this paper is organized as follows. In Section 2, we introduce Chebyshev
polynomial chaotic map and its properties. In Section 3, we briefly review Xue and Hong’s
anonymous authentication scheme with key agreement based on chaotic maps. In Section 4,
the found flaw is explicitly shown. At last, we conclude this paper in Section 5.

2. Definition and Properties of Chebyshev Polynomial Chaotic Map

In this section, we introduce Chebyshev polynomial chaotic map and its two properties
[10][22][13].

2.1 Chebyshev Polynomial Chaotic Map

The Chebyshev polynomial of degree n is defined as follows:
Tn(x) = cos (n-arccos x), where -1<x<1
Forn>2, To(x) =1, and T1(X) = X, the recurrent formulas are as follows:
To(x) =2x° -1
T3(x) = 4x3 - 3x
Ta(x) =8x*—8x%+1

Tn(X) = 2XTn-1(X) — Tn-2(X)
2.2 Semi-group Property
Semi-group property is one of the most important properties of Chebyshev polynomial

chaotic maps, and this property makes Chebyshev polynomial chaotic maps used in key
agreement protocols or public key encryption schemes. The details are as following:
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Tr (Ts(x)) = cos (r-arccos (cos (s-arccos Xx)))
= cos (rs-arccos X)
=Ts(Tr (X))
:Tsr (X)

2.3 Chaotic Property

Chaotic property of Chebyshev polynomial chaotic maps is as follows: For n > 1 and
Lyaounov exponent A = In n > 0, the Chebyshev polynomial map Tn: [-1, 1] — [-1, 1] is a
chaotic map of invariant density f'(x) = 1 / (mv1—x?).

3. Review of Xue and Hong’s Anonymous Authentication Scheme with Key
Agreement Based on Chaotic Maps

In this section, Xue and Hong’s anonymous authentication scheme with key agreement
based on chaotic maps is reviewed. In their scheme, there exist two participants, a server S
and a client Ci. Xue and Hong’s scheme consists of two phases: registration phase and
anonymous authentication and key agreement phase. The notations used in this paper are
listed in Table 1. The details are as follows.

Table 1: Notations

Symbol Definition

S Server

Ci Client

IDi The identity of C;

Ss S’s master key

X The Chebyshev polynomial’s seed
r,s The Chebyshev polynomial’s degree
SKi Session key between S and Ci

Ri,a, b, c Random numbers

H() One-way hash function

@ Exclusive- or operator

Ex() Symmetric encryption algorithm, where K is the secret key

3.1 Registration Phase

When a new user C;i with identity ID; wants to access resources provided by S or
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establish a session key SK; with S, Ci must register at S at first. The details are as follows:

Step 1: Ci randomly chooses his/her password PW; and sends {IDi, H(PWi)} to S via a secure
channel.

Step 2: After getting Ci’s request, S chooses a random number Ri and computes M; and reg;,
where M; = H(IDj, Ri) mod 2™ and reg; = H(IDi, H(PW)) ® H(Ss® M;). Next, S
sends Ri and reg;i to C; via a secure channel.

Step 3: After getting S’s reply, Ci stores R; and regi and keeps regi secretly.

3.2 Anonymous Authentication and Key Agreement Phase

When a registered client C; wants to access resources of S, he/she needs to be
authenticated by S and a session key SK; will be established. The details are as follows:

Step 1: Ci selects a, b, x, and r randomly, where a and b are nonce, x e (—0,+x)is the
Chebyshev polynomial’s seed, and r is the Chebyshev polynomial’s degree. Then, C;
computes Qi and Wi, where Q; = regi ® H(b) and W; = H(IDi, H(PW;)) ® H(b). Next,
Ci computes Yi, Mi and E, (ID;, a, Yi), where Yi = H(T«(x)) and Mi = H(ID;, Ri)
mod 2'9""™ Cisends {sn, x, Ri, Mi, Qi,E,, (IDi, &, Yi)} to S, where sn is the session
number.

Step 2: After getting {sn, x, Ri, Mi, Qi, E,, (IDj, a, Yi)} from Ci, S computes H(Ss © Mi) and Wi,
where Wi = Qi ® H(Ss ® M;) = regi @ H(b) @ H(Ss ® M;) = H(IDi, H(PW;)) ® H(Ss ®
Mi) @ H(b) @ H(Ss © M) = H(IDi, H(PWi)) ® H(b). S uses Wi to decrypt E, (ID;, a,
Yi) to get (IDi, &, Yi). Then S computes Mi" = H(IDi, Ri) mod 2*"®"®) and checks
whether Mi* = M or not. If it holds, this request is indeed sent from Ci; otherwise, S
rejects Ci’s login request and terminates this phase immediately. S selects two numbers
s and c¢ randomly, where ¢ is a nonce and s is the Chebyshev polynomial’s degree.
Next, S computes E,, (ID;, ¢, Ts(x)) and sends {sn, IDs, E,, (ID;, ¢, Ts(x))} to Ci.

Step 3: After getting {sn, IDs, E, (IDj, ¢, Ts(x))}, Ci uses Wi to decrypt E, (IDj, ¢, Ts(x)) to
obtain (IDs, ¢, Ts(x)). Then Ci computes E,, (1D, &, Tr(X)), SKi and Veri;, where SK; =
Te(Ts(X)) = Tsr(X) = Tws(x) and Verii = H(IDs, a, ¢, SKj). At last, Ci sends {sn,
Verii, E,, (1D, a, Tr(x))} to S.

Step 4: After getting {sn, Verii, E, (ID;, a, Tr(x))}, S uses Wi to decrypt E, (IDi, a, Tr(x)) to
retrieve Tr(x). S computes Yi = H(T«(x)) and checks whether Y;" = Y; or not. If it holds,
Ts(x) is valid; otherwise, S terminates this phase and sends a reject message to Ci. S
computes Verii- = H(IDs, a, ¢, SKi) and checks whether Verii" = Verii. If it holds, C; is
authenticated; otherwise, S terminates this phase immediately. S computes SK; and
Veris, where SKi = Ts(Tr(X)) = Tsr(X) = Trs(X) and Veris = H(IDj, a, ¢, SKi).
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Finally, the server S sends {sn, Veris} to Ci.

Step 5: After getting {sn, Veris}, Ci computes Veris" = H(IDj, a, ¢, SK;) and checks whether
Veris” = Veris. If it holds, S is authenticated.

Finally, S and C;j share a session key SK; which can be used for secure communication.

4. Security Analysis of Xue and Hong’s Scheme

The previous section reviews Xue and Hong’s anonymous authentication scheme with
key agreement based on chaotic maps in detail. They claimed that their scheme provided user
anonymity. After analyzing their scheme, we find that a client can be easily traced such that
user anonymity is not ensured in their scheme. Why user anonymity is not provided in their
scheme is shown as follows.

After registration phase, Ci gets the corresponding Ri and regi from S. Then in Step 1 of
anonymous authentication and key agreement phase, Ci computes Qi, W;, Yi, Miand E, (ID;,
a, Yi) and sends {x, Ri, Mi, Qi, E, (IDj, a, Yi)} as the login request to S. Ri and ID; are fixed,
and Mi = H(IDj, Ri) mod 2""(™) That is, Mi is fixed as well, and anyone can trace Ci by M;
as Ci’s alias.

5. Conclusions

Xue and Hong proposed an authentication scheme with key agreement based on chaotic
maps in 2012 and claimed that their scheme could provide user anonymity. However, after
analyzing Xue and Hong’s scheme thoroughly, we find that their scheme cannot ensure user
anonymity. It is because M; transmitted in Step 1 of anonymous authentication and key
agreement phase is fixed and can be regarded as C;’s alias. Actually, to overcome this found
security flaw, transmitted parameters in different sessions should differ from each other.
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