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Abstract

The Internet developed rapidly along with the rise of e-commerce. In the past,
Password-based authentication schemes are the most widely used mechanisms over
e-commerce. Password-based authentication schemes may be weak to the dictionary attack.
CAPTCHA authentication schemes are proposed for prevent automated script attacking.

Past researchers have never proposed methods to solve overlapping and connecting
problems. Therefore, we want to propose an effective method to solve overlapping and
connecting problems. We detect the CAPTCHA and extract the divisible parts from the
CPATCHA firstly. Then we use thinning method to increase the gap of characters. After
extracting characters, we recognize the characters by using back propagation neural network
(BPNN). In order to improve the problem of false positives, we will train two additional
networks. | trained the network for the normalized image firstly. Then we capture the
normalized image 90% and 80% for the other networks' training samples. We hope that the
other two networks will learn same features of the part of characters. In this way, there are
some bases for adjustment when single network answer wrong. Finally, we integrated the tree
networks by voting.

According to the experiment, the recognition rate of single network is 94% and the
recognition rate of integrated three networks is 96%. It prove that multi-networks are better
than single network.

Keywords: CAPTCHA -~ character thinning ~ character recognition ~ character
segmentation ~ BPNN
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