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Abstract
Due to the medicine knowledge widespread, the human life expectancy is extending.

People have to keep personal health records during their lifetime to share and discuss with
medical professionals. Therefore, the issue of maintaining the historical personal health
records becomes more significant. Our aim is to keep and manage the long-term historical
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electronic health records to avoid the records lost.

In this paper, we proposed an authentication and authorization protocol for the long-term
historical electronic health records to manage more than the human life lifetime. User can
request its records to migrate to a specific organization, and then authorize the organization.
The proposed protocol is referring the cumulatively notarized signature to transfer the
trustworthiness to a specific organization, and the trust third notary as an identity provider to
authenticate the user, specific organizations. Finally, the trust third notary requests the
authorization to user to share their historical records with the organization. And the proposed
protocol achieves data integrity, non-repudiation for data authorization and availability of
EHR.

Keywords: Electronic health records, Long-term electronic records management,
Cumulatively notarized signature, Authentication, Authorization
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