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Abstract

Conventionally, there is not specific targets when cyber attacks happen. However,
increasing portion of attacks aim at specific targets in recent years. Emerging targeted attacks
are referred to as Targeted Attack or Advanced Persistent Threat (APT). Such attacks typically
aim at government agencies or critical departments in enterprises, and are usually
implemented by knowledgeable and resourceful attackers by utilizing advanced invasive
methods such as social engineering techniques, customized attacking programs, and zero-day
attacks.

To defend against rapid changing APT attacks, Security Operation Center (SOC) that is
based on Security Information and Event Management (SIEM) is thus developed. Several log
collection agents collect and normalize logs from different security devices like firewall, IDS,
honeypot, anti-virus software, NDLP and so on. SIEM could use these log to perform
correlation analysis to monitor and generate real-time warnings. Besides, log data collected
from these security equipment is suitable for big data excavation, deep analyses for reports
generation, thus unveil potential risk.

SIEM can detect APT attacks by integrating and analyzing log in the organizations.
However, one of the promptest challenge SOC faces is how to normalize data of
heterogeneous formats so that back-end analytic platforms can analyze information, alarm and
generate reports accordingly. Therefore, this research develops an intelligent parsing system
to generate high quality normalization equations for different types of log. The proposed
system could integrate heterogeneous log files into a central SOC system

Keywords: APT, SIEM, SOC
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i Alog &kt

% EEventPl K
Severity &85

L& UIENog » BN
Token&#}

EORHEES
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o F & 5% E token &
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F%5%E Submessage

= |
A Parser/ B AR ZE
EEIFRFR AR Parser@& M4
BTN

\/\
Bl-- - ~ Lk Siik (F AR
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DEFINE parentheseas "' () []{}<>
String FUNCTION RegexGenerate(TokenData[])
SET Regex TO empty string
SET Delimiter TO empty string
FOR i = 0 TO TokenData.count INCREMENT 1
IF there is a complete parenthese column THEN
IF TokenData[i + 1] is message THEN
IF Delimiter is not empty AND doesn't contains TokenData[i] THEN
IF TokenData[i].Information is * OR ' THEN
ADD [*TokenData[i].Information]+ TO Regex
ELSE
ADD [MTokenData'i].Information]+ TO Regex
END IF
ELSE
ADD DelimiterRegexGenerate(Delimiter) TO Regex
END IF
SET Delimiter TO empty string
IF TokenData[i + 1].Information contains TokenData[i + 2].Information THEN
IF TokenData[i + 1].Information contains whitespace character THEN
IF TokenData[i].Information is " OR ' THEN
ADD TokenData[i].Information(.*) TokenData[i + 2].Information TO Regex
ELSE
ADD \TokenData[i].Information(.*)\TokenData[i + 2].Information TO Regex
END IF
ELSE
IF TokenData[i].Information is " OR ' THEN
ADD TokenData[i].Information(["\s]+) TokenData[i + 2].Information TO Regex
ELSE
ADD \TokenData[i].Information(["\s]+)\TokenData[i + 2].Information TO Regex
END IF
END IF
ELSE
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IF TokenData[i].Information is " OR ' THEN
ELSE

END IF
END IF
ADD2TOI|
CONTINUE
END IF
END IF
CASE TokenData[i]. Type OF

ADD TokenData[i].Information TO Delimiter
String:
ADD DelimiterRegexGenerate(Delimiter) TO Regex
SET Delimiter TO empty string
IF TokenData[i].Information contains whitespace character THEN

ADD ([A-Za-z]["=]+=) TO Regex

ADD ([A-Za-z][*:]+:) TO Regex
ELSE
ADD (.*) TO Regex
END IF
ELSE
ADD ([Ms]+) TO Regex
DIF

TimeStamp:
ADD DelimiterRegexGenerate(Delimiter) TO Regex
SET Delimiter TO empty string
IF TokenData[i].Information contains whitespace character THEN
IF TokenData[i].Information matches regular_expression([s]+\s["s]+) THEN
ADD ([Ms]+\s[Ms]+) TO Regex

ADD ([™Ms]+\s[Ms]+\s[Ms]+) TO Regex
SE

ADD (.*) TO Regex
END IF
ELSE
ADD ([Ms]+) TO Regex
END IF
Date, Time, IPAddress, IPv6Address, Integer, Long, MacAddress, RegexToken:
ADD DelimiterRegexGenerate(Delimiter) TO Regex
SET Delimiter TO empty string
IF TokenData[i].Information contains whitespace character THEN
ADD (.*) TO Regex
ELSE
ADD ([Ms]+) TO Regex
END IF
END CASE
END FOR
IF Delimiter is not empty AND the end OF Regex is not .* THEN
ADD .* TO Regex
END IF
REPLACE \ OF Regex TO \\
REPLACE mutiple \r\n OF Regex TO single [\\s]+
RETURN Regex
END FUNCTION

IF TokenData[i].Information matches regular_expression([A-Za-z][*=]+=) THEN

ADD TokenData[i].Information([*TokenData[i + 2].Information]+) TokenData[i + 2].Information TO Regex

ADD \TokenData[i].Information([*TokenData[i + 2].Information]+)\TokenData[i + 2].Information TO Regex

ELSE IF TokenData[i].Information matches regular_expression([A-Za-z][":]+:) THEN

ELSE IF TokenData[i].Information matches regular_expression([Ms]+\s[Ms]+\s[Ms]+) THEN

Bt~ ffs it 37 N R

2 ARE

M |

AR B 2 AP EA] Parser L - I N Ak @ ok SRR
SOC 1% 5 ‘e Bl & hAAIER o & F ML REFF 02 U0 &
-+ = % AscenLink & svenk 4% o
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L’:‘U 2015-10-23 21:14:00 FEDDD

AL 2015-10-23 21:39:01 cpu=7.6% conn=83

BM 2015-10-23 21:13:42 sRC=127.0.0.1 DST=210.71.214.2 PROTO=DNS SPORT=55050 DPORT=53 INPKTS=0 INBYTES=0 OUTPKTS=1 OUTBYTES=67 DURA-
FW 2015-10-23 21:13:08 ACTION=ACCEPT PROTO=Unknown (UDP) SRC=10.88.10.5:137 DsT=10.88.15.255:137 TOTLEN=78&

FW 2015-10-23 21:14:3% ACTION=ACCEPT PROTO=ICMP TYPE=8 (echo) SRC=10.88.60.202 DST=10.88.8.220 TOTLEN=60

FW 2015-10-23 21:18:11 ACTION=ACCEPT PROTO=HTTPS SRC=10.88.5.214:60168 DST=134.170.108.224:443 TOTLEN=52

FW 2015-10-23 21:39:47 ACTION=ACCEPT PROTO=RDP SRC=122.176.123.36:36104 DST=21%9.87.80.162:3389 TOTLEN=52

VS 2015-10-23 21:14:13 VS_TO=10.88.8.31 PROTO=SNMP SRC=191.5.238.214:57001 DST=219.87.80.165:161 TOTLEN=96

PSR- T I ST R

B+ = ~ AscenLink % %t &4%

Apii Web g TR R A ARGE R BN F R T ES
FHAL L BB srh o ok E R B E B A R E -
* B

l“*i I\?x-’
% I
‘ ~
L2 M- JP
v
|
e

@ Log Transfer - Mozilla Firefox - a

1 e IsvBEEEE ¢ Q #= wiBa 9 ¢ HB- @ @ & © & & »

Step 1: Input the log and analyze
Start Transfer

Upload File

CBCE

C‘

AT P f;%ﬁ;ég‘_:}g%},@ Parser chik 4 77 3% » T35 4 L ek g
w<>{y0;) ‘,’r FhinG A p Bt B[RV g entoken s @ AFT R 4 M-S Brih P F L eh
do 1P ph B 0T 5 2| ETHRT e Btk enik %o%fﬁlﬁl%“ﬁﬂﬁa i ST i U R

- RSN A IR A F R FRT B § A6 1 e SohdT#
Token - T B 1 L4315 hE 6
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Step 2: Set your tokens

Token Count:4

showDelimiter

Token Name Token Type Token Data Function

- . X2
- . e %2
— . X2
- — %2

Bl I ~ % 4&45477% Token % &

Ak LR T ﬁﬁi&l S Ak B B 47 fE Ttoken > 5 2 if 5 F 2 L HF LS
Bt f P BFdma v ERZH T AL S+ F RIS 2T Rk
o ﬁf%’?ﬂ’ﬁ;ﬂ;};\p g © ;ﬁ,:}%'f Generate Regex ¥ 2 & 4 sp¥t R el 4 7
AR EE) BRI R LRE R E IR L & FIES S-S 5
&4 AT A B B AT A 1 5 rmb AFE ,@uztff—:% k6 B R
R AR E e BRI BH AR HY 2B REAT
J@ﬁﬁﬁﬁ*%%%@’&ﬁﬁiﬂ+H%m%—%ﬁﬁéﬂﬂ’ﬂﬁﬁé
yyyy-mm-dd - & % = @ 5 p B H RS hhimmiss ok S g L orok-p 2
TR BREEH G- BpHREROE e 2505 yyyy-mm-dd: hhimm:ss - = B+ = 3
b A d Bl T 0 R ﬂ\B?fFé‘*ki’B gL L - ﬂ%%&q’:‘:;‘j LR
;;”yyyy-MM-dd HH:mm:ss” o @ f gt ¥ 8% k-5 — i token & 00 %2 L& FTAHAE -

£% 2, -

A 4 b h= i token & AE4 W) & id > dateTime v/ 2 msg e

i

Step 2: Set your tokens

Token Count:3

showDelimiter

Token Name Token Type Token Data Function
id Strin - su ' x -~
: *
r
dateTime TimeStamp > 2015-10-23 21:14-00 ' x :‘
yyyy-MM-dd HH:mm\:ss A

msg String - FKDDD " x ;’

107



Communications of the CCISA
1_ASA :

= ecial Issue
C@ Sp Vol. 23 No. 4 Oct. 2017

AhEY B d e ﬁ?%/ PR R R ASE (2T B L R P REINA
B NERER P d LT BN AL T IR Ao R4
Wiee zpheaprf, ?‘“E‘**Jﬁ@:}‘rﬁ¢p> B P T M EEEEF T TR
Wom 50 TREARTHENEE ) A B ER KM BEPEK TP AT L E
SOC s itfEs - TR - %M T LB

Step 4: Set Variables(unnecessary) Set Variables
Event Serverity
Name Value Name Value
deviceVendor - __stringConstant("AscenLink”) x High = failure, DENY x
deviceProduct - __ stringConstant("AscenLink”) x Low - ‘ recovery ACCEPT]| | x
endTime - dateTime x +

s B AT 3R

§ ALk B SOC i SLfF & s ik T & Severity 3 T e b # bk T = B F o
AN ;i:, deviceVdntor ~ deviceProduct 1 % endTime - & % % & v & 3
_StringConstant(“AscenLink™)~_StringConstant(“AscenLink”)rz 2 dateTime- # # dateTlme
B BARATRS - T Token o § A kAL FI7 T ¥ R-FT A%~ 3] SOC pF - SOC i
vve1 deviceVdntor ~ deviceProduct #f = #%-¢ 3 » _StringConstant(“AscenLink™) - @ SOC
GBS eny - B E LR S severity o % e ek BU¥ET severity * 4 feeng £ i o Bl -
hie ) L& B fE severity hig”high”rz 2 "low” « & AscenLink 2 44 1) 3R failure 2 &_
DENY §Y Parser #- severity g 2% Z_x “high” 1 ¥ rh?] ~ 3] SOC s %t ; % AscenLink z_
&4% 1 I recovery 2 §_ ACCEPT B Parser #- severity hiE 3% _5 "low” T ¥ ﬁs?] » 7] SOC
B e A KB ERE E severity (K T E F R RN ehk g4k 2 SOC o
Kf przoth s FF Bl Bkl s b IR ® (#g it A23V3E 2 ¢ F e if-then-else
FiE ) bR EEGRRTREL S IBHECGE BT R L5 BT
B0 Ak A R BSEEAD SR AT S Y (fE 5 sub-message) o E i@ 3 0 Bl = g
g P »}; =) ?-}’%Fl—r%(r‘f

»

&7‘

SU 2015-10-23 21:14:00 FKDDD
AL 2015-10-23 21:39:01 cpu=7.6% conn=83

FW 2015-10-23 21:13:08 ACTION=ACCEPT PROTO=Unknown(UDP) SRC=10.88.10.5:137 DST=10.88.15.255:137 TOTLEN=78
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Y - BREMNT A RORNUEFE S .
AP BHF AT HED € 0 DFRF T oo 1Y zgaa’mj“‘— ENNA S
- % Token i& 3 SU > Plfs m 3 4, P& -+ FKDDD ; @ § % — i Token =hig 5 AL

i LRI E A CPU 2 s R@icenF ;@ § % — B Token chig 3 FWB—*»‘
AR &?Tl’ﬁ & 0 30 o sub-message ** i ;J-fqﬁ MR R AR 521 log A e T ~ g
sub-messgae /i & -

™
=|

It

=

FE

¥

Wi

\14-

ﬁ

FE
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PN ST

=1
1k
=

Step 5: Set Submessage(unnecessary )

Step 5-1: Set ID and Token Variables

MessagelD Token Submessage Token

msg -

Step 5-2: Set Submessages

+NEW SUBMESSAGE

B+ ~ -~ Sub-message i & m

B+~ =if 5 MessagelD token s = i@ 3 i‘hz‘?\f B¢ = % % gk AL~ SU ~
FW 4L %7 e Token - @ Submessage Token )T%{%),@;'J LS o AR KA R @
= MessagelD token #7 it £ ﬁﬂﬁ‘ﬁﬁ'—\lf @ Submessage Token * % ﬁvrj&{if ¢ m ehthen o
Fl#t e sub-message ¥ it g ¢ 0 ® ¥ K @ FIE A1 MessagelD token poeer ¥ )
BE > ¥F ir“"%i - BEAL NERATS o THL L L - sub-message K B o
d Bl A4 F R kSR T & &4y Ascenlink ¢ s Log 2 MessagelD token #

a—

* MessageIDtoken iE s ALPFF > s 8igdcim A4 0 R A 7%

XNew Submessage ID - AL

xNewpﬂttem, [isle=(s]+ fis[sl+=([*0s]+)

«Fields Types Formats Mappings [ Extramappings
Flelds event.deviceCustomString1,event. deviceCustomString2
ExtraMappings @ ‘ gvent.deviceCustomSting1Label=__stringConstant("CPU")@gvent.deviceCustomString2Label
sfl=NEW PATTERN

B 1 - sub-message % i &1

gy Log 4%k e Token 12 2 ® 2R A w2k T &1 > & W pl g F 4 — B Parser 3% 2
o % SOC s Mgl BriZik TAh (e A7 M348 Log R 47 11 & B & chdr (7 o AFT
) '*Lrﬁ 4 e Parser % T4, E_4 Arcsight 5 SLiF 5 P iEofRm N8 AWARY Se B PF
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gk 3 H s e SOC kst e TR G AT TR chp # 1 Parser &
SRR TR S IR R Y LI O
WEE AR LR ET S TR R A D R L

o Bl- L - LA kiLp e iv Parser &£ b BAE o

4 % Parser i

& ARA T token ¢ fi-£ token
(A

# FlexAgent Regex Configuration File

do.unparsed.events=true
0-25.2

#8U 2015-10-23 21:14:00 FEKDDD

regex={[*\\s]+)\\s {(["\\s]H\\s [*\\s]+) \\s{[*\\s]+)

token.count=3

token[0] .name=1id
10 token[0].type=String
token[1l].name-dateTime
token[l].type=TimeStamp
4 token[l].format=yyyy-MM-dd HH\:mm\:ss

token[2)
17 token[2]

.name=msg
.type=String

event.deviceVendor=__ stringConstant ("AscenLink")
event ,deuiceproduct:_stringconstant ("AscenLink"™)

event.endTime=dateTime

24 severity.map.high.if.deviceSeverity-failure, DENY
severity.map.low.if.deviceSeverity=recovery, ACCEPT

27 submessage.messageid.token=id
submessage.token-msg
submessage.count=2

submessage [0] .messageid=sU

submessage [0] .pattern.count=1

33 #FEKDDD

.pattern[0].regex=([*\\s]+)
.pattern(0) .fields-event.name

34 submessage([0]
submessage [0]
submessage[1] .messageid=AL

submessage [1] .pattern.count=1

.6% conn=83

submessage([l].pattern[0].regex=["\\s]+=([*"\\s]+)\\s["\\sl+=(["\\s]4)

submessage([l] .pattern([0).fields-event.deviceCustomStringl, event.deviceCustomString2

submessage[l] .pattern[0] .extramappings.delimiter—@

#cpu=7

4 submessage[1l] .pattern[0] .extramappings=event.deviceCustomStringlLabel=

Bl= - ~Parser i 5ot A 2 SRK T O

= stringConstant ("CPU") @event.deviceCustomString2Label=_

DEFINE parentheseas "' () [1{} <>
String FUNCTION RegexGenerate(TokenData[])

SET Regex TO empty string

SET Delimiter TO empty string

FOR i = 0 TO TokenData.count INCREMENT 1

IF there is a complete parenthese column THEN
IF TokenData[i + 1] is message THEN
IF Delimiter is not empty AND doesn't contains TokenData[i] THEN
IF TokenData[i].Information is * OR ' THEN
ADD [*TokenData[i].Information]+ TO Regex

ELSE
ADD [MTokenData'i].Information]+ TO Regex
END IF
ELSE
ADD DelimiterRegexGenerate(Delimiter) TO Regex
END IF

SET Delimiter TO empty string
IF TokenData[i + 1].Information contains TokenData[i + 2].Information THEN
IF TokenData[i + 1].Information contains whitespace character THEN
IF TokenData[i].Information is " OR ' THEN
ADD TokenData[i].Information(.*) TokenData[i + 2].Information TO Regex
ELSE
ADD \TokenData[i].Information(.*)\TokenData[i + 2].Information TO Regex
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END IF
ELSE
IF TokenData[i].Information is " OR ' THEN
ADD TokenData[i].Information(["\s]+)TokenData[i + 2].Information TO Regex
ELSE
ADD \TokenData[i].Information([s]+)\TokenData[i + 2].Information TO Regex
END IF
END IF
ELSE
IF TokenData[i].Information is * OR ' THEN
ADD TokenData[i].Information([*TokenData[i + 2].Information]+)TokenData[i + 2].Information TO Regex
ELSE
ADD \TokenData[i].Information([*TokenData[i + 2].Information]+)\TokenData[i + 2].Information TO Regex
END IF
END IF
ADD2TOi
CONTINUE
END IF
END IF
CASE TokenData[i]. Type OF

ADD TokenData[i].Information TO Delimiter
String:
ADD DelimiterRegexGenerate(Delimiter) TO Regex
SET Delimiter TO empty string
IF TokenData([i].Information contains whitespace character THEN
IF TokenData[i].Information matches regular_expression([A-Za-z][*=]+=) THEN
ADD ([A-Za-z]["=]+=) TO Regex
ELSE IF TokenData[i].Information matches regular_expression([A-Za-z][":]+:) THEN
ADD ([A-Za-z][*:]+:) TO Regex
ELSE
ADD (.*) TO Regex
END IF
ELSE
ADD ([Ms]+) TO Regex
DIF

TimeStamp:
ADD DelimiterRegexGenerate(Delimiter) TO Regex
SET Delimiter TO empty string
IF TokenData[i].Information contains whitespace character THEN
IF TokenData[i].Information matches regular_expression([Ms]+\s["s]+) THEN
ADD ([Ms]+\s[Ms]+) TO Regex
ELSE IF TokenData[i].Information matches regular_expression([Ms]+\s[Ms]+\s[s]+) THEN
ADD ([™Ms]+\s[Ms]+\s[Ms]+) TO Regex
SE

ADD (.*) TO Regex
END IF
ELSE
ADD ([Ms]+) TO Regex
END IF
Date, Time, IPAddress, IPv6Address, Integer, Long, MacAddress, RegexToken:
ADD DelimiterRegexGenerate(Delimiter) TO Regex
SET Delimiter TO empty string
IF TokenData[i].Information contains whitespace character THEN
ADD (.*) TO Regex
ELSE
ADD ([Ms]+) TO Regex
END IF
END CASE
END FOR
IF Delimiter is not empty AND the end OF Regex is not .* THEN
ADD .* TO Regex
END IF
REPLACE \ OF Regex TO \\
REPLACE mutiple \r\n OF Regex TO single [\\s]+
RETURN Regex
END FUNCTION

BloLt- ~2RET5N32 BREESE

B Ay R A E A Parser 24 % 0 T ML R FFHAEL SOC kst 7
e F FORE 0 X T VA BT - RehParser o @ { £ & A TR
4+ >

i =
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