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Abstract

Medical records containing personal health information are confidential for individual.
Therefore, an effective method such as key management to control and access these files is
needed. Health Insurance Portability and Accountability Act (HIPAA) is a standard regulation
for medical records management. Under HIPAA specifications, the key management
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mechanisms, such as authorization and revocation of access right for the medical records, are
regulated. Additionally, accessing electronic medical records by medical staff requires
authorization from patients.

In recent years, many HIPAA key management schemes were proposed in order to provide
confidentiality protection of sensitive information for patient’s medical record. However, there
exist some security problems in these schemes. For example, an authorize person (medical staff)
can access to all medical records, or the scheme need heavy computational cost in order to
maintain a key management scheme. The structure of medical records may be regarded as
hierarchical. However, some key management schemes protect one patient’s medical records
by using one set of secret key, may reveal partial unauthorized medical records. Additionally,
most key management schemes require time-consuming modular exponential computations and
scalar multiplications on the elliptic curve.

Recent studies showed that cryptography using chaotic maps was demonstrated to provide
the semi-group property and commutative property. Additionally, cryptosystems using chaotic
map operations were more efficient than cryptosystems using modular exponential
computations and scalar multiplications on the elliptic curve. Therefore, this study develops a
key management scheme using extended chaotic maps for HIPAA privacy/security regulations.
The proposed key management scheme is not only more efficient than related approaches, but
also has revocation of authorization and is suitable for complex hierarchical data structure in
electronic medical records.

Keywords: Access control, key management, chaotic maps, HIPAA, personal health
information, revocation, authorization
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